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SCADA Expert ClearSCADA

Efficient management of remote assets

® Optimized to manage large number of remote assets in critical
Infrastructures (Water Waste Water, Oil & Gas, Electrical Utilities, Renewable)

® Integrated scalable SCADA with ready to use telemetry features

® Open for easy connection to business and IT systems

Trio Data Radios

Bringing versatility and reliability to your wireless network

® Licensed/license-free radios for serial and Ethernet communication
® Support for Modbus, DNP3, IEC60870-5-101/104 protocols

SCADAPack RTU

Compact, versatile controller for telemetry and remote SCADA solutions

® SCADAPack (Modbus-centric) with Flow Measurement capabilities for
Oil & Gas applications

® SCADAPack E (DNP3/IEC60870-centric) for Water Waste Water
applications

®* SCADAPack data loggers

Accutech Wireless Instrumentation

Rapid deploy Self-Powered Wireless Instrumentation

® Widest range of battery-powered instruments

Telemetry

® Available globally in license-free frequency bands 2.4Ghz and 900 MHz
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Telemetry — one of the pillars of Plantgtruxure”

PlantStruxure™ is Schneider Electric’s collaborative and integrated automation architecture for industrial and infrastructure customers.
It brings together our Telemetry, PLC/SCADA and DCS offerings with complete lifecycle services to help make your operations more efficient.
From initial design to modernization, PlantStruxure transparently connects control, operation and enterprise levels of your business.
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Release Summary

.~ Simplicity & Enhanced User Experience for faster deployment
- and improved time-to-market

Reduced Maintenance Efforts for protection of investment

Enhanced Security capability for better protection of the system

o Enhanced Operational Intelligence to help optimize operations
J and maintenance activities
Integrated with the complete Schneider Electric Telemetry portfolio
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New & Improved User Interface

e Improved functionality and increased efficiency
e Toolbar replaced with Ribbon
e Tabbed multi-document interface
e Color-coded tabs for Inset Windows
e Adjustable drag-and-drop ‘snapped’ window layout
e User-customizable Quick-Access Toolbar for frequent functions
e Recent document history
e Redesigned multi-monitor interface
e Support for 16 monitors!
e Refreshed icons, compatible with color-blindness
e Asynchronous communications for improved performance

e Foundation for continued & enhanced graphics development
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New & Improved User Interface
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a software of &truxureWare
Severity \ Time \ Source \ Message \ Category \ Area Of Interest \ Suppressed Alarm Count |
High 01/30/2014 13:50:50 WTP River.Runtime Alarm State changed from Mormal .. Point State World 0
Medium 01/30/20714 13:21:09 Excessive Starts Per Hour State changed from Mormal.. Point State World 0
Medium 01/30/2014 10:29:43 Equipment. RTU.Outstation Communications state - Failed  Outstation Comms World 0
Medium 01/30/2014 10:29:43 Equipment RTU Outstation Communications state - Failed  Outstation Comms World 0
High 01/30/2014 13:47:42 ion 2.Dry Well Flood Switch ~ State changed from Normal Point State World 0
High 01/30/2014 13:33:32 ion 1.Dry Well Flood Switch ~ State changed from Normal Point State World 0
Medium 01/30/2014 13:18:51 actory Total Energy Usage State changed from Mormal Point State World 0
Medium 01/30/2014 10:29:21 WTP.Clarifier.Mixer.Status State changed to Unavailabl Point State World 0
Medium 01/30/2014 10:29:21 WTP_Clarifier.Rake. Status State changed to Unavailabl Point State World 0

Other, Delete object transaction queued at 01/30/2014 13:35:54 completed

X
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Simplified Development

e Simplified Internal Point Calculations

e Removes the complexity of logic for simple calculations or internal data
transfer

e Familiar syntax and interface for existing ClearSCADA users
e E.g. ("Well Site A.Level” + “Well Site B.Level”) / 2

e Bulk Edit Tool
e External tool that interfaces with ClearSCADA to provide bulk modification
e Uses MS Excel for implementation of bulk changes
e Filtering can be applied prior to export to limit dataset
e Bulk quick-edits can be performed directly without exporting/importing

e Also allows for quick and simplified editing of template Property
Overrides
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Automated Data Visualization

e Data Set / Data Set Row

e Data collection that includes support for templates, providing automated
expansion as new instances are created

e Individual rows included in templates, added to data set automatically
e Reduced maintenance effort for data visualization and reporting

e Applications include simplified management of site summary information:

e Row included in site template; references pressure, flow, tank level,
pump status etc. Each new site gets automatically added to site
summary information table.

e Summary data also available for simplified reporting and/or data export

Schneider Electric | End User Business Group - Industry Business | Plant Solutions | Telemetry & Remote SCADA Solutions | Brad Shaw — February 2014 10
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Protect Sensitive System Information

e Improved support for Firewalls and Network Address Translation (NAT)

e Enabled configuration of drivers (browsing for remote tags or devices)
through firewall
e Extended WebX compatibility with NAT

e \WebX server address can be ‘hidden’ from
users behind network address translation

e Restrict sensitive IP address information to only privileged users

e Visibility of all system IP address and user logon failures available to
privileged users only

e Increased overall system security

Schneider Electric | End User Business Group - Industry Business | Plant Solutions | Telemetry & Remote SCADA Solutions | Brad Shaw — February 2014 12



Deployed In-Depth Security Testing

e Vulnerability Scanning & Management Solutions
e Nessus
e OpenVAS
e NeXpose
o \W3af

e Network Discovery & Security Auditing
e Nmap
e Zenmap

e Penetration Testing
e HPWeblnspect

Schneider Electric | End User Business Group - Industry Business | Plant Solutions | Telemetry & Remote SCADA Solutions | Brad Shaw — February 2014
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3D OTobpaxeHune

e XYZ CTpyKTypa

e HoBas CTpykTypa gaHHbIX B 3D oTobpaxkaeT nameHeHuUe napameTpoB BO
BPEMEHMU B Pa3fIMYHbIX TOYKaX

e [IpeocTaBnseT paclUMPEHHYID i e e
BU3yanunsauuto npoguren
aasrieHus/pacxoga ongd
TpybonpoBOaAOB UMK CUCTEM
BoAopacnpeneneHms

Pressure Profie

e KomnniekcHaa ‘CTpykTypa’
npeacTaBneHns NepeMeHHbIX U
BO3MOXHOCTb CpaBHEHUS
OaHHbIX NO3BONAET onepaTMBHO
BbISABNATbL BHELWITATHLIE
cuTyaumm

T
55 ” 98

Length, km 100 km

Schneider Electric | End User Business Group - Industry Business | Plant Solutions | Telemetry & Remote SCADA Solutions | Brad Shaw — February 2014 15



VIHTerpauua c rugpaBnnyeckum
MoaennpoBaHUEM

e /lHTerpaumsa c Aquis; cUCTEMOU rmapaBiN4eCcKoro
moaenupoBaHus Schneider Electric, no3sonaroLwen

cuMynmpoBaTtb gaBJieHNe 1 pacxo B CETU BO,EI,OCHa6>KeHI/IFI

e AQUIS UCMNonb3yeT JaHHble peanbHOro BpEMEeHU ANns aHanmsa u
MOHUTOPUHIa TEKyLLEen CUTyaLum 1 nporHo3a BO3MOXKHbIX
BapunaHTOB cOObITUI, NOMorasi onepatopam npuHMMaTb

onepaTuBHbIE U adeKBaTHblE peLleHnsa Ang onTuMmusauum |
NpoueccoB BOAOCHADXeHUS

(A TS
\ & '

e OnepaTtop MoXeT obpallaTbCs K rmapaBrimieckon
moaenu n3 ClearScada
e HTepdenc nonb3oBartena Aquis goctyrneH ns ClearSCADA

e becwoBHasa nHterpauns gaHHoix SCADA n cumynsauus Aquis
By oo o
e CHbop 1 aHanu3 nHopmaumn B Aquis R e
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Closer PLC Integration

e Updated Schneider Electric OPC Factory Server (OFS) to V3.50
e Simpler to use than previous versions
e Increased performance
e Access to PLC diagnostic information

e Advanced OPC Driver
e Support for OPC DA 3.0
e Automatic detection of OPC DA version
e Time-stamping of data from OPC Servers
e N-level redundancy, automatic failover

Schneider Electric | End User Business Group - Industry Business | Plant Solutions | Telemetry & Remote SCADA Solutions | Brad Shaw — February 2014
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Connectivity Enhancements

e Continued close integration with Telemetry Field Devices
e SCADAPack530/535E Smart RTU
e SCADAPack50 Data Logger
e Trio Radios via SNMP
e T-Box RTU
e Supports full range of T-Box RTUs via TComm protocol

e WITS V1.3 (Water Industry Telemetry Standard — UK)
e Continued focus on W/WW in UK (+ Australia) by enhancing support to V1.3

e Enhancements to time profiles, configuration upload/download, and error
codes

Schneider Electric | End User Business Group - Industry Business | Plant Solutions | Telemetry & Remote SCADA Solutions | Brad Shaw — February 2014 18



VIHTerpmpoBaHHOE NpeanoXXeHune:
SCADAPack E

ClearSCADA nosiHOCTbI0 MHTErpupoBaHa c yCTpoucTsamu TenemMeTpum

e SCADAPack E Smart RTUs
e YnpasneHue koHTposnnepamu n3 ClearSCADA
e Y[aneHHas 3arpyska KoHdurypauumm & noruku
e YaaneHHoe oOHoBMNeHNEe NPOLLIMBOK
e [lony4yeHne guarHoctnyeckon nHdopmaumnm
e KOMMYHWKaLMNOHHbIE JaHHbIE

e RTU TpeBOXHble coobLleHna (nepenonHeHne dydepa, He0bX0aMMOCTb
obHoBneHus MO, owmnbka CUHXPOHU3ALNU BPEMEHN, NUTA)

e CepuitHbln HoMep & Bepcuna npoLmBku
e Bepcusa nporpamMmbl NOrMkn & ctaTyc AaHHbIX

P

e CUHXPOHM3aLUUA BPEMEHU &
1‘7 ¢
l\ N

e DNP3 Secure Authentication ”@
e IHTerpaumsa ¢ 6ecnpoBoaHbIMU YCTPOMCTBaAMY !
Accutech M
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Integrated Telemetry Offer : Trio Data Radio

ClearSCADA is fully integrated with the entire Telemetry Offer:

e Trio Data Radios

e Retrieve diagnostic information remotely
e Supply Voltage
e Temperature
e Transmit Power
o RSSI|
e VSWR

e Receive immediate notification of alarms (via SNMP)
e Power Supply
e Temperature
e RSSI|
e Synchronisation Status

Schneider Electric | End User Business Group - Industry Business | Plant Solutions | Telemetry & Remote SCADA Solutions | Brad Shaw — February 2014 20



MHTterpauuna c yctponcteom: SCADAPack 50

ClearSCADA nosiHOCTbIO MHTErpupoBaHa co BCEMU YCTPOMNCTBaAMM
TeneMmeTpuu:
e SCADAPack 50 becnposoaHom 3arpy34nKk gaHHbIX
e YnpasneHue KoHurypaumneu
e 3arpy3ka naMeHeHuns KoHurypaumm
e Bbirpy3ka KOMMYHUKALMOHHOW CTaTUCTUKN
e [lony4yeHne TPEeBOXHbIX COODLLIEHMI
e H13KknI ypoBeHb 3apsiga batapen
e YpPOBEHb CUIHana CBA3u
e TpebyeTcs KOHGUrypauus
e [lnarHoCcTu4yeckme gaHHble yCTponcTea
e YpOBEHb CUrHana nepegadun gaHHbIxX
e YpoBeHb 3apsiga batapeu
e Bepcuna nporpammHoro obecneyeHus
e Ctatyc SMS (oTnpaBneHo/nosy4eHo)

Schneider Electric | End User Business Group - Industry Business | Plant Solutions | Telemetry & Remote SCADA Solutions | Brad Shaw — February 2014
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Bridging IT and OT

e SNMP V3
e Extension of existing SNMP v1 implementation:
e Asynchronous notification functionality (traps and informs)
e New security model providing privacy of data via encryption
e Simplified development
e More efficient communications

e Enhanced diagnostic collection from Trio Radios

e Standard diagnostic monitoring (RSS!, DC Voltage, Temperature, etc),
plus receipt of notifications (traps / informs) from Radios

e Supports new Q-series and existing J-Series and Ethernet E-Series
models running updated firmware

Schneider Electric | End User Business Group - Industry Business | Plant Solutions | Telemetry & Remote SCADA Solutions | Brad Shaw — February 2014 22



Tiered Architecture Communications

e EcoStruxure Web Services (EWS) provides simplified interoperability

between tiered installations of ClearSCADA, providing transfer of:
e Analog Points (Current and Historic Data)

e Digital Points (Current and Historic Data)
e Time Points (Current and Historic Data)

_ _ - Tier 2
e String Points (Current Data only)

e = Central Server
e Simplified configuration compared with

existing DNP3, IEC60870 or Modbus
Slave implementation

e Support for ClearSCADA Server g
Redundancy

Remote
2| I Server

Schneider Electric | End User Business Group - Industry Business | Plant Solutions | Telemetry & Remote SCADA Solutions | Brad Shaw — February 2014
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- and improved time-to-market

Reduced Maintenance Efforts for protection of investment

Enhanced Security capability for better protection of the system

o Enhanced Operational Intelligence to help optimize operations
J and maintenance activities
Integrated with the complete Schneider Electric Telemetry portfolio

Schneider Electric | End User Business Group - Industry Business | Plant Solutions | Telemetry & Remote SCADA Solutions | Brad Shaw — February 2014



Thank you

Schneider
ﬁEIectric



