
Implementing Vijeo Citect to meet the NERC requirements 		  1

Implementing  
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& CIP-007-1 standards 
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Implementation Guidelines
The guidelines on how to implement Vijeo Citect to comply with NERC (North 
American Electric Reliability Corporation) requirements are explained in the next 
chapter. Step by step guidelines are provided for each of the relevant sections 
of NERC (http://www.nerc.com) regarding Critical Infrastructure Protection (CIP) 
005 and 007.
 
The requirements are listed on the left column. On the right column of the page 
is one of the following classifications:

NERC
NERC has requirements regarding 
documentation and procedures that have 
to be in place to be able to comply. These 
requirements do not directly involve the Vijeo 
Citect implementation

Network These sections refer to the network 
infrastructure

Security
These sections refer to the authentication 
implementation and system logging for  
security audit

Protection
These sections refer to installation and 
maintenance of protection software and 
configuration

User Login
These sections refer to the setup and 
maintenance of usernames and passwords used 
for system authentication
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Routers that are used to interface to a network 
are part of the Electronic Security Perimeter; 
whereas the (physical) network between two 
routers that join two discrete perimeters is not a 
part of the Electronic Security Perimeter.

For a system with separate business and 
operational networks, if an asset within the 
operation network has remote access, this will 
need to be protected.

For a system with separate business and 
operational networks, the assets used to protect 
the operational network should reside within the 
operational network. This may require duplication 
of assets; or moving assets from the business 
network into the operational network.

 
With a deny all model, routers should be setup 
with all ports / addresses denied and then 
specify ports / addresses to specifically allow. 
For a Vijeo Citect node on the network, an 
authenticated user is require

The Vijeo Citect configuration can be defined 
to utilize user specified network ports for server 
communication connections.  
Microsoft Terminal Services can be used 
minimize the number of network ports required 
over a connection at the Electronic Security 
Perimeter. 

R1. �Electronic Security Perimeter — The Responsible Entity shall ensure 
that every Critical Cyber Asset resides within an Electronic Security 
Perimeter. The Responsible Entity shall identify and document 
the Electronic Security Perimeter(s) and all access points to the 
perimeter(s).

R1.1. �Access points to the Electronic Security Perimeter(s) shall include 
any externally connected communication end point (for example, 
dial-up modems) terminating at any device within the Electronic 
Security Perimeter(s).

R1.2. �For a dial-up accessible Critical Cyber Asset that uses a  
non-routable protocol, the Responsible Entity shall define an 
Electronic Security Perimeter for that single access point at the 
dialup device.

R1.3. �Communication links connecting discrete Electronic Security 
Perimeters shall not be considered part of the Electronic Security 
Perimeter. However, end points of these communication links 
within the Electronic Security Perimeter(s) shall be considered 
access points to the Electronic Security Perimeter(s).

R1.4. �Any non-critical Cyber Asset within a defined Electronic Security 
Perimeter shall be identified and protected pursuant to the 
requirements of Standard CIP-005. 

R1.5. �Cyber Assets used in the access control and monitoring of the 
Electronic Security Perimeter(s) shall be afforded the protective 
measures as a specified in Standard CIP-003, Standard CIP-004 
Requirement R3, Standard CIP-005 Requirements R2 and R3, 
Standard CIP-006 Requirements R2 and R3, Standard CIP-007, 
Requirements R1 and R3 through R9, Standard CIP-008, and 
Standard CIP-009.

R1.6. �The Responsible Entity shall maintain documentation of Electronic 
Security Perimeter(s), all interconnected Critical and non-critical 
Cyber Assets within the Electronic Security Perimeter(s), all 
electronic access points to the Electronic Security Perimeter(s) 
and the Cyber Assets deployed for the access control and 
monitoring of these access points.

R2. �Electronic Access Controls — The Responsible Entity shall implement 
and document the organizational processes and technical and 
procedural mechanisms for control of electronic access at all electronic 
access points to the Electronic Security Perimeter(s).

R2.1. �These processes and mechanisms shall use an access control 
model that denies access by default, such that explicit access 
permissions must be specified.

R2.2. �At all access points to the Electronic Security Perimeter(s), the 
Responsible Entity shall enable only ports and services required 
for operations and for monitoring Cyber Assets within the 
Electronic Security Perimeter, and shall document, individually 
or by specified grouping, the configuration of those ports and 
services.

Standard CIP–005–1 — Cyber Security — Electronic Security Perimeter(s)

B. Requirements

The Responsible Entity shall comply with the following requirements of Standard CIP-005:
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A Vijeo Citect operational network is to be 
protected by network devices such as firewalls 
and VPNs if it is to have an external connection. 
The number of external connections into 
an operation network should be kept to the 
minimum number required for the business. An 
‘air gap’ being the strongest from a network 
security perspective. Vijeo Citect 7.30 has 
enhanced network security protection. The 
requirement of ‘where technically feasible’ allow 
flexibility based on business needs.

There is a requirement to maintain documentation 
to describe the listed methods and controls 
regarding authorization procedures.

Vijeo Citect should be configured to use the 
‘Entry Command’ expression for users / roles to 
display a popup window with an appropriate use 
banner message.

Vijeo Citect should be configured to have a  
log implemented within the login access point of 
the project. This is best implemented using  
a project Cicode function for Vijeo Citect  
user login that performs both the login and 
logging process.

When using dial up access, the system/ software 
used needs to have logging  
enabled. Systems should review dial-up  
within their business.

The logging should be implemented using 
Cicode in the project. The logging at a minimum 
should place the event notifications in a local 
file or repository. If possible, the code should 
have notification functionality such as server side 
notification and/or email alerts.

R2.3. �The Responsible Entity shall maintain a procedure for securing 
dial-up access to the Electronic Security Perimeter(s).

 

R2.4. �Where external interactive access into the Electronic Security 
Perimeter has been enabled, the Responsible Entity shall 
implement strong procedural or technical controls at the access 
points to ensure authenticity of the accessing party, where 
technically feasible.

R2.5. �The required documentation shall, at least, identify  
and describe:  

R2.5.1. The processes for access request and authorization. 

R2.5.2. The authentication methods.  

R2.5.3. �The review process for authorization rights, in accordance 
with Standard CIP- 004 Requirement R4. 

	 R2.5.4. The controls used to

R2.6. �Appropriate Use Banner — Where technically feasible, electronic 
access control devices shall display an appropriate use banner 
on the user screen upon all interactive access attempts. The 
Responsible Entity shall maintain a document

R3. �Monitoring Electronic Access — The Responsible Entity shall implement 
and document an electronic or manual process(es) for monitoring and 
logging access at access points to the Electronic Security Perimeter(s) 
twenty-four hours a day, seven days a week.

R3.1. �For dial-up accessible Critical Cyber Assets that use  
non-routable protocols, the Responsible Entity shall implement 
and document monitoring process(es) at each access point to the 
dial-up device, where technically feasible.

R3.2. �Where technically feasible, the security monitoring process(es) 
shall detect and alert for attempts at or actual unauthorized 
accesses. These alerts shall provide for appropriate notification to 
designated response personnel. Where alerting is not technically 
feasible, the Responsible Entity shall review or otherwise assess 
access logs for attempts at or actual unauthorized accesses at 
least every ninety calendar days.
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R4. �Cyber Vulnerability Assessment — The Responsible Entity shall perform 
a cyber vulnerability assessment of the electronic access points to 
the Electronic Security Perimeter(s) at least annually. The vulnerability 
assessment shall include, at a minimum, the following: 

R4.1. A document identifying the vulnerability assessment process; 

R4.2. �A review to verify that only ports and services required for 
operations at these access points are enabled; 

R4.3. �The discovery of all access points to the Electronic  
Security Perimeter; 

R4.4. �A review of controls for default accounts, passwords, and network 
management community strings; and, 

R4.5. �Documentation of the results of the assessment, the action 
plan to remediate or mitigate vulnerabilities identified in the 
assessment, and the execution status of that action plan.

R5. �Documentation Review and Maintenance — The Responsible Entity 
shall review, update, and maintain all documentation to support 
compliance with the requirements of Standard CIP-005. 

R5.1. The Responsible Entity shall ensure that all documentation 
required by Standard CIP-005 reflect current configurations and 
processes and shall review the documents and procedures referenced 
in Standard CIP-005 at least annually. 

R5.2. The Responsible Entity shall update the documentation to reflect 
the modification of the network or controls within ninety calendar days 
of the change. 

R5.3. The Responsible Entity shall retain electronic access logs for at 
least ninety calendar days. Logs related to reportable incidents shall be 
kept in accordance with the requirements of Standard CIP-008.
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R1. �Test Procedures — The Responsible Entity shall ensure that new Cyber 
Assets and significant changes to existing Cyber Assets within the 
Electronic Security Perimeter do not adversely affect existing cyber 
security controls. For purposes of Standard CIP-007, a significant 
change shall, at a minimum, include implementation of security patches, 
cumulative service packs, vendor releases, and version upgrades of 
operating systems, applications, database platforms, or other third-
party software or firmware. 

R1.1. �The Responsible Entity shall create, implement, and maintain 
cyber security test procedures in a manner that minimizes adverse 
effects on the production system or its operation. 

R1.2. �The Responsible Entity shall document that testing is performed in 
a manner that reflects the production environment. 

R1.3. The Responsible Entity shall document test results.

R2. �Ports and Services — The Responsible Entity shall establish and 
document a process to ensure that only those ports and services 
required for normal and emergency operations are enabled.

R2.1. �The Responsible Entity shall enable only those ports and services 
required for normal and emergency operations. 

R2.2. �The Responsible Entity shall disable other ports and services, 
including those used for testing purposes, prior to production use 
of all Cyber Assets inside the Electronic Security Perimeter(s). 

R2.3. �In the case where unused ports and services cannot be disabled 
due to technical limitations, the Responsible Entity shall document 
compensating measure(s) applied to mitigate risk exposure or an 
acceptance of risk.

R3. �Security Patch Management — The Responsible Entity, either 
separately or as a component of the documented configuration 
management process specified in CIP-003 Requirement R6, shall 
establish and document a security patch management program for 
tracking, evaluating, testing, and installing applicable cyber security 
software patches for all Cyber Assets within the Electronic Security 
Perimeter(s). 

R3.1. �The Responsible Entity shall document the assessment of security 
patches and security upgrades for applicability within thirty 
calendar days of availability of the patches or upgrades. 

R3.2. �The Responsible Entity shall document the implementation of 
security patches. In any case where the patch is not installed, 
the Responsible Entity shall document compensating measure(s) 
applied to mitigate risk exposure or an acceptance of risk.

Vijeo Citect implementations are best tested 
with the use of a test system setup to mimic the 
production environment

 

 

The requirement does not mandate a test system 
and procedures can be used to show system 
testing compliance.

Network analysis and procedures should be in 
place to confirm that Vijeo Citect ports are open 
and allowed only where required for the business.

 
Vijeo Citect security notification are available via 
an RSS feed from the security knowledgebase on 
the website.

Standard CIP–007–1 — Cyber Security — Systems Security Management

B. Requirements

The Responsible Entity shall comply with the following requirements of Standard CIP-007 for all Critical Cyber Assets 
and other Cyber Assets within the Electronic Security Perimeter(s):
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Vijeo Citect systems should be tested with the 
anti-virus and anti-malware software installed 
and active to ensure that they do not affect 
system operation. The use of anti-virus software 
may have an effect on the performance of disk 
intensive operations (such as trend file logging).

Prevention tools may also incorrectly alert on 
nondeterministic binary data files, such as disk 
PLC data files.

 

Vijeo Citect area and privilege level security 
configuration should be used to provide users 
with the level of access need to perform their 
work operation and no more. Vijeo Citect 7.30 
has dual-signature support to provide authorized 
access for complicated operations.

Vijeo Citect should be configured to log user 
operations as they are executed to provide an 
operational audit log.

Protection

R4. �Malicious Software Prevention — The Responsible Entity shall use 
anti-virus software and other malicious software (“malware”) prevention 
tools, where technically feasible, to detect, prevent, deter, and mitigate 
the introduction, exposure, and propagation of malware on all Cyber 
Assets within the Electronic Security Perimeter(s). 

R4.1. �The Responsible Entity shall document and implement anti-
virus and malware prevention tools. In the case where anti-virus 
software and malware prevention tools are not installed, the 
Responsible Entity shall document compensating measure(s) 
applied to mitigate risk exposure or an acceptance of risk. 

R4.2. �The Responsible Entity shall document and implement a process 
for the update of anti-virus and malware prevention “signatures.” 
The process must address testing and installing the signatures.

R5. �Account Management — The Responsible Entity shall establish, 
implement, and document technical and procedural controls that 
enforce access authentication of, and accountability for, all user activity, 
and that minimize the risk of unauthorized system access. 

R5.1. �The Responsible Entity shall ensure that individual and shared 
system accounts and authorized access permissions are 
consistent with the concept of “need to know” with respect to 
work functions performed.

	 R5.1.1. �The Responsible Entity shall ensure that user accounts are 
implemented as approved by designated personnel. Refer 
to Standard CIP-003 Requirement R5. 

	 R5.1.2. �The Responsible Entity shall establish methods, 
processes, and procedures that generate logs of sufficient 
detail to create historical audit trails of individual user 
account access activity for a minimum of ninety days. 

R5.1.3. �The Responsible Entity shall review, at least annually, user 
accounts to verify access privileges are in accordance with 
Standard CIP-003 Requirement R5 and Standard CIP-004 
Requirement R4. 

R5.2. �The Responsible Entity shall implement a policy to minimize and 
manage the scope and acceptable use of administrator, shared, 
and other generic account privileges including factory default 
accounts. 

	 R5.2.1. �The policy shall include the removal, disabling, or renaming 
of such accounts where possible. For such accounts that 
must remain enabled, passwords shall be changed prior to 
putting any system into service. 

	 R5.2.2. �The Responsible Entity shall identify those individuals with 
access to shared accounts.

	 R5.2.3. �Where such accounts must be shared, the Responsible 
Entity shall have a policy for managing the use of 
such accounts that limits access to only those with 
authorization, an audit trail of the account use (automated 
or manual), and steps for securing the account in the event 
of personnel changes (for example, change in assignment 
or termination). 
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Vijeo Citect should use Windows integrated 
security configuration to meet these requirements.

 
When using Vijeo Citect built-in users, the form 
/ page should be configured to check when a 
user enters a new password that it meets the 
minimum requirements.

Vijeo Citect can be configured to send notification 
when logging an invalid login or denied operation.

R5.3. �At a minimum, the Responsible Entity shall require and use 
passwords, subject to the following, as technically feasible: 

	 R5.3.1. Each password shall be a minimum of six characters. 

	

	 R5.3.2. �Each password shall consist of a combination of alpha, 
numeric, and “special” characters. 

	 R5.3.3. �Each password shall be changed at least annually, or more 
frequently based on risk.

R6. �Security Status Monitoring — The Responsible Entity shall ensure that 
all Cyber Assets within the Electronic Security Perimeter, as technically 
feasible, implement automated tools or organizational process controls to 
monitor system events that are related to cyber security.

R6.1. �The Responsible Entity shall implement and document the 
organizational processes and technical and procedural 
mechanisms for monitoring for security events on all Cyber Assets 
within the Electronic Security Perimeter. 

R6.2. �The security monitoring controls shall issue automated or manual 
alerts for detected Cyber Security Incidents. 

R6.3. �The Responsible Entity shall maintain logs of system events 
related to cyber security, where technically feasible, to support 
incident response as required in Standard CIP-008. 

R6.4. �The Responsible Entity shall retain all logs specified in 
Requirement R6 for ninety calendar days. 

R6.5. �The Responsible Entity shall review logs of system events related 
to cyber security and maintain records documenting review of 
logs. Security 

R7. �Disposal or Redeployment — The Responsible Entity shall 
establish formal methods, processes, and procedures for disposal 
or redeployment of Cyber Assets within the Electronic Security 
Perimeter(s) as identified and documented in Standard CIP-005. 

R7.1. �Prior to the disposal of such assets, the Responsible Entity shall 
destroy or erase the data storage media to prevent unauthorized 
retrieval of sensitive cyber security or reliability data.

R7.2. �Prior to redeployment of such assets, the Responsible Entity shall, at 
a minimum, erase the data storage media to prevent unauthorized 
retrieval of sensitive cyber security or reliability data.

R7.3. �The Responsible Entity shall maintain records that such assets 
were disposed of or redeployed in accordance with documented 
procedures. 
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R8. �Cyber Vulnerability Assessment — The Responsible Entity shall 
perform a cyber vulnerability assessment of all Cyber Assets within 
the Electronic Security Perimeter at least annually. The vulnerability 
assessment shall include, at a minimum, the following: 

R8.1. A document identifying the vulnerability assessment process; 

R8.2. �A review to verify that only ports and services required for 
operation of the Cyber Assets within the Electronic Security 
Perimeter are enabled; 

R8.3. A review of controls for default accounts; and, 

R8.4. �Documentation of the results of the assessment, the action 
plan to remediate or mitigate vulnerabilities identified in the 
assessment, and the execution status of that action plan. 

R9. �Documentation Review and Maintenance — The Responsible Entity 
shall review and update the documentation specified in Standard 
CIP-007 at least annually. Changes resulting from modifications to the 
systems or controls shall be documented within ninety calendar days of 
the change.

N
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