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Requirements

Training modules  TM811 — APROL Runtime System

APROL
Software SuSE LINUX
Hardware 1 control computer, 1 controller
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Introduction

1 Introduction

A system is operated and controlled by a wide range of coworkers. Their levels of qualification vary,
which raises the question: Who should have access to what?

We can start by dividing personnel into two groups: operators and service technicians. Already we have
identified two unique profiles (groups) for system access. This is fundamental in preventing incorrect
operating and system states.

User profiles are essential in every kind of process control. It is therefore important to integrate operator
management into the dynamic elements during engineering.

Figure 1: Rights and responsibilities of system personnel
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1.1 Objectives

After completing this seminar, you will be able to integrate operator management elements into the run-
time and operating environments. In addition, you will gain insight into the process of library engineer-
ing, where operator management begins before ending in project engineering with the actual operators.
Strictly speaking, the operator management finishes in the runtime or operator environment, because
interventions can also be made here according to the assigned rights.

Operator-Management

— Operator-Rights
' APROL Operator - Management The Operator Manager
Create a Grafikblock
Right management in the Library

Figure 2: Overview
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2 Operator Management

Operating a process control system requires a certain degree of know-how. For this reason, APROL pro-
vides protected access to the operating and monitoring levels. This allows the impact on the processes
to be regulated. The user has the possibility to define an unlimited number of different rights, which
are then managed in operator groups.

Operating processes take place in the process graphic using operator templates. These are the graphic
elements of picture function blocks which are integrated into the system's logic diagram. Operator tem-
plate keys and input fields are picture function block outputs which pass on the input value or keystroke
to the rest of the logic on the function chart as a pulse or signal. One of the possible rights is assigned to
each of the picture function block outputs. Picture function block outputs are generally located in a hyper
macro, which allows the user to set operator rights using the hyper macro properties (or the graphic
element properties).

Operator rights are not organized hierarchically. As a result, the configured rights are available to each
operator group.

= |2 Block properties- CaeManager (engin@aproltraining01)

&k Hyper macro: Instance Analog01_o1 Max. instance length: |S8 (max. length) = 64 (guaranteed) - 6 (CF
Name: Analogdl_01 Open Instance description 049:
Description: [Ana\ug value Hi., variant 01 ]
Library [F’AL ] Operator note
Description: |Process autamation library ]
Directory: [HM_Ana\ug ] Link to operator note: I[ ] =
Description: |Analog interfaces | Task § [mssoo 2@cTRLOY ]
Task: =] [Demult task of assigned control computer (CCS001def@RunSen001) ] [
Farameter | Qperator notes
£ = R Tl N MName filter. [‘ l Modification filter:
CRINESE IR R R HiCd -2
Sroup / Parameter ||n=tance |V‘a\ue | Start—u;llEC—Tvpe | Pintyp | Description /! |Source (Operator right) |Operator right Description (Oper:

= Specific Specific functions

= Range =

= Limits

= Filter

= Bias

= Ratio

= Dummy value =

S#Valint Analogd1_01/L2A 0 HWREAL “alue internal TrainingFroject( P ) %Ana\ugv‘alueDummy substitute value
rvalintExt Analogd1_01/L2A False (0) I.BOOL “alue, internal-external switc PAL(L ) Analogd1_Dummy Set dummy value
m= Bargraph =
= Miscellaneous Miscellaneous functions

Figure 3: Library and project rights

Generally, there must be a differentiation between library and project rights. All function blocks receive
default rights during library engineering which are naturally used in the project. If it is necessary to change
these rights in the project, then project rights are referred to. This allows you to top up each action with
additional rights. This considerably simplifies the structure of the operator management system.
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") Note:

Not every operation should have its own rights defined since later on there will be a maximum
of 4 hierarchy levels (operator / shift foreman / maintenance / service technician). With this in
mind, a hierarchically organized user management structure should be developed with as few
rights as possible.

'Geographic' hierarchies are also normal. For example, somebody only obtains access rights
to their own plant area. This is especially the case in the building services technology.

The following illustration should make this clear and shows an internal hyper macro view with graphic
blocks and the respective outputs, which have the described project rights.

ﬁ."'l@”;ﬁﬁ S
Ana g2 |-

Tagho Lv3Facem— | [ - - - - o o -
Mama Lv@3nvFace @—0— - - - - - - - -
—mDesc SpclvvFace p— - - - - -

—aViyEn
—aEwcOpa e
—mExcSys |-
— mExcOfstr 0 |- - - -

—a\alScal - e
_.Va| ........... L
—uaivalint alintm

—miBaminint BarMinInt
—miBamaxint Bamdaxin

—atin ) e e
—aax e
—aFmint |-
—aFmiDec |- e
—a DWle ..........
—aiValintExt VallntE .

—amiBarIntExt BarRye niExt

—miFillntExt FillntE:
—aiFilTmintExt FilTmintE
—aiFilint Filln
—aFilExt
—aFilact
—aiFiTmint FilTmin

—aFilTmExt
—aFilTmkax
—aTmCyc

- mFilErr

Figure 4: Graphic block view in HM (see L2A/Vallnt in HM properties)
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3 Operator Rights

Any number of rights can be managed during library engineering. In addition, the user can manage
any number of rights in project engineering. The corresponding dialog is opened using the "Extras /
Operator Rights" menu item. The "New" button appears after pressing the right mouse button and a
new line is inserted. The line with the focus is deleted by selecting the "Delete” button. The name is
checked by a validator, which prevents entering the wrong characters. The description can be anything
(no syntax conventions).

Only rights which have been assigned a unique name can be assigned to online operator groups.

= Operator rights - CaeManager (engingaproltraining01)

Project: [TrainingF’roject

|Name Description
1 |AnalogvalueDummy substitute value
2 |Defaultvalue Default value input
3  |EnableDefaultvalue Default value set
4 |openalve Access open Valve default

OK l [ Cancel

Figure 5: Operator rights

A name rule for rights is not mandatory, but it makes sense to name the rights according to the action.
The additional purpose should also be combined for necessary project rights (mainly equipment, etc.).
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4 The OperatorManager

The OperatorManager is started with the "Extras / OperatorManager™ menu item. This manages the
operators and operator groups. In the Operator Manager, you can define groups (a type of profile for
rights), and you can then assign corresponding operators (operators, service technicians, project engi-
neers, etc.) to them.

Login _Help

@ User Management .. Ctri+U

a# OperatoriManager ... Ctr+0
@B Operator Rights .
4 Alarm Group Definition ...

2. Connection Type Editor ...
Eﬁ Configuration Windows (WhMware) ...

AR AR-OS Manager ...
% AS /SD Hardware Configuration Upgrade ...

« CAE Notification ...

@4 Translations for Localisation ... Ctr+-Shift+V

“ User Options ...

Global engineering options ...

‘_*% Plant-specific Debug Connection

Figure 6: Starting the OperatorManager

The OperatorManager is split into two areas (left and right manipulation area), to firstly create groups
(quasi user profiles) and secondly the operators.

" 2] operatormanager = [ e

Fle Edt Logn Help B8R ntemal Company License Bl =
H= 4% @4 ENGINEERING

Group  [Name /| Description | |operator | Name /| First Name | sumame |cettificate
o <Operator> standard operator 'L aprol aprol Superuser |Q_
B <SqISystemGroup> 049: Die B&R-Gruppe 'SqlSystemGroup’ erflaubt d.. - Franz Franz Hugo
e-? <Supergroup> all permissions G- Heidi Heidi Hugoo

@ aprol el operator op erator

“-Ta operator - Schicht Schicht Arbeiter Y
i <userpermission1> default Operator il SqlSystemCperator SQL System Operator SqlSystemOperator
=7 <userpermission2> advanced operator B Traineel John Doe CY

7 <operator>
APFROL R 4.0-09 TrainingProject ||HH,__-.enqln@aprnltralnlngﬂl” m aprol 14:2!!:4!!|
—

Figure 7: OperatorManager
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4.1 Operator Groups

Operator groups are managed in the left area of the OperatorManager. Various editing and setting op-
tions can be accessed with a right mouse click.

2 OperatorManager

File Edit Login Help

H= 38

Group |Name / IDescription |0perat0r |Name
i Open Shift+E "L G
) . e 'SqlsystemGroup’ erla... 'L Franz
Detach assignment Shift+D -h Heidi
[ ] Copy ctri+c ol operator
[ ] New operator Shift+0 #-la  Schicht
@ New group ShifteP --“ SqlSystemOperator
o — Z-%d  Traineel
3 Delete e -7 <Operator>
& Restore CrH 7 <Supergroup>
[ Import from File F11
[ Export as File F12
# Transfer to LDAP semver F9
% Export for LDAP server (LDIF)  F10
Export| = Print Ctr+F HTrainingProject”

Figure 8: Creating a new user group

This dialog box defines several things: operator groups for runtime and operator system user inter-
faces, as well as their access rights in the process graphics, to the alarm and message system,
and to the APROL tools available in the user interface itself. The number of operator groups which can
be created is unlimited. In the first tab, you can enter the name of the group and a detailed description.

|2 Edit Group - OperatorManager (engin@aproltraining01)

ENGINEERING

Group: new Group 5
Restrictive Operator Rights ]

. Master data [ Operator Rights | Alarm Groups | Application Rights Frocess Graphic Display Right

]

Group name: [Plantareaz

Description Plantarea fermentation|

Authentication: || Authority for acknowledgement of operations with the two-man rule

Confirm changes of rights} [ OK l [ Cancel

Figure 9: Creating a new operator group
Operator rights are assigned to the new operator groups under the "Operator Rights” tab. The newly

created rights obtain a tri-state status (?). This means that these rights must be allowed or revoked
explicitly in this group. If nothing is done with a tri-state right, it is allowed per default.
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The assignment is made with a right mouse click. If this is done in the root of a library or project, then
all rights can be set at once. Then these settings have to be confirmed.

Group: Plantarea2

Master data | | . Operator Rights [ Alarm Groups | Application Rights Frocess Graphic Display Right

Rights ! |Status |Changes |Description

- Library[APROL] I AFPROL standard blocks

- Library[Customer_LIB] B Customer Library

+-Library[DEMO] WF Library of Demoproject

%----Library[lECE‘I‘IB‘I_B] B Library according to IECE1131-3

i--Library[F’AL] F Process automation library

- Library[PB_Bas] e Picture Blocks Basic

- Library[SysMon] B System monitoring for B&R controller and control computer

--Project[TrainingProject] 'F Project for Seminar SEME30
5----Ana|og\:’a|ueDummy ? substitute value

777

77

Confirm changes  F8 |
Discard changes  Shift+F8
Add right Ctri+v
Delete right Del

$E6<

Figure 10: Online user's right in the process graphic

") Note:

As previously mentioned, only clearly labeled rights are displayed. The rights can be freely
assigned and deleted from the selected operator profiles. It is important to pay attention to the
selection of the operator profile.

The "Alarm group” tab lets you define whether an operator in the selected group is offered alarms to
be viewed "Show alarm” , can acknowledge them "Acknowledge alarm" , or lock them "Lock alarm”
in the runtime and operator systems. The selection is made with the mouse. The selection must then be
confirmed (right mouse button / Confirm Changes)

; 2 Edit Group - OperatorManager (engin@aproltraining01)

Group: Supergroup ENGINEERING
[ Master data | Operator Rights ] . Alarm Groups l Application Rights Frocess Graphic Display Right | Restrictive Operator Rights ]
Alarm Groups / |De=cription IShow alarm |Acknowledge alarm |Lock alarm |

E---&.Dei’al.ilt(}ml.ip One default group L ?
-DftGraup One mare default group L v ?
-Plantequipment Fart of the plant v il A
L SYSTEM Group for SYSTEM v ot ¥
|__Confirm changes F8 I
Discard changes Shift+F&
| Add right crv |
Delete right Del
[Conﬁrm changes of rights] I OK ] [ Cancel ]

Figure 11: Online user rights messages and alarms
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Alarms and message groups have to be defined when alarms/messages are configured. Alarm/message
displays in the user interfaces for the Runtime System can be sorted or masked according to these
groups.

Alarm groups which are used later have to be created and edited in an additional dialog box. The newly
configured alarm groups then appear in the 'Alarm groups' view and must be configured in the respective
groups which were created (default is a question mark to show the tri-state status). If this is not done,
this alarm group can be operated without restrictions in the runtime environment.

Creating alarm groups

A dialog for managing alarm groups is opened using the "Extras>>Alarm Group Definition” CaeMan-
ager menu item.

Extras | Login Help

@ User Management .. Ctri+uU

w# Operatorfanager ... Ctr+0
a8 Operator Rights .

| Alarm Group Definition ...
2. Connection Type Editor ...
£ Configuration Windows (Viware) ...

AR AR-OS Wanager ...
Q AS /5D Hardware Configuration Upgrade ...

« CAE Nofification ...

@4 Translations for Localisation ... Ctr+Shift+V

“ User Options ...
Global engineering options ...

G Plant-specific Debug Connection

Figure 12: Opening the alarm group definition

In the open window, it's possible to create new alarm groups or manage existing ones.

To do this, right-click with the mouse in the alarm management window to open the following dialog box.

| = [@ Alarmgroup definition - CaeManager (engin@aproltraining01)

Project: [TrainingF’roject
| Alarm Groups /7 |4 | Effective name Description
1 [ DefaultGroup DefaultGroup One default group
2 DfitGroup B N One more default group
| Flanteguipment o R Fart of the plant
4 [ SYSTEM @ Delete  Del | JGi0up for SYSTEM
Igenerate alarm \.-ariablesl oK l I Cancel

Figure 13: Creating a new alarm group
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An alarm group is composed of the group identification, the effective name, and the description. The
effective name and description can be changed by selecting them. The effective name is required for
the alarm group variables, because these are C conform and are not allowed to contain umlauts or
special characters. (Example (German) Alarm group: Systemiiberwachung >> Effective name: Syste-
mueberwachung). This is normally not necessary in the English language, but more so in many other
languages.

- 2 Alarmgroup definition - CaeManager (engin@aproltraining01)

Project: [TrainingF’roject

| |Alarm Groups / |.ﬂ. |E1Tective name Description
1 % DefaultGroup DefaultGroup| One default group
2 DAtGroup DftGroup One more default group
3 Flanteguipment Plantequipment Part of the plant
4 |y SYSTEM SYSTEM Group for SYSTEM

Figure 14: Editing alarm groups

;\ Note:
Grouping alarms makes them easier to work with, since they can be organized according to
function, location, or individual. This makes it possible for the alarms of specific system com-
ponents to be made visible and/or acknowledgeable to only those users who will be operating
those systems.

a Example:

Disturbances of a fire alarm system can be reported directly on a terminal for the fire fighters.
System operators are not informed about this, because this message does not apply directly
to the process being monitored . An actual fire alarm, on the other hand, is signaled to both
system operators and to the fire department, although only an authorized member of the fire
department may acknowledge and deactivate it.

The APROL applications available in the runtime and operator system user interface can be configured
for operator profiles under the "Applications” tab. Selection takes place with a mouse click, similar to
the procedure for online operator rights.

Once you have selected the tab, use the Status column to define access to the individual functions when
assigning this group, i.e. which applications may be started and which functions within these applications
may be executed. Each operator group can have a different access option.
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Master data Operator Rights Alarm Groups __ Application Rights [ Frocess Graphic Display Right | Restrictive Operator Rights
Rights 4 |Status Changes |Descnpt|on Il
; -AlarmReport W Reports concerning historical alarms.
+-AprolSglServer W Access rights on AprolSQLSewver
+-AuditTrailReport F Reports concerning operator activity.
f--CFCViewer < Continuous Function Chart debugging
; -CompressorReport v Reports concerning historical compresse...

-ConMonReport < Reports concering condition monitoring ..
+-ControlleriManager W Controller diagnostics / maintenance
%--CustnmerRepnrt F CustomerReports concerning customer-cr,
;--DisplayCenter F Operation and Monitoring

- Start ' Allows starting this application.

Start Continuous Function Chart debugging v Allows debugging the corresponding Conti...
~Python debugging o A Allows the execution of Python code in th..
~Wiew macro properties S EEES (R Allows viewing macro properties.

- Start online trend Discard changes  Shift+F8 Allows starting online trends.

- Start Audit Trail Add right Chri+v 77

~Process graphic: View tree Delete right Del Allows viewing the process graphic tree a..
~Process graphic: Set the runtime system filter for the graphic tree zEai Expand al Allows setting the runtime system filter in. ..
~Process graphic: Start text search Allows searching for text within the proce..

Process graphic: View bookmarks Sz Collapse all Allows viewing and using bookmarks for t..
~PFrocess graphic: Edit own bookmarks Eh Expand branch Allows read / write access in orderto ma...
~Process graphic: View faceplates qi Collapse branch Allows viewing and opening the faceplates...
~Process graphic: Use Zooming L Allows zooming the process graphic
~Process graphic: Use zoomimg navigator L Allows using the zooming navigator for th
~Alarm management. Use local warning tone L Allows enabling or disabling the local war...
~Alarm management. Acknowledge alarms of all pages 0 Allows the alarms on all pages of the alar.
~Alarm management. Acknowledge waming tone ' Allows acknowledging the warning tone.
~Alarm management: Edit PV filter v Allows read/write access to modify the F...
~Alarm management. Edit priority filter v Allows read/write access to modify the pri...
- Alarm management: Edit group filter v Allows read/write access to modify the gr.
- Alarm management. Set filter ‘not acknowledged’ L' Allows setting the filter for not acknowled. ..
~Alarm management: Set filter locked alarms' L Allows setting the filter to hide locked alar E

B I SR .8 i bk lb o AEAL Pakk e ook

Figure 15: Online user rights for applications
Different actions are to be allowed or declined depending on the application. Looking at the DisplayCenter
as an example, the actions "Start, Start online trend, Process graphic tree, Debugging, etc." can be found

and evaluated per group (and thus qualification).

The next tab "Process graphic display rights" manages the access to process graphics.

| Edit Group - OperatorManager (engin@aproltraining01)

Group: Operator ENGINEERING
[ Master data | Operator Rights | Alarm Groups | Application Rights | Process Graphic Display Right Restrictive Operator Rights ]
Type / Name 14 |Instance |Status |Change= |Version comment / Description
N ] TrainingProject {w0.1.0+) Project for Seminar SEMB30
=1 #9003 Visualisierung & Processgrafics of the plant
@Simu\ation SIMO01 ) ~ |Contro|area for simulation
wstart_System START_SYS v Processpicture with SystemControl
=1 =010 Visualisation T Process graphis, overview
E'_'lRates rate ?
Confirm changes of ngnts] [ oK ] l Cancel J

Figure 16: Management of access to process graphics
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The operation of large and/or geographically branched plants is normally divided into more or less en-
cased plant parts. They are accommodated here. An operator then only obtains access to certain plant
parts and the necessary process graphics. Another aspect is that a service technician needs access to
extra service process graphics which are not granted to plant operators.

Configuration of the access is done in the same way here as in the previously described procedures.

Only the "Restrictive Operator Rights™" tab is left available.

" B Edit Group - OperatorManager (engin@aproltraining01)

Group: Operator ENGINEERING
[ Master data | Operator Rights | Alarm Groups | Application Rights FProcess Graphic Display Right ] Restrictive Operator Rights
Type / Name £ ||nstance |Status |Cnange5 ‘ersion comment / Description |
= uTramingProject ND.1.04+) ? Project for Seminar SEMB30
=000 Basic ? Basic Project Data
£l ® 002 Software ? Logicparts of the plant
= System 'F System self monitoring
e Alarm_u_Trend SYS_AT 4 Page with alarm and trend
s MAMesswerte MADZ o Simulation of typical process signals on a waste water plant
1 ™8003 Visualisierung ?’ Processgrafics of the plant
1
U simuation SIMO01 S dEE s R for simulation
E'_'!Start_System START_S 5 d = cture with SystemControl
— I
=004 Training 2 ‘a_" Dis S ject
=010 Visualisation Add right BEHRY aphis. overview
= =101 1 Delete right Del
=102 C2 a2 Expand all
8 zzz Templates B2 Collapse all g Templates
%3 Expand branch
H’ Collapse branch
Confiim changes ufnghts] [ OK l I Cancel 1
Z

Figure 17: Configuration restrictive operator rights

Access to individual operating elements can be limited with this functionality. This serves to deny an
operator access to a valve to which he has library rights granted in equipment 1, but are denied in
equipment 2, even though it seems as though the same rights apply. This is done by listing the available

CFCs and their assigned and limited rights.

Further details can be found in the APROL product documentation.
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4.2 Operator

The OperatorManager can be used to create all operators — from the engineer to the system opera-
tor — who should receive access to the system configured in the project. Restricting access is done by
assigning operators to the previously configured operator groups. It is possible to assign one operator
to several operator groups. Assignment is done via drag-and-drop or an allocation in an open operator.

|3 operatorManager =l 1= =]
Ele Edt Logn Help 8aR Intemal Company License Bl =
H =48 4 ENGINEERING
Group  [Name /| Description | |operator |Name /| First Name | sumame | cettificate
- <Operator> standard operator - aprol aprol Superuser L §
E <SqlSystemGroup> 049: Die B&R-Gruppe 'SqlSystemGroup' erla... +- Franz Franz Hugo
¥ <Supergroup> all permissions 1] B Heidi Heidi Hugoo
'h aprol + operator Qp erator
-l operator + Schicht Schicht Arbeiter aQ
- Traineel - + SqlSystemOperator SQL System Operator SqiSystemOperator
BB <userpermission> default Operator Drag and Drop “ﬁ 1 Traingel John Doe
- <Uuserpermission2> advanced operator i <Operator>
w7 <Supergroup>
APROL R 4.0-09 TrainingProject H ‘ - engin@aprnltrainlngﬂl” “ aprol 14:33:25|
—

Figure 18: Assignment between a group and an operator

The OperatorManager is also an independent application that is available both on the Engineering
System and the Runtime System. This makes it possible to add runtime or operator system operators,
even without access rights to the engineering system. This may be necessary if new employees are
hired and no engineering is planned at that stage. Thus, a temporary access can be granted for these
employees. This must of course be returned back to the engineering. The export/import functionality
supports this.

Note:

If the OperatorManager were a fixed component of the CaeManager, then an engineering
process for operator management would be necessary.

The OperatorManager can be started from the KDE control bar or directly from the CaeManager (Extras /
OperatorManager) . One of the available projects can be selected In the "Project selection” dialog.
(the dialog only appears if more than one project is in the database)

A Select project - OperatorManager (engin@aproltraining01)

Project name |De5cripti0n IProiect no. |F’roiect manager |Project creator | Modified

SamplesProject  Examples for usage of APROL functionalities 20060313 M. Heitmann Admin 02/10/2015 10:00:05 CET

TrainingProject Froject for Seminar SEMS320 1234 BuR aprol 09/16/2015 14:32:30 CEST
oK i [ Cancel

Figure 19: Selecting a project in OperatorManager
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The "Edit operator" dialog is opened in the right area via the "New operator" context menu item in
the OperatorManager.

Operator |Name 7 IFifEt MName Surname ICertiﬁcate
| - |
Tl aprol .. & Open —— —
<Supergroup= ) )
Franz Detach assignment Shift+D
Heidi | Copy Ctr+C
£ operator || New operator Shift+0 |
'L Schicht ] New group Shift+P L)
- gl SqlSystemOpe ator
J Delete Del
@ Restore Clr+y
[ Import from File F11
[# Export as File F12
# Transfer to LDAP server Fo
a Export for LDAF server (LDIF) F10
= Print Ctr+F

Figure 20: Creating a new operator

A new operator is created in this dialog in a similar manner to that of the user management. Personal
data including login and password information is entered in the first tab. The preferred web browser and
an "idle time" can also be defined.

Each operator can also be allowed to sign PDF documents. This is especially important when production
batches have to be confirmed. Each report (standard APROL and customer-specific reports) which are
stored as a PDF can be signed and validated in this way. A personal certificate must be created for the
operator to realize this.
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1| Edit Operator - OperatorManager (engin@apreltraining01)

Operator: new Operator 7

ENGINEERING

Frocess Graphic Display Righ|4 |>

Telephone number:

| Master data l Groups ‘ Login Configuration | Operator Rights (Z) | Alarm Groups (Z) | Application Rights () |
Login: [Trainee1 ] [%| Account is activated
First name [John | [ SQL System User
Sumame: [Dce ] [%/ LDAP: Enable local authentication
Password [........ ] LDAP Password Paolicy:
Repeat p d: [ ]
I Set company data l [Set engineering partner data
Company Bermnecker + Rainer Industrie-Elekironik Ges.m.b.H
Department: [BUPA
Street |B&R Strale 1
Zip code: [A- 5142 [Eggelsberg
Federal state: |Oberdsterreich Country: | = Austria |~

|+43 (0)7748 6586-0

[ufﬁce@hr—autnmatiun com

Description
Certificate: (%] Certification permitted
| Create certificate | I Show certificate l [ Import certificate l [ Export certificate
Browser I Firefox ‘ v]
Jdlle time: [useidietime [0 |mn
Confirim changes, ofj rights} I OK I I Cancel

Figure 21: Creating an operator in the OperatorManager

The operator groups can be assigned in the "Groups" tab. This can be done by using drag-and-drop
as described before or with the right mouse button and the respective action. ("Attach” and "Confirm

changes")

Operator: Traineel
I Master data I E Groups [ Login Configuration | Oper

Groups /| status | changes [ Auth.
Z-assigned groups = =

Operator

-_— Pl ad”

SqlsystemGroup

Supergroup — Discard changes  Shift+F8
userpermission? - Aftach Ctri+v
~userpermission2 | — Detach Del
Ba Expand all
Sa Collapse all

Confirm changes  F8

&a Expand branch
Sa Collapse branch

Figure 22: Assigning operator groups
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The "Login configuration™ tab contains options for configuring the way the operator logs on to the
runtime system. The different login hardware do not exclude each other.

A 2 Edit Operator - OperatorManager (engin@aproltraining01)

Operator: Traineel ENGINEERING
Master data | Groups ] Login Configuration [ Operator Rights (Z) | Alarm Groups (%) | Application Rights (Z) | Frocess Graph| |>

Rights / |Status |Change:|Description

+-FileLogin E File

Keyboard \P Keyboard

-enable login 4 enahble login
-enable logout 4 enahble logout
-recheck on logout " security recheck before logout
-login message W show login message
-logout message W show logout message
»}--MifareLogin = MIFARE Interface
+-PCSCLogin = PC/SC-Lite Interface
+-PythonLogin = Python module
+-RFIDLogin E RFID Interface
+-TowiLogin = Towitoko CHIFDRIVE
Confirm changes of |'ightsl [ oK l [ Cancel
2
Figure 23: Hardware login configuration
Functionality Description
enable login The operator is authorized to log in using the selected hardware.
enable logout The operator is authorized to log out using the selected hardware.
check login The password is requested in addition to the hardware login.
recheck on logout If the user logs out, then he must confirm this separately.
login message The operator receives a message when logging in.
logout message The operator receives a message when logging out.
operator id An "operator id" must be entered for FileLogin, PCSCLogin,RFIDLogin

and TowilLogin

When logging in with the "keyboard”, the name and password must be entered into the login fields
using the keyboard. With "PythonLogin", the login mechanism can be programmed freely. "FileLogin"
lets the user login using a file. This procedure is used e.g. if the user logs in over a modem connection,
and is not covered in this seminar. "TowiLogin" allows you to login using a card reading device from
Towitoko. Further hardware login possibilities are RFID, PCSC and Mifrare.

") Note: Hardware login
Q\ g

An operator can also be logged on by a hardware-supported login. APROL currently supports
Towitoko card readers, which can be used as either "stand-alone" devices or integrated into
the keyboard or computer. Using a hardware-supported login that must be combined with a
keyboard login and configured with or without a password query makes the best use of the
user stack advantage.
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In the other tabs (Operator rights, Alarm groups, Application rights, etc.), the sum of the assigned operator
groups are displayed in a simple manner and allow the cumulative rights to be checked. Only read access
is provided here. You must switch to the operator groups which were mentioned in order to change a right.

2 Edit Operator - OperatorManager (engin@aproltraining01)

Operator: Trainee1 ENGINEERING
[ Master data | Groups | Login Configuration ] Operator Rights (Z) 1 Alarm Groups (Z) | Application Rights (Z) |p Frocess GraphEIE
Rights / |Statu5 |Changes |Description |

i Library[APROL] v AFPROL standard blocks
i Library[Customer_LIB] v Customer Library
@--Libraw[DEMO] W Library of Demoproject
é----Library[IECS‘I‘IB‘I_B] v Library according to IECE1131-3
; Library[PAL] F Process automation library
Library[FE_Bas] v Ficture Blocks Basic
Library[SysMon] -E System monitoring for E&R controller and control computer
+-Project[TrainingProject] 'F Project for Seminar SEMB830

Note: This operator has a right when it has been set in a group that is assigned to him.

Confirm changes of rightsl [ oK l [ Cancel l

Figure 24: Assigned rights view

4.3 User Management Active

This completes the implementation of operator management for runtime and operator environments.
Every employee now only has access to the functions that he or she needs and is trained for.

In most cases, the following levels are appropriate:
*  Guest
*  Normal system conditions (operator)
»  Service technician
* Engineer
»  System administrator
Most often, the operator groups are arranged in a similar fashion. The organization will vary from sys-

tem to system. Some prefer individually named assignments, while others arrange by levels. Whatever
method is chosen, the most important thing is flexibility.
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Figure 25: Operation and access are defined

a Exercise 1:

Create a new project access right and use it in one of the hyper macros you have created.
Overwrite the right of the dummy value of the PAL analog hyper macro. (substitute value spec-
ification)

Exercise 2:

Create a new operator group and assign all operator rights to it and one limited right. Also
assign alarms and applications.

a Exercise 3:

Create two new operators and assign the created operator groups to them. Then check the
'different’ functionalities in the runtime and operating environments.
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5 Creation of a Graphic Block

In APROL, both controller and control computer logic, as well as all picture elements necessary for
display, are configured in a function chart. This type of programming prevents a hidden engineering.
Because both logic and graphic parts are displayed, and are made apparent to the bus traffic between
the systems. Because the image (e.g. an LED display) cannot be linked with the picture function block,
the graphics section is placed in the chart with a graphic block, and the variables used for dynamization
(animation) are designed as PINs.

The procedure is explained step-by-step using a simple example.

5.1 Creating a Graphic Block in a Library

A new block can be inserted in a library with the ,,File>>New/“ menu or ,,right mouse button >>Create
project part/“. A function block can be a function, function block, ST function, ST function block, SFC
function block, hyper macro, control system function block, or as in this case, a graphic block or a UCB
block. All of these and further possibilities will be explained in a future seminar.

[Eile| Edit Build View Reports Extras Login Help
New * @ New Library ...

| = Open == Directory ...

& Close CUW |9 Graphic Block ..

il save Cti+S |} Function (C) ...
Impor/Export * |i i Function Block (C) ...
CAE database * | Function (3T) ...

Offiine engineering * |=i Function Block (ST) ...
= Print . CUFFE 1+ Function Block (SFC) ...
&) Froperties .. F12 & Hyper Macro .
b+ Quit Ctr+Q |i i UCB Block ...

@ B % IS010628 (V1.2.0+) Frocess Control Block »
: = ®PAL (v1.15.0) B Python Module ..

E :Ef%air:\?fzﬂot:) hh Global Library Header ...
E | STEmAams TE C Module ...

s e EEPLACKAI 4 Library Type Definition ...

Figure 26: Creating a new graphic block

You must first change from the Projects working section to the Libraries working section in the Cae-
Manager.
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8 E Q&S

. idgets
& syshvion (v1.10.04)

text (Mone)

Figure 27: Selecting a library

S F / [- Unfilterad view
o
‘% |T\.rpe / Mame /| Status |Marking |Ver5ion comment / Description |
™ ‘APROL (W2.2.0+) APROL standard blocks
é * Customer_LIB (V0.1.0+) ia Customer Library
= = ®DpEMO *W1.5.0+) la Library of Demoproject
!] ‘IEC5113‘I_3 W1.5.0+) Library according to IECE1131-3
: € 15010628 (V1.3.04) Flow diagrams for process plants
:3; ‘F’AL %1.15.0) ia Process automation library
-E ‘PB_Bas (W2.0.0+) Ficture Blocks Basic
I * Python (W1.2.0+) Fython Functions
i | B Aarms IManagement of the alarm line
T M APROL_Internals AFROL internal group
E . Eutton Development of a Python button
M8 Display Common displays
& M. Global 043: Globale Module
E . | ogin Login management
= . Other Some other Python functions
L4 M8 Pictures0l MManagement of picture history
M8 Pictures02 043: Verwaltung dynamischer Bildanteile
8 P layground la Test Python function blocks

043 'Neue' Widgets
System monitoring for B&R controller and control computer

After selecting a library in CaeManager and selecting a directory, blocks can be inserted into the project
directory structure, as is the case with project engineering.

") Note:

created in a directory.

The nesting depth of the directory structure is not limited. Blocks and other directories can be

Create part ’ |5 Directory ...
[ Copy Ct+C | 2 Graphic Block ...
7| Paste Clr+\ i | Function (C) ...
J Delete Del i i Function Block (C) ...
P Remove Deleted = Function (ST) ...
@ Undelete i= Function Black (ST) ...
ale Rename ... F2 i~ Function Block (SFC) ..
[ Import Project Parts .. & Hyper Macro
["® Export Project Parts ... i i UCB Block ..
4 check .. FS Process Control Block  *
B3 Activate . F7 P¥ Python Module ...
&4 compile ... F8 hh Global Library Header ...
£ Deactivate .. Shift+F7 =

ﬂ Reactivate (Active Version) ...

C Module ...

Figure 28: Adding a graphic block

4 Library Type Definition ...

The window that then opens is where the name and description now have to be specified:
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|20 Create project parts - CaeManager (enging@aproltraining01)

Directony: [E DEMO/GraphicElocks |v] [ New directory l

Description: [049: Grafik Bausteine ]

Name: [GbTrainingo1 ]

Description: I first graphic block|

Type: {1k Graphic Block -

|| Scaleable block functional size:

[] Derived from: |']

oK | ganes

Figure 29: Creating a graphic block

The block type can be changed with the combo box. Scalable blocks can be created, and their size and
functionality can be changed in the CFC. (pull down). Typical example for this is an AND_BOOL.

The graphic block is now created and can be opened for editing.

Double-clicking on the preview opens the graphics editor. The user can create a new picture here or
modify an existing one. All changes are naturally subject to APROL version management.

:Graphic Block [RotScaI ] Description: [049: rotieren scalieren ] E]

[ Master Data | Block | [lje] | Local graphic /O ] Preview [ Python Code | Graphic Code | Documentation

N

whoe Page [+ 5

-

w

Figure 30: Picture block preview

pZ 3l TM812 - APROL Operator Management




Creation of a Graphic Block

After selecting the object(s) created in the Display Editor (multiple selection also possible), they can be
animated.

gt QAU PHANS

Figure 31: Animation toolbar

The following functions are available for this dynamization:

Type of dynamization Description

Blinking Objects can be blink in many different ways depending on a process
variable (background, inverted, different frequencies, etc.).

Colors Objects can change their colors depending on a process variable.
Background and foreground colors, fill patterns, and line types can be
changed.

Rotate Objects rotate around a definable fixed point depending on a process
variable. Picture scaling must take place during animation.

Move The objects change their position (are moved) in a process graphic
depending on a process variable. Picture scaling must take place dur-
ing animation

Scaling The objects change their size depending on a process variable,

whereby the x and y axes can be defined independently of each other.
Picture scaling must take place during animation.

Percent Objects are trimmed depending on a process variable and no longer
displayed in full size. (bar graph display, etc.). Picture scaling must
take place during animation.

Text (text) A process variable can be displayed differently depending on its val-
ue. This is the case if the correct mask is set. (+xx.xxx) If this mask is
not set, there will be a text display. (Usually used for text output)

Text list Texts defined in a list can be displayed depending on a process vari-
able.

Image list This allows project-specific images (SVG, etc.) to be replaced or dis-
played.

Invisible This allows objects to be displayed or made invisible.

Details can be found in the '"APROL product documentation'.

To animate an object, it needs to be connected to a process variable. Because this link is made in the
function chart, only the place holder can be defined in the following menu. This placeholder is then
created as PIN in the corresponding graphic block.
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FE et %PhNE A QS W (Mo

=

]@ ol v = Flat |+ aRound v @Pie |~ = Nofame | v|Layer2

57 T

|vl [ T Faceplate standard 2

"= [0 Define dynamization - DisplayEditor (engin@aproltraining01)

S Dynamization blinking

~ ... .. .| ~Graphic 1o

S blink v/ | Global ~/
e From value 7 |Freguency |Action _

oo 0.00 0.50 Do nat blink el of
""""" 1.00 0.50 Invert Frequency: D=| 05
B 2.00 0.50 Background )

.......... 3.00 0.50/0n<>0f Action: [Dn<->fo |v]
SRR [ Insert |
EEEE ey l Delete |
SEER RS [ Exchange |
SRR [ Delete I |
L Delete } I OK ” Cancel }

Figure 32: Blinking animation type example

The placeholder is created with the entry [Graphic I/0]. Exactly this variable will be available in the
graphic block.

After the variable has been entered, actions resulting from the value of the variable can then be defined.
In the case of blinking, this can be 'Not blinking, Inverted, background, On < -> Off'. Other settings
are available for the other types of dynamization.

The object must be saved after the dynamization is configured, and the DisplayEditor closed. You return
to the CAE view and can continue working with the graphic block.

File| Insert Tools “iew Extras Help
Delete workspace Ctri+h
Save Ctri+S
Quit Ctri+Q

Figure 33: Creating and saving the graphic block
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You can further configure the graphic block by clicking on it. Under the "Block™ tab, the pins for the block
can be assigned /O variables. The placeholder mentioned before is thus converted to a PIN.

Master Data | . Block | . /O | Local graphic /O | Preview | Python Code | Graphic Code | Documentation |

~Input pins
EREs IName IIECTvpe!PinTvpe |Defau|t\.i‘.1lue |L.|nit Description |Trar‘|5. |RR |Dvn. |Sv5.
1 Ux W REAL 0.0 x-Input X | = | v | i
UMRB 1
- J Insert Mew Fin Ins
. Convertto Pin
G Remove Pin Del
P Replace Pin Cti+R
&« Up Ctri+LUp
« Down Ctri+Down
&P Froperties Shift+F12
< i (1)
~ Qutput pins
|F’os. / IName IIECT\rpefF’inT\rpe |Unit |Description |Rem. |RR |Dvn. |Sv5. |Vi5. |Eon. |Req. |E |Rights |Applvir

Figure 34: Configuring the graphic block

The best method of assigning so-called "Graphic 1/0Os" is using the "I/O"™ window. Incorrectly configured
"Graphic 1/Os" are seen here in red. With the right mouse button, these variables can be declared as
input or output pins. Finally, the properties are changed by this PIN to make the functionality logical.
(Data type, description, default value, operator rights)

27
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= @ Edit input pin - CaeManager (engin@aproltraining01)

Name: [umrB |

Description: I[range beginn ]

Comment: for calculations

Fin attributes:
[] remanent %] Wisible

[[] Redundancy-relevant [%| Connectable
|%| Dynamically configurable [ | Connection required
[] System pin [] Translatahle

IEC type: @ [REAL vl Ltengn | )
Pintype: Q ’ ]

—
Unit: [ ]
l

Default value: |-100.0

OK ] [ Cancel I

Figure 35: PIN properties

The block appears in the chart and in the process graphic, the same as it is displayed in the function
block view and program view. If red entries are visible, then this is because there are animations that
are not yet included in the graphic block.

The function block created is then saved, versioned, activated and compiled and is then available in both
project engineering and library engineering.

") Note:

Of course the function block is only available when the corresponding library for the project is
linked (see project properties). Apart from that, the block is not allowed to be stored with the
'Library internal’ status.
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After the library is closed and a function chart is selected in CaeManager, the user can use the Context
view to see libraries linked to the project.

Picture function blocks can now be integrated like a function block in the function chart (or in a hyper
macro (library engineering)) and be linked with the PV whose process value it should illustrate.

— W'Y DUAMC AL
W ioBoxsSINT
W 0BoxSSTRING
& oBoxTIME
& oBoxTOD

M 0BoxUDINT
Wi oBoxUINT
W 0BoxULINT
W oBoxUSINT
i 0BoxWORD
P siiderBooL
W siiderBYTE
PWisliderDINT
Wi sliderDWORD
WislidernT

Wi siiderLinT

2 )

20 SliderLREAL

20 SliderLWORD
PWisliderREAL
WislidersINT

T Y

g‘Context (CFC) I ® Libraries | = Fhysical Structure |

A

-l SliderLREAL [- - -

DOOO%OOOOOOOOOOOOOOO(

Figure 36: Combination of logic and process graphic

SliderLREAL

After the changes have been saved in the function chart, the graphic element for the graphic block can be
placed on the process graphic. The corresponding process graphic is opened for this. It's now possible
to navigate to the desired graphic block using the Context view. After selecting the function chart in the
process graphic, the desired graphic blocks can be selected and placed on the process graphic using
drag-and-drop. Maintaining the picture elements is guaranteed by connecting the block in the function

chart one time.

The following image shows the placement of the animated picture function blocks:
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Main navigation - CaeManager (engin@aproltraining01)

= == T I q M ’PN » UUProcess graphic: | Start_Sys
| (ol

[ K= Prevew | Gra
T — T

El i@ TrainingProject (V0.1.0+)
== 000 Basic Vi
=002, Software Vi

= mo0s 10 Lo CoooIEE

|l ARS

“«

= S Flog1s
= A0
| 10
1 L0Tag
IR
{ELaa
{FLoe
{FL3a
{FLaL
EY]
EL TN
T Analogol 01
= 3% Bargrapno1_on

008

0000000007L

sl SR

=101 C1 V4
=102 C2 b3 i
M 77z Templates g i
= ® Customer_LIB (v0.1.0+) a5
& ® DEMO (V1.5.04) Ja

€. PB_Bas (v2.0.04)

_] Y context (Process graphic) m Libraries | ¥~ Physical Structure | == | ogical Structure ]

Figure 37: Inserting a display driver function block

A picture element placed in the process graphic can be subsequently moved anywhere on the screen.
Additional functions are available with a right mouse click.

For fast orientation, the most important information is also displayed using a tool tip when the mouse
pointer is placed over a dynamic picture element.

In this way, the source of the picture macro can be determined at any time, which helps determine how
animations should be provided for this graphic block.

") Note:

A direct dynamization is possible and must be mentioned at this stage. This means that the
source of the dynamization is the background image or direct the library block. It must be en-
sured that the placeholder variables are linked to process variables in the "I/O mapping" tab.
This represents a typical SCADA functionality. (Supervisory Control and Data Acquisition) This
relinquishes the before mentioned DCS comfort. (Distributed Control System)
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5.3 Dynamic Element Ready for Use

By creating a graphic block, we are now able to implement our animations. The complexity of the graphic
blocks will increase in later versions. Nevertheless, their fundamental uses will remain the same.

E Exercise 4:
Create a picture macro of your choice, the corresponding picture function block, and use it in
the project. Check your work in the RUNTIME and operating environments. Ideally, each group
creates its own type of dynamization to present to other participants.
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6 Rights Management in the Library

Rights management begins in library engineering, and ends with the creation of operators for the runtime
and operating environment. This chapter describes the context of operator management in the library
engineering

6.1 Graphic Block Outputs
Graphic block outputs are created using controls and widgets.

What is a control?

A control area is basically not visible in the DisplayCenter. It's more of a mouse-sensitive area that
executes an action when clicked. A change in the mouse pointer within the DisplayCenter indicates
something that can be operated.

The "Highlight buttons ..." project option identifies the control surface with a bounded area when the
mouse pointer is placed over it.

Master data | Crginecing parner | Libraies | Engineering (1/2) | Engineering 2/2) | Localization | Download = Communication Parameters | Runtime (1/2) | Runtime @/2) | Print * |»

~Authentication

AFPROL DCS Reports APROL Solution Reports Operator Authentication

[] Alarm report || AuditTrail report % EnMon report ® Local APROL system authentication

(%] Trend report ["] ChronoLeg Profi report [% ConMon report ) LDAP authentication

[ | SFC report [] Customer reports 6 Login Stack
|| Compressor report || PDAreport

| ProcessData report | ShiflLogBook LDAF Fassword Folicies

~Digital signature of PDF reports

Presetting of validity for new operator certificates: | Walid time n E@ ‘® ‘Years () Months () Days

|| Usage of external Timestamp Server [T\mestamp SEWVEN (TSA) Prupertiesl

~ Global settings for visualization

(% Highlight buttons upen positioning of curser | [E Color of highlighted buttons

1%/ Mark pending responses for switching operation E] Caolor of pending responses for switching operation

[%| Signalize rejected switching operation with pop-up Duration time of the pop-up in seconds: ['\US ]
|| Enable automatic text completion Mode for automatic text completion: ltext completion |'1

- _Eila Drmui

Figure 38: Highlight buttons

The following "controls" are available:
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[ Commaon | Colors | Styles | Fosition ] Interactive elementl

Widgets

Controls

I Pulse IF’ulstontroI
Senmrl SensorControl
Py'lhanl PythonControl

LoadPictureControl

7]x]

CallMacroControl
]

Figure 39: Available controls

Control name

| Puss | PulsControl: Sensitive area with pulse function

General | Tool tip

Dig. graphic VO: [

Pulse value [0.1]: [D

Pulse time (ms): | 2000|

Interlock:

Verification mode:

[
\erification: [I
[
Authentication mode: |

(% Mask mouse click

Short description

Pulse control

Sensor control

Python control

Load picture control

Call macro control

Provides a mouse-sensitive are without the visualization of a button.
Implements the functionality of a pulse generator. The switching op-
eration is triggered for the duration of the set impulse time when
pressed. The pulse button can then be used if only a short pulse is
needed to control the actuator.

Provides a mouse-sensitive are without the visualization of a button.
Implements the functionality of a button. When pressed, the switch is
triggered and is only in effect during the time it is pressed. The sensor
button can then be used when switching should be controlled by the
operator but limited in time.

Provides a mouse-sensitive are without the visualization of a button.
The python button behaves like python code and also provides a dy-
namically labeled key that provides visualization for switching. The
python button can then be used to implement complex visualization
applications that require explicit logic definitions using python code.

Provides a mouse-sensitive are without the visualization of a button.
When pressed, the load picture button initiates a change to the
process graphic instance, at which time the zoom factor and opening
position can be transferred. With the load picture button, it's possible
to jump to and zoom process graphics.

Provides a mouse-sensitive are without the visualization of a button.
The call macro control triggers a Macro type process variable that
can be used to switch to other macros. From a graphic block, the call
macro control can be used to trigger other graphic blocks that are
available in the continuous function chart.

To create a control, use the Tools / Draw / interactive element / Buttons menu item in the DisplayEd-
itor or select the Interactive element button in the toolbar on the side.
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After you have defined the end of the element, a window appears in which you can set the type of
control/widget and configure it. In our example, a pulse is sent for 2,000 ms.

= Properties - DisplayEditor (engin@aproltraining01)

[ Commaon | Colors | Styles | Puosition ] Interactive elementl

Widgets . i .
IHEJ PulsControl: Sensitive area with pulse function

Controls
General Tool tip

@ PulsControl Dig. graphic IO: | puls |~| [Global ||
Pulse value [0.1] 1]

@ SensorControl Fulse time (ms): [2000 ]
Interlock: [ |L] [Global |v]

@ P HRIE STl Verification: ] |~/ [constant |+
Verification mode: [ |L] [Ennstant |v]

LoadPictureControl GGl Gk [ |L] | constant |~/

[% Mask mouse click

7[x]
CallMacroControl
11

oK )| Apply /| cancel

Figure 40: Creating a control

What is a visualization element (widget)?

A visualization element, or widget, is a predefined graphical element whose appearance or form can
only be changed using certain properties.

The following visualization elements are available:

KZ 3 TM812 - APROL Operator Management




Rights Management in the Library

Widgets Widgets
Z Combe W B
| Ba
Toggle | ToggleButton E'SE:Z, ComboBox
100,000
I | InputoutputBox
Pulse | FulsButtan -
~lalalal
| 100,000 SpinBox
Sensor  SensorButton 3 ceEE
Py |PythonButton = = Slider
Y |LoadF’ictureButton Shary L0 E
Tout *
| B Textvi
FileSelectorButton JEERELIEW
s
% RadioButton \/g onlineTrend
CheckBox Qg Prozessgrafik
Combe ¥ n
Bt ComboBox g—# EmbeddedApp
100.000 Qﬂ '
1 InputOutputBox E W nchiewer =
L o =

Figure 41: All available widgets at a glance

Widget name Short widget description

Toggle button Implements the functionality of a toggle switch. The switch is activated
when pressed, and reset the next time it is pressed. The toggle button
can be used if an actuator should be turned on or off for an extended
period with a single button.

Pulse button Implements the functionality of a pulse generator. The switching op-
eration is triggered for the duration of the set impulse time when
pressed. The pulse button can then be used if only a short pulse is
needed to control the actuator.

Sensor button Implements the functionality of a button. When pressed, the switch is
triggered and is only in effect during the time it is pressed. The sensor
button can then be used when switching should be controlled by the
operator but limited in time.

Python button The python button behaves like python code and also provides a dy-
namically labeled key that provides visualization for switching. The
python button can then be used to implement complex visualization
applications that require explicit logic definitions using python code.

Load picture button When pressed, the load picture button initiates a change to the
process graphic instance, at which time the zoom factor and opening
position can be transferred. With the load picture button, it's possible
to jump to and zoom process graphics.
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Short widget description

FileSelectorButton

Radio buttons

Check box

Combo box

Input output box

SpinBox

Slider

List view

Text view

Online Trend

Process graphic

Embedded app

VncViewer

Opens a file selection dialog and allows the user to select a file or di-
rectory. The information is written to an output variable to be able to
carry out further actions.

Implements the functionality of a switch or a group of switches. When
the radio button is pressed, switching is triggered and is reset the
next time it is pressed or when another radio button in the group is
pressed. The radio button can be used if only one option should be
selected from a list of n possibilities

Implements the functionality of a switch or a group of switches. When
the check box is selected, switching is triggered and is reset the next
time it is selected or when another check box in the group is selected.
The checkbox can be used to allow multiple selections.

Implements selecting an element from a list. An element is a value/ob-
ject assignment (tuple). The combo box can be used if only one option
should be able to be selected from a list of n possibilities

Implements input and/or output of a process variable. The input output
box should be used if the actual values used by the system should be
displayed in addition to entering a control value.

The input and display of a process variable with the additional func-
tionality of the incremental change. This is used, amongst others,
when the specified steps should be incremented or decremented.

Implements a linear value change to a process variable using a slider.
The slider can be used if speed is considered more important that pre-
cision when a value changes during interaction.

Implements, similar to a spreadsheet, simultaneous visualization and
editing of various process values in a matrix. The process values can
be grouped by lines or columns as desired.

Implements displaying the content of a file or URL. The display is dy-
namic, i.e. changes to the content are seen immediately. Text view
can be used to dynamically display reports, logs or CSV file content in
the process graphic.

Implements displaying the values of one or more process variables in
the form of a line graph. Value changes are shown continually. The
display can be changed using the configuration dialog box in the run-
time system.

Implements image in image functionality, i.e. an open process graphic
can show another, fully controllable process graphic in any size and in
any location.

Embeds another application in the widget as long as the application
supports this type of use. The minimum requirement is an "-embed"
or "-wid" type of option, so that the application (DisplayCenter) which
embeds can tell it in which X window it should embed.

This makes it possible to embed a VNC viewer in the DisplayCenter.
For example, a VC (Visual Components) created with AS can be vi-
sualized with this. The source may also be another PC or something
similar.

These are created just the same as controls.
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Detailed information is available in the APROL help and in the APROL Library Engineering (TM860)
seminar.

6.2 Graphic Block Outputs

Since controls and widgets were used to create the picture macro, we now need I/O outputs for the
picture function block that can be subjected to the rights management system. Rights can be established
in the library. This is done — like the project engineering — from the "Extras / Operator rights" menu.
These rights are then assigned to the picture function block outputs.

"= [i& operator rights - CaeManager (engin@aproltraining01)

Library: | Python

|Name Description
1 |Enabled Button serveable
2 isible Eutton visible
3 |Defaultvalue Default value input
4 77

OK l I Cancel

Figure 42: Operator rights in the library
A new block is created with the "File>>New>>Graphic block"menu.

When you open up the graphic block, you can configure the dynamization variables shown in red in
the I/O view (input/output, data type, default value, operator rights). The following graphic illustrates this.
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Rights Management in the Library

= & Edit output pin - CaeManager (engin@aproltraining01)

Mame: [QON ]

Description: | Send Signal ]

Comment: 0/1

Fin attributes:

[%| Remanent (%] Wisible

[] Redundancy-relevant [%| Connectable

[%] Dynamic [] connection required

[] System pin [] Translatable
[ECtype: @ |BOOL v+ Ltength: |
Pintype: O | |
Unit: [ |
Operator right; [ |.]
FECOTG .Enabled { Button serveahle )

Wisible ( Button visible )

Start-up value:

OK ] [ Cancel

Figure 43: Graphic block editing

The library rights are then assigned as default values to the picture function block outputs. This will help
with the engineering from now on. The default rights can be changed during hyper macro engineering
and project engineering.

Details can be found in the APROL help documentation at any time.

6.3 Default Library Right Active

This closes the circle of the user management for the runtime and operating environments. The default
rights assigned in the libraries are now available in the entire system.

Exercise 5:

Create ON/OFF logic using two buttons and the control "send pulse". Create two library rights
and assign them accordingly. Apply these rights to your project profiles and, after a successful
build and download, check their functionality in the runtime and operating environments.
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7 Summary

What have we achieved so far?

We have reviewed and practiced user management and the necessary rights. Access to operation,
alarms, and applications can thus be regulated to fit your needs. The exercises have added depth to
your understanding of the processes involved in user management.

This ensures that the system can be correctly and safely operated.

Figure 44: Everything is under control
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Appendix

8 Appendix
8.1 Objectives Checklist (a few On-topic Questions)
Steps involved in user management:
* User rights in the function chart for the hyper macro and the picture function block
+  Operator rights in the project
*  Operator profile
*  OperatorManager and engineering
»  Generation
»  Operator system download
+  Controls in the RUNTIME and operating environments
+  Some dynamic elements
+ Dynamic elements with operating possibilities (control, widget)
*  Operator rights in the library

8.2 Solutions to the Objectives Checklist

Please take note of the necessary additional information.
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Seminars and training modules

Seminars and training modules

The Automation Academy provides targeted training courses for our customers as well as our own employees.

At the Automation Academy, you'll develop the skills you need in no time!

Our seminars make it possible for you to improve your knowledge in the field of automation engineering.

Once completed, you will be in a position to implement efficient automation solutions using B&R technology. This will make
it possible for you to secure a decisive competitive edge by allowing you and your company to react faster to constantly
changing market demands.

Automation Studio seminars and training modules

Programming and configuration Diagnostics and service
SEM210 — Basics SEM920 — Diagnostics and service for end users
SEM246 — IEC 61131-3 programming language ST* SEM920 — Diagnostics and service with Automation Studio
SEM250 — Memory management and data storage SEM950 — POWERLINK configuration and diagnostics*
SEM410 — Integrated motion control* If you don't happen to find a seminar on our website that suits your
SEM441 — Motion control: Electronic gears and cams™* needs, keep in mind that we also offer customized seminars that we
SEM480 — Hydraulics** can set up in coordination with your sales representatives:
SEM1110 — Axis groups and path-controlled movements** SEMO099 - Individual training day

SEM510 — Integrated safety technology*
SEM540 — Safe motion control***

Please visit our website for more information****.****;
SEM610 — Integrated visualization* www.br-automation.com/academy

Overview of training modules

TM210 — Working with Automation Studio TM600 — Introduction to Visualization

TM213 — Automation Runtime TM610 — Working with Integrated Visualization

TM223 — Automation Studio Diagnostics TM630 — Visualization Programming Guide

TM230 — Structured Software Development TM640 — Alarm System, Trends and Diagnostics

TM240 — Ladder Diagram (LD) TM670 — Advanced Visual Components

TM241 — Function Block Diagram (FBD)

TM242 — Sequential Function Chart (SFC) TM920 — Diagnostics and service

TM246 — Structured Text (ST) TM923 — Diagnostics and Service with Automation Studio

TM250 — Memory Management and Data Storage TM950 — POWERLINK Configuration and Diagnostics

TM400 — Introduction to Motion Control TM280 — Condition Monitoring for Vibration Measurement

TM410 — Working with Integrated Motion Control TM480 — The Basics of Hydraulics

TM440 — Motion Control: Basic Functions TM481 — Valve-based Hydraulic Drives

TM441 — Motion control: Electronic gears and cams TM482 — Hydraulic Servo Pump Drives

TM1110 — Integrated Motion Control (Axis Groups) TM490 — Printing Machine Technology

TM1111 — Integrated Motion Control (Path Controlled Movements)

TM450 — Motion Control Concept and Configuration In addition to a printed version, our training modules are also available
TM460 — Initial Commissioning of Motors on our website for download as electronic documents (login required):
TM500 — Introduction to Integrated Safety Visit our website for more information:

TM510 — Working with SafeDESIGNER www.br-automation.com/academy

TM540 — Integrated Safe Motion Control

Process control seminars and training modules

Process control standard seminars Process control training modules
SEM841 — Process Control Training: Basic 1 TMB800 — APROL System Concept
SEM842 — Process Control Training: Basic 2 TM811 — APROL Runtime System
SEMB890 — Advanced Process Control Solutions TM812 — APROL Operator Management

TM813 — APROL XML Queries and Audit Trail
TM830 — APROL Project Engineering
TMB890 — The Basics of LINUX

Visit our website for more information:
www.br-automation.com/academy

*

SEM210 - Basics is a prerequisite for this seminar.

** SEM410 - Integrated motion control is a prerequisite for this seminar.

*** SEM410 - Integrated motion control and SEM510 - Integrated safety technology are prerequisites for this seminar.
****QOur seminars are listed in the Academy\Seminars area of the website.

****Seminar titles may vary by country. Not all seminars are available in every country.
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Seminars and training modules
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Seminars and training modules
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