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Requirements

TM800 — APROL System Concept
Training modules  TM811 — APROL Runtime System

Software APROL

Hardware 1 control computer, 1 controller
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Introduction

1 Introduction

This training module will take a look at the wide variety of tools provided in the APROL Process Control
System that can be used to make it easy to perform analyses. This applies to actions made in the
APROL ENGINEERING as well as RUNTIME / OPERATOR system. The standard reports are available
as standard system queries without additional engineering effort.

The majority of these tools support the HTML, XML, and CSV formats, which means of course that it
is possible to export to any of these formats. This results in a direct gateway to conventional browsers,
spreadsheet programs, etc., that allow for easy processing of the data.

The 'Jaspersoft' reporting tool is available to create custom logs and/or reports comfortably. This is
handled in a separate training.

Figure 1: Analysis

1.1 Objectives

Our goal for this training module is to provide you with a detailed description of the numerous and different
tools included in the delivery of the APROL Process Control System, so you can become familiar with
all of the options that these tools offer.

After completing this training, you will be able to evaluate and to analyze many different types of alarm
data, process changes triggered from an Operator Station, etc. You will be able to easily find out when
e.g. a temperature transmitter is defective or when an operator has made critical value changes. With
the numerous reports, you obtain an overview of all actions which have been carried out. This does not
only refer to the operating environment, but also the engineering.
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Introduction

A system check and analysis is possible at any time, because a system diagnosis is always available.

APROL Web Portal

Documentation

The APROL Reports
The Project navigation
'/ APROL Web Portal APROL systems (local)

APROL 5ystem Diagnostics Manager
Query from external PC

ChronoLog Profi-Query

Figure 2: Overview
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2 APROL Web Portal

There are a large number of various reports in APROL for the engineering, runtime, and operator en-
vironments. The APROL web portal was created to offer a clear overview and to be able to find the
desired report as quickly as possible. It is started directly using the KDE menu or with the 'Reports /
Overview' submenu.

All Applications
¥, CaeManager
@@ Operator Manager
@ TrendviewerConfig
& Download Manager
@ StartManager
% Controller Manager Project selection
% Diagnosis »
Reports » |[] overview select a project.
-‘\ System configuration * |& ChangeControl report , \
/Ay Semices » Build report nlngPrOJlect .
S plesProject (engin)
G Shiftloghook [#] TargetControl report ningProject (engin)
APROL Weh Portal @ AuditTrail report %
APROL product documentation [& Alarm report
Automation Studio Help [] PDA report
%= Language ’ Compressor report
= Print ’ SFCLogging report
i Tools * |[E] ProcessData report
& APROL Licensing [l Customer report
“F SUSE Menu 4 [_""u EnergyMonitoring report
# Configure Desktop (Personal Settings) |4, System messages (central)
ﬁ Find Files/Folders [E_:'| Redundancy Report
Actions @ Disk usage ChronoLog container (central)
® Computer * |[3 ChronoLog Professional Queries
w Fun Command... & Electronic Signature for FDF Files
Switch User £/ Jaspersoft Bl Professional Edition »
[5] Lock Screen
Logout
= d @ L 2. iPaproiconfg (root@aproltrainingo1) @ TrainingProject - DownloadManage! (B engin : bast

Figure 3: Starting the APROL Web Portal

The basic layout is the following (see navigation in the left area):

General navigation Description
Project selection (combo A selection can be made from different projects (if they exist) in en-
box) gineering and also the operating environment. The Linux login which

corresponds to project can be seen when selecting the project in an
engineering context (e.g.: TrainingProject (engin)).
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General navigation Description

Documentation The entire APROL Product Documentation is here. Further docu-
mentation which may be required additionally, e.g. Jaspersoft Docu-
mentation, is also integrated here.

Reports All standard APROL reports and links to customer-specific reports are
available here. There is a differentiation between 'Runtime reports',
'Interactive reports', '"APROL solution reports', 'Jaspersoft’, and 'Sys-
tem and self-diagnosis reports'.

Project navigation Display of the physical structure, control computer structure, and sys-
tem type structure of the selected project.

APROL systems (local) View of all systems installed on this server.

APROL SDM APROL System Diagnostics Manager The automatically created sys-

tem monitoring of the current server can be found here.

.; e/ Documentation - Mozilla Firefox

/D:cumnntati:n X\'ﬁ'}l

L e | ﬂ https:/bupalsé. brautomation. co.at001 /diagnose/?lang=001#documentation

. {3 DemoProject v .
] : APROL documentation

lrd APROL product documentation

H

[+ Documentation

I:] Reports = Open the APROL product documentation
& ﬁ Project navigation ,i"? APROL project documentation |
& %APROL systems (local) Open the APR OL project documentation
'E %APR oL SDM f) Jaspersoft documentation
i Selected collection of useful documentation to create Jaspersoft
reports

v} Validator overview -
Shows all APROL validators in a grouped list

Solutions Documentation

';? Solution EnergyMonitoring documentation
- Open the EnergyMonitoring documentation |

Figure 4: Navigation APROL Web Portal
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3 Documentation

The documentation area in the APROL web portal contains the following calls:

Range

Details

APROL Documentation

Solutions Documentation
APROL SQL JDBC Configurator

SQL Table Definition

APROL Product Documentation
APROL Project Documentation
Jaspersoft Documentation
Validator overview

Energy Monitoring Documentation

Creating a URL to configure a JDBC data source
(JAVA Database Connectivity)

SQL Table Definition for ChronoLog Data

APROL documentation

APROL product documentation
1 Open the APROL product documentation

i'? APROL project documentation
~! Open the APROL project documentation

f‘) Jaspersoft documentation

Selected collection of useful documentation to create Jaspersoft
reports

Validator overview
Shows all APROL validators in a grouped list

Solutions Documentation

'& Solution EnergyMonitoring documentation
- Open the EnergyMonitoring documentation

AprolSql JDBC configurator

_: Creating an URL to configure a JDBC data source

Creating an URL to configure a JDBEC data source for connecting to an
AprolSglServer

Figure 5: The complete documentation in APROL
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Documentation

3.1 The APROL product documentation

The following image shows the APROL product documentation with the possibility to search and navi-
gate.

! [ Documentation - Product documentation - Mozilla Firefox <2

File Edit Miew History Bookmaks Tools
[} Documentation - Praduct documentation m

Help

Iﬂ : co.atool ?1ang=001:project=TrainingProject#productdocy ™ z] £ ‘

B&@English

3 TrainingProject z =
i Pioduct documentation | 4 er page
= B Decumentation [T per pag (=]
with [= lici , order by [
B Product | Show help information about searchengine |7
F Project documentation @ Open complete documentation tree
- A - Installation APROL System
£J Jaspersoft documentation @& =B- Engineering
« Validator overview @ C- Operation
@ @D - Extended Engineering
|8 JDBC Configurator @ =E- Controller Hardware
| SQL table definition @ wF. Connectivity
- @ =L - Libraries
(&) Solutions z & P - APROL System description / Product catalogue
i & Q - Quick Start
Report
:. ClReports @ ®5 . Solutions
Project navigation @ @X- Addons

Figure 6: The APROL product documentation

Use the help as well as you can. The structure of the manuals and chapters should be self-evident. The
implemented search may be of great help. The search help can be found in 'Help / Help'.

3.2 The APROL project documentation

The project documentation can be opened here if it exists in the path "~ENGIN/PROJECTS/<project
name>.pgp/WEB/<country code>/DOCS/' can be accessed with index.htm, and has been downloaded.
The as-built project documentation from the CaeManager is often incorporated here. However, any other
external documentation can be linked here.

|9 DemoProject v
=] Documentation -
- EU R101
¥ Product documentation
& Project documentation
&/ Jaspersoft documentation Index: PU_R101 StartupProject PU_R101 LAHH-02301
« Validator overview [P)ap:&?fnt: Location: PU_R101 Date of Creation: 13.11.2007 (Printed copies are not cove
{8 JDBC Configurator Date of Creation: 13 112007 Document created using PLSDOC
Revision Inf
|8 SQL table definition Document created using PLSDOC euision nfo
Bys System variables overview referenced on 13.11.2007 by:
(@) Solutions StarupProjectLAK02301 Level of Raactor i high UZv-02701 Quick off valve before Reactor 101
[ Type:
I:] Reports StanupProjectLAHH-0Z301  Level of Reactar is high high KRS
i a StanupProjectLALOZ301  Level of Reactoris | RE&L Ri-R101
. . . artu rojec evel o eactoris low
ﬂ Project navigation prel Measuring Range:
- StarupProjectLALL-OZ301  Level of Reactor is low low
I~ APROL systems (local) , Archive / Trend:
1= Yy StartupProjectLT-02302 Level of Reactar 101
- Limit Values:
[+ UﬂAPHOL sSDM 4 StarupProjectUS-01100 Step machine run

Figure 7: The APROL project documentation
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3.3 The Jaspersoft documentation

The reporting tool from the provider 'Jaspersoft’ are available in APROL to create customer-specific
reports. The complete Jaspersoft documentation has been embedded to offer the necessary information.

Jaspersoft Documentation

Selected collection of useful documentation:

Document ][ Link
Jaspersoft Reports in APROL - Installationsanleitung
deutsch pdf
Jaspersoft Reports in APROL - Installation Guide english pdf
APROL sQL-Handbuch deutsch html
APROL sSQL Manual english html
SQL table definition for ChronoLog data web

External Documentation by Jaspersoft:

| Document J[ Link
Getting Started with Jaspersoft pdf
JasperReports Server User Guide pdf
Jaspersoft Studio User Guide pdf
JasperReports Server Admin Guide pdf

Copyright® 2014 Jaspersoft Corporation. All Rights Reserved.

»>> Start of the APROL product documentation

Figure 8: The reporting tool 'Jaspersoft' documentation
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3.4 The validator overview

It is not possible to enter the wrong syntax in the APROL engineering. All input fields have so-called
validators which guarantee this. They ensure that the data records cannot be saved if there is an erro-
neous entry. Because there are so many, the validators documentation is a necessity. This is realized
with this call. The validator help can also be opened in the context of the corresponding input field.

APROL validators - Overview
Expand all Collapss all

Fiter records ()@

Virt.
4 validator description Minimum Maximum Au Key.

g

Validator Group/Name Version

= Alarm
AcknowledgeText [ Checks alarm acknowledgement text

& | vzoo

AlarmGroupName [ Checks an alarm group name 84 [Characters] | V200

AlarmGroupN ameEffective @ Checks the alarm group actual name 32 [Characters] ;| V200

X[ €| €| <
E

AlarmPrioFilter 7 Checks alarm priority filters L | V200

ANSI-C
Array
Batch

BIT

CFC
Chronolog
Controller
Date and Time
Dimension
Equipment
File system

Figure 9: The validator overview

3.5 Additional documentation

The documentation is finalized with the 'Solutions Documentation’, the '"APROL SQL JDBC Configurator’,
and the 'SQL Table Definition'.

The 'Energy monitoring Documentation' is in the section 'Solutions Documentation'. Everything concern-
ing energy calculation and evaluation (according to ISO 50001) is explained in this.

The 'AprolSqlServer' is included in APROL and allows the ChronoLog database data to be queried via
SQL statements. The AprolSqlServer must be configured over the '"APROL SQL JDBC Configurator'
in order to be able to do this. Details about this are in the APROL documentation and in the training
manual TM880. A training for report creation with Jaspersoft and AprolSqlinterpreter in APROL can also
be booked.

TM813 - APROL Web Portal Ml
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' APROL SQL JDBC configurator

Creating an URL to configure a JOBC data source for connecting to an AprolSglServer

Resulting configuration URL for Project: Training Project

jdbec:simba: //aproltraining@l.br-automation.co.at:55503; SYSTEM=aprolsys;PROJECT=TrainingProject; UseSsl=1;
TrustedStorePath=/opt/aprol/etc/jkeystore;TrustedStorePassword=.aprol

_|j Copy this URL into clipboard and then paste it into the configuration of your JDBC data source.

Select parameters
Select the data source you want to request:
Runtime data: @
Engineering data: O
(Keep in mind that runtime and engineering data may have different authentication accounts.)

Select data host:

Central loggingserver: ® | aproltrainingd 1. br-automation. co.at

Engineering host: O | aproltrainingd1. br-autornation. co. at

Local host: O | aproltrainingd1.br-automation. co.at

Runtime server from this O ining01.b ion.co.at =)
project:

Figure 10: SQL JDBC Configurator

To round this off, the SQL Table Definition area contains the information for the SQL tables available
for the selected project.

' APROL SQL table definition for ChronoLog data
Expand all Collapse all

Fiter records )

SQL-Table 4 Table description

Base Static SCOL tables contains pre-defined system tables.

= PDA Dynamic SQL tables conceming Process Data Aguisition.
PackML-PackMLO1PdaR ec01 PDA record for PackML KPI
PackML-PackMLO1PdaR ec02 PDA record for PackML state and mode
PAL-CtriPerfMon01AcfRec01 PDA record for control performance menitering auto correlation function
PAL-CtriPerfMon01HurExpoRec01 PDA record for control performance moenitering hurst exponent

Figure 11: Available SQL Tables
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4 The APROL reports

The APROL reports are divided into:

Reports - Category Description

Runtime reports Contains all runtime and/or operator environment reports.

Interaction reports Reports which come from the engineering, AuditTrail, and
shift logbook.

APROL Solutions reports Energy Monitoring report and placeholder for future devel-
opments.

Reports powered by Jaspersoft Customer-specific reports realized by Jaspersoft.

APROL SQL JDBC Configurator Configuration of the AprolSqlServer

System and self-diagnosis report System messages, logbooks, .... for analysis. This is neces-
sary for support.

4.1 Reports in the runtime/operator system

XML technology (Extensible Markup Language) is used both in the Engineering and Runtime Systems
as a platform-independent interface for exporting data. Alarm, message, and trend system data can
be opened easily and conveniently and displayed on every workstation in the intranet (internet) using
XML technology.

All that is needed is an HTML browser and a network connection to the control computer. This data can
be displayed as an HTML page in any browser or saved as a CSV file (Comma Separated Value). This
latter format allows information to be imported into spreadsheet programs (e.g. MS Excel, LibreOffice,
etc.).

Runtime Reports

Eiﬁ Alarm report
L Start Alarm report to explore historical alarms from the database of
the runtime system

Compressor report
Compressed process data of the runtime system

:{ﬂ

@ PDA report
Process Data Acquisition (PDA) logging data of the runtime system

SFCLogging report

Sequential Function Chart (SFC) logging data of the runtime system

ProcessData report
Actual data from the process database of the runtime system

Customer report
Customer created reports and templates for individual reporting

Figure 12: Runtime reports
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4.1.1 Overview of the runtime/operator reports

The following image shows an overview of all reports, access to system and diagnostics data and many

different type of documentation.

@ Shitlogbook

i APROL Web Portal

fd APROL product documentation
[ Automation Studio Help

% Diagnosis »

|| Reports Pl]j Overview

‘4 System configuration » |0 ChangeControl report
/% Senices ' Build report

TargetControl report
@& AuditTrail report
[& Alarm report

[Z] PDA report

‘ Language 4 Compressor report

= Print » SFCLogging report

i Tools * |[E] ProcessData report

& APROL Licensing [d Customer report

¢ SUSE Menu 4 m EnergyMonitoring report

#4 Configure Desktop (Personal Settings)
8@ Find Files/Folders
Actions
® Computer v
‘@ Run Command...
Switch User
[=] Lock Screen
Logout

/v, System messages (central)

[i¥ Redundancy Report

@ Disk usage ChronoLog container (central)
ChronoLog Professional Queries

|® Electronic Signature for PDF Files

o Jaspersoft [=]] F’rofessional Edition 4

WWE[

!.‘. i - Wﬁ %CaeManager CaeManager (engini

Figure 13: Query overview in the KDE menu

The AlarmReport for example, can be started directly via the KDE menu or via the Query Overview
(which opens the APROL web portal).
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All Applications
@ StartManager

Ul DisplayCenter

[ Alarm report |
il Trendviewer
SFCViewer

il ParameterCenter

a® Operator Manager
%h Diagnosis
‘& Shiftloghook
APROL product documentation
2% Language

>

> [7] overview

&) ChangeControl report
TargetControl report
¢y AuditTrail report

= Print ?| [4) Alarm report
4§ Tools > [Z] PDA report
‘& APROL Licensing [Z Compressor report
' SUSE Menu > [ SFCLogging report
# Configure Desktop (Personal Settings) [£] ProcessData repart
&t Find Files/Folders [ customer report
Actions [} EnergyMenitoring report
'B Computer > /1%, System messages (central)
‘o Run Command... ‘@@ Disk usage ChronoLog container {central)
Switch User Chronolog Professional Queries
[=] Lock Screen

Logout

Figure 14: KDE menu

The APROL reports

This means that the reports that can be found in the KDE entry Detailed Reports can also be found

in the Query Overview.

It is possible to switch between English and German in the upper part of this overview (APROL web
portal). Other languages can also be selected if installed (Russian, Chinese, etc.).

English is automatically pre-selected when opening this overview. When selecting a language, it is ap-
plied not only to this overview, but to the subsequent steps as well (i.e. calling the AlarmReport).

TM813 - APROL Web Portal Bk




The APROL reports

! |2 Reports - Mozilla Firefox - O x
Eile Edit View Higoy Bookmats Tools Help
Sirome (=]
@ [ﬂ https ining01 b co.at0m /i i php?lang=001. project=TrainingProjectéreporting vzl € &

Ef@English

| |3 TrainingProject v —
x Runtime Reports APROL Solutions reports

Dncumentﬂtinn

Alarm report EnergyMonitoring report
Start Alarm report to explore historical alarms from the database Reports concerning energy monitoring
of the runtime system

' DRepnﬂs

a Project navigation

Ig‘ PDA report
[ 4 Compressor report " P Data Acquisition (PDA) logging data of th ti
e - rocess Data Acquisition (PDA) logging data e runtime
: ’JﬂAPROL G r: Compressed process data of the runtime system system
APROL SDM
3 % E PDA report
Process Data Acquisition (PDA) logging data of the runtime Reports powered by Jaspersoft
system ¢~ JasperReport Server
SFCLogging report Change to JasperR eport Server !
= Seguential Functicn Chart (SFC) legging data of the runtime
system AprolSqgl JDBC configurator
@ ProcessData report Creating an URL to configure a JDBC data source
A “ Actual dlata from the process database of the runtime system Creating an URL to configure a JOBC data source for connecting

to an AprolSqlServer

'P Customer report
Customer created reports and templates for individual reporting

System & Self-diagnosis reports

Interactive Reports System Message report (central)
Report of APROL system messages
AuditTrail
Reports concerning operator activities System Message report (local)

Report of local APROL system messages

ChangeControl report
Report of the CAE ChangeControl I—'E Redundancy Report
Report for the diagnosis of redundancy switchovers

Figure 15: Query Overview

The following authentication dialog box appears, for example, when the AlarmReport is started and
additional authentication is active:

APROL Login - Mozilla Firefox

€ | @ nupsbupazsok jon.co.at00 fap aginFarm.cit? ,sess,gom:%szRcJECTS%ZfMassTes‘%zvc‘| + & 1A =

PROL Web Portal APROL Operator Login

Operator: |
Password:
OK  Cancel

Createdat: | 133332
Createdon:  bupa230
Repoat: Login
Template: 1001 fapromtilL oginF orm it Version: 2.2 24 1 APROL R 4 0-1078 (64Bit)
Filter: Teasonmo_sess; goto PROJECTSM assTesti048 5t £=049,proj a53Test; pam0;

Figure 16: Authentication dialog

Authentication can be activated/deactivated in the CaeManager, in the project properties.
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For this, right-click on the project root and select'Properties’.

[E 8 TrainingPriy, Check (Build Task)
53 Activate F7
3 B Compile F8
002 47 Deactivate Shift+F7
03.(#8 Reactivate (Active Version)
Version »
@ Build Project Libraries ..
voi
__l¢" Bulld Configuration Fo
=003 vis & Build Task
=004 Tra| % Build Task@Target
=010 Vis|#y Build Target F10
B8101 C1lgy pownioad to Targst
=102 C2| - -
[ TE"% APROL System Diagnostics Manager
Controller >
Confirm ,
[ Set Bookmark cti+B
[# Remove Bookmark Ctil+Shift+ B
£ Remove CAE Advces
|4\ Last Generated CAE Messages ChttM
3 Lock ChrteL
5 Unlock Chri+Shift+L
4" Unlock Foreign CHI+AIHL
Toals >
Pinboard »
Reports >
4 References Chi+R.
Show Documentation (As-Built
Properties F12

Figure 17: Project properties

Project properties - CaeManager (en,

Project name; |Tram|ngPruJect ] Wersion: |VU 1.0+ ] I Create version I I Version history }

[Misterdata | Engineering partnar | Libraries ‘ Engineering (1/2) ‘ Engineering (2/2) ‘ Localization | Download ‘ Communication Parameters ] Runtime (1/2) Runtime (2/2) Pri_nﬂ‘ 4

I3 |
[ Authentication

O
x|
O
O
O

APROL DCS Reports

Alarm report
Trend report

SFC report
Compressor report

ProcessData report

[ AuditTrail report

["] chronoLog Profi report
[ | Customer reports

[ PDA report.

[ ShiftLogBook

APROL Solution Reports

%/ EnMon report
%/ ConMon report

Cperator Autt

@ Local APROL system authentication
) LDAP authentication

%/ Login Stack

LDAP Server Properties
LDAP Password Policies

~Digital signature of PDF reports

["] Usage of external Timestamp Server

Presetting of validity for new operator certificates: | Valid time n

@ “ears () Months (0 Days

ITlmestamp Sever (I5A). Prupertlesl

~Globa

Figure 18: Authentication options in the CaeManager

| settings for visualization

[%] Highlight buttons upon positioning of cursar

(%) Mark pending responses for switching operation

IE] Color of highlighted buttons

IEI Color of pending responses for switching operation

TM813 - APROL Web Portal
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4.1.2 AlarmReport

The AlarmReport is used to view and analyze the alarm and message records at any time. This utilizes
the most modern Web techniques to view the data without being dependent on a specific platform and
to easily implement expansions to the analysis at any time.

} 2 Alarm report - Alarm list - Mozilla Firefox

Eile Edit View Higtery Beekmaks Tools Help
[F Alam repert- Alam list dh
< [ B hrpsiaproluainingdl brautomation.co.atPROJECTS MrainingProject00] standard/alaim/index. clt?fram=14,09 201 S+03%3A00 %3 AD0&II=09%2F22 K2F201 5+24 % 3A00 %3A00& | ang=001 & proje c=TrainingPrejectd aprep_re v z] €4 &
APROL Web Portal Alarm report (Reduced view) - Filtered
= ] / 8 .
SR ‘% = @‘ SITNTE]ME ‘ W | oy losnarots oz 00:00 RS - Py 0o/22/2015 240000 [ms]| 100 Results / Page
= |Priority: Alarm list filter: Alarm list view: |
0 QQ &3 || Alarms and messages || Context view =
Alarm: Count of alarms 0971472015 03.00:00 | 09/22/2015 24:00:00 [ Commit ] LX)
aprohr (SYSTEM) 204 —
Al01 DefauhGroup) 10 ™ 3
Al01 DefauhGroup) o™ ' T
AI01 DefauntGroup) 7™ T
Al01 DefauhGroup) 6™ —
TestAlarm (SYSIEM) 3 !
TagNo (DefaultGroup) 1 !
A01 @etauGroup) 11 —— OO
oo et 1] s
AI01 DefaunGroup) 1] | zesatam  —— T
AI01 DefauhtGroup) 1! [ D
Event occurred + Returned fo normal Duration w a Priority = a PV/ Allas Alarm text v o Group v o @ Project v «
TrainingFroject
TEST ALARM !l Wert1 -0.8,
) owzzz015 14282150 | Active — v 0 B Testalarm Wert2 9,00 , Wert3 10,886, SSYSTEM  TrainingProject
Wert 4 2.0000
TEST ALARM 1l Werl1 0.4,
i ¥ ouzzzo15 142816147 00/22/2015 14:26:18.650 [ mmzsoas 0 B TestAlam Wet26.00, We3 16479,  SYSTEM  TrainingProject
Wert 4 5.0000
i | X oanezns1naressst | 09/19/2015 11:50:51.305 [§ amas7s3s 0 B aproitr NTP not configured or SSYSTEM  TrainingProject
N configuration not available
a1 OX 0992015 11:0447.485 [ 09/19/2015 11:07:50.679  [§ am31g3s < 0 B aproitr NTP not configured or SSYSTEM  TrainingProject
. configuration not available
a1 X oneznst0aanzses | 09/19/2015 10:46:42.251 [§ 2megests 0 B aproitr NTP not configured or SSYSTEM  TrainingProject
N configuration not available
A 1 X 0ane201510:20:07.796 ] 00/19/2015 10:23:00.541 [ ams52745s 0 B aproltr NTP nol configured or #SYSTEM  TrainingProject
N configuration not available

Figure 19: Example of an AlarmReport

For further information about the AlarmReport, please refer to Training Module 811 — Runtime-System,
which includes the AlarmReport — a prerequisite for this training module.
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4.1.3 Compressor report

The Compressor Report is used to read a recorded database. The data can be further processed as an
HTML, XML or CSV version. This type of data collection is very useful for creating hourly, daily logs, etc.

4.1.3.1 The compressor function block

Before a compressor database can be read, the data must be recorded using compressor function blocks
(found in the APROL library). These work with the help of the ChronoLog server mechanism.

E o AprCeCompress S AprCcCompress 1 |- -
- AprCcCompress @ o0 o o AprCcCompressd -
—+oMALUE AVG_1 VALUE :
- nmLOCK . - mLOCK
TIME_1 : - TME_1
OFFSET 1 OFFSET_1
------------- TME_2
- OFFSET_2
--------------- TME_3
............... OFFSET_3
............... T|ME_4
--------------- OFFSET 4

Figure 20: Compressor function block from the APROL library
This function block must be configured like this:

The process variable to be processed is connected to the VALUE input. The compression interval is
defined using TIME_1. The offset for starting the compression interval can be specified with OFFSET_1.

The following values are valid as possible compression intervals: 1, 5, 10, 15, 20, and 30 minutes and
1,2, 3,6, 8,12 hours and 1 day.

If only 1 minute were to be entered on TIME_1, then the Compressor block would write one data record
each minute. This type of data record consists of a timestamp, the current value, the minimum, maximum
and average value.

4 .1.3.2 Data evaluation

The Compressor Report can be started right from the KDE menu or from the overview (only possible
when the operator currently logged-in has the necessary permission).
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) Compressor report - Mozilla Firefox

File Edit

“iew History Bookmarks Tools Help

IjCempressorrepen “ =|':',=' |
%«

ﬂ https:ifaproltrainingd] . bravtemation.co.atPFROJECTS MrainingP roje ct001 fstandard/compressorfindex.clt?lang=001projec=Training A %] 4} ﬂ

APROL Web Portal Compressor repotrt - Filtered

TrainingProject x|

Please select compression interval:
Selected project: TrainingProject

1 Minute (1) 1 Hour (0) 1 Day (0)
5 Minutes (0) 2 Hours (0)

10 Minutes (0) 3 Hours (0}

15 Minutes (1) 4 Hours {0)

20 Minutes (0) 6 Hours (0)

30 Minutes (0) 8 Hours (0)

12 Hours (0}
Created at: + 1340053
Created on: aproltrainingl1
oxt Compressor report
mplate: PROJECTS TrainingProject/001 fstandard/e ompress orfindex. clt Version: 2.1 APROL E 4.0-09 (64Eit)
| itter: project:TrainingProject;

Figure 21: Selecting the time interval in the Compressor Report
The drop-down menu located in the upper area is needed for defining the project.

All possible time intervals are listed, but the time intervals used in the project are displayed with a yellow
font and a link. The number of corresponding variables is shown in parentheses next to the time interval.

Clicking on one of these time intervals brings you to a page for selecting the variable and desired output

value.
APROL Web Portal Compressor repott - Filtered

=
=

Please select variables for compression: 1 Minute / Project: TrainingProject

Column 01 Column 02 Column 03 Column 04 Column 05

Run Serv001_M_ldle State Percem:l RunServ001_M_|dle StatePercem:l RunServi0] _M_IdleStatePercen‘t:l RunSen.rOM_M_IdleStateF‘elcem;I Run Serv001_M_ldleStatePercent

Mean walue :l Current wvalug :l Minirnum :l Maximurm :I i Tet .

Create report

Figure 22: Defining the output value in the Compressor Report
The ‘Select compression interval’link brings you back to the previous page.
10 columns are provided for creating the best possible output log, but not all of the columns have to be

used! The variable and desired value (average value, current value, minimum, maximum or text) can
be defined as needed.
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Variable A Variable A Variable A Variable A Variable B ....
Average Maximum Minimum Currentvalue ...

The [Create report] button is used to create defined columns and display them on the next page in
HTML format.

! | compressor report - Mozilla Firefox

File Edit View History Bookmaks Toals Help
[7] compressar tepor: ][?}
@ [ @ httpsizproluziningd! br-automation.co.atPROJECTS/ TrziningProjecti00T istandard/comp resso fcompressai_day.ct?loop=%24M1_loop:period=day id=M1 %33 TrainingP1oject®2ivbd=1+Minute:cell=%24M1 ~ z] R 3
APROL \Web Portal Compressor repott - Filtered -
i. [‘ % % Q‘ -’ E;E ‘ E‘ oy E ODE(E 09/22/2015 [Compression: 1 Minute] I
Variable: RunServ001_M_ldleStatePercent RunServo01_M_| 1_M_| ercent RunServo01_M_ldleStatePercent RunServ001_M_ldleStatePercent
Runtime system:
Runtime instance:
Field: Mean value Current value Minimum Maximum Text
09/22/2015 00:00:00 975088 96.8672 96.3658 98.1179 —
09/22/2015 00:01:00 974691 96.3658 95,8595 97.9950 —
09/22/2015 00:02:00 97,5085 96,8505 95,7303 g9g.2412 —
09/22/2015 00:03:00 97.4711 96.7393 95.6195 97.9925 =
09/22/2015 00:04:00 97,4994 95.6195 95,8195 98.1203 -
09/22/2015 00:05:00 97.4141 96.2264 96.1250 97.9950 =
09/22/2015 00:06:00 974643 96.8672 96.3614 97.9925 —
09/22/2015 00:07:00 97,4913 86,7419 95,9950 97.9975 =
09/22/2015 00:08:00 975053 96.9925 96.6128 98.1179 .
09/22/2015 00:09:00 97.4926 96.7458 96,4912 98.1179 —
09/22/2015 00:10:00 97 4507 96.9849 96.2500 97.9950 —
09/22/2015 00:11:00 974631 96.8711 96.2453 98.1179 =
09/22/2015 00:12:00 97 4681 96,8750 957447 98,1203 -
09/22/2015 00:13:00 97,4250 97.0000 95,9950 97.9925 =
09/22/2015 00:14:00 97 4668 96.8711 96.4912 98.1203 —
09/22/2015 001500 a7 44 sh geT a5 245 ag 120 — 2

Figure 23: Displaying the desired compressor data

There are a few buttons above the table which allow you to navigate the database chronologically.

Icon Description

@ [Calendar] — Allows you to select a day in the
calendar

E [Today] — Selection of the current day.

E [Previous day] — One day back.

E [Next day] — One day forwards.

The lines in the table are used to show separate data records, made up of a timestamp and the individual
values.

Simply click on the respective value if one of the values must be changed manually (e.g. because the
value was recorded incorrectly due to a faulty temperature transmitter).
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! |5 changefinsert a record - Mozilla Firefox ==

[ﬂ httpsi/aproltraining01 .br-autemation.co.atPROJECTS/TrainingProject: ]

N

Change/insert a record:
Date 09/22/2015
Time 00:08:00

Compression M1

Name TrainingProject/RunServ001_M_ldleStatePercent
Field Value New™")

Current value 96,9925 80

Mean value 97.5053 79

Minimum 96.6123 78

Maximum 981179 a1

Text = Pl 345

*) Old value will not be changed, if field is left blank!

Audit Trail information
Operator aprol
Reason of change [required]: Sensor defect]

Save Cancel

Figure 24: Window for changing a value

As can be seen in this image, any value can be changed in a data record. A window is always shown
where any value from the data record can be changed.

If a change is made, then a text must be entered explaining why the change was made. The [Save] button
is used to overwrite the value in the database. This process is simultaneously logged in the AuditTrail
(text stating the reason, timestamp, operator, value change and project name).

Value changes can be viewed using the action filter Modification logging data in the AuditTrail. Addi-
tional information about this is provided in the AuditTrail section in this training module!

Three output formats are available, e.g. for creating a daily log: HTML, XML and CSV

An HTML document of the page which is displayed can be obtained with the save function of the
browser being used. This allows you to further process the Compressor Report data using an HTML
editor (MS FrontPage, Macromedia Dreamweaver, etc.).

You can also make an XML version by right-clicking on the [Save compressor data as XML file] button
and then saving with the save function of the browser being used.
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| = i Date:| " [Compression: 1 Minute]
~| [, Open Linkin New Tab

Cpen Link in New Private Window

ung  oockmakThisLink en001_M_IdieStatel

Ris| Save Link As...

Copy Link Location

urre View Image num

3.86] Copy Image 59

336 Copy Image Location a5

3.85 93

[Eis] Save Image As...

373 95
Email Image...

3.61 95
iew Image Info

3.22 50

3,86 Inspect Elernent (Q) 14

Figure 25: Saving XML

The created file can be viewed and (if necessary) further processed using XML-capable programs
(Kwrite, MS Word, etc.).

) 8 Mozilla Firefox - ox
File Edit Miew Histoy Bookmats Isols Help

psdfaproltraining . p_reduced=tiue;nmax=0 | 9=

@« [ @ hnpsi/aprolainingdl br-autemation.ce. aVPROJECTS/TrainingP iojecvD0] /standard/compressor/compressar_day_xml.clt?loop=%24M1 _laop;period=day:id=M1 %3aTrainingProjecth2fivba=1+Minute;cell=%: | ¥ z] U3

This XML file does not appear to have any style mformation associated with it. The document tres is shown below.

— <CompressorData>
- <record date="09/22/2015" time="00:00:00.000" id="M 1. TrainingFroject/FunServ001_M _IdleStateFercent'>
<field name="system_mst'>RunServ001</field>
<field name="system_name">Runtime 001 Server Training</field>
<field name="min"'>96.26591229111328</field>
<field name="avg"'>97.50877562192045</field>
<field name="max">98.11794281005859</field>
<field name="val'>36 867164611816 41</field>
<field name="validity'>100.00</field>
</record>
- <record date="09/22/2015" time="00:00:00.000" id="M 1. TrainingFroject/RunServ001_M_IdleStateFercent'>
<field name="system_inst'>RunServ001</field>
<field name="system_name">Runtime 001 Server Training</field>
<field name="min"'>96.36591329111328</field>
<field name="avg"'>97.50877562192045</field>
<field name="max">98.1179428 1005859 </field>
<field name="val'>36 867164611816 41</field>
<field name="validity'>100.00</field>
</record>
- <record date="09/22/2015" time="00:00:00.000" id="M 1. TrainingProject/Fam3erv001_M_IdleStatePercent'>
<field name="system_inst'>RunServ001</field>
<field name="system_name">Runtime 001 Server Training</field>
<field name="min"'>96.36591329111328</field>
<field name="avg"'>97.50877562192045</field>
<field name="max">98.11794281005859</field>
<field name="val'>36 867164611816 41</field>
<field name="validity'>100.00</field>
<frecord>
https://apraltrainingd .br-autamation.co.ayPROJECTS/ TrainingProje cv01 _day_xml.c.. "RunSen001_M_ldieStatePercent "RunSen00t _M_| . project=Trainingl E 0 v

Figure 26: Example of an XML document

After calling the CSV version, you are queried about whether the CSV document should be saved or
opened. A file must be created if you plan to further process the data. This file can then be imported to
the spreadsheet program and made into e.g. a daily log or a diagram.
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Tagesprotokoll —— Aktueller Wsrt
—— hiittelarert

| rinimLm
Wert

fdaimum

| 10s Tagesmittelwert: 99,111

Tagesmaximum: 100
Tagesminimum: |9 2233

~| 100

- 95

~| 90 1+ i

l a0 ‘ hI I

00:00:00 01:40:00 03:20:00 05:00:00 06:40:00 0: 20:00
[ [ | | [ |

g5

i Fﬁr.ﬂa'\"'] [*'"'“dj“ A \“‘" i “"“"“‘ﬁilﬂ-f'-ﬂfl*" f ‘JF'H““"l'Hﬂ"“'u” "‘ ” |“'1 1 1l l

Figure 27: Example of a diagram from the CSV document
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4.1.4 PDA Report

The PDS report shows data records which were recorded by PDA blocks in a list. By using the PDA
blocks which can be created individually, customers can save exactly the data which is necessary for
further processing in customer reports.

4.1.4.1 The PDA block

Before a PDA database can be read, the data must be recorded using PDA blocks. These blocks can
now be stored individually in a customer-specific library. Open the desired library in the CaeManager
navigation 'libraries'. A new block can be created by pressing the right mouse button and selecting the
"Process Data Acquisition Block ..." function.

Create part * |mm Directory ... ﬁ
] Copy Ctri+C # Graphic Block ...
[7) Paste Ctiv { 7 Function (C) ...
3 Delete Del i i Function Block (C) .. E] H @
@ Remove Deleted = Function (ST) ... re/Controller 01 H@
B Undelete £ Function Block (ST ... fencinaroirainingol)
dfe Rename ... F2 i~ Function Block (SFC) ... B
% Import Project Parts ... & Hyper Macro .. CF| Ck [, wh b4 ‘e E
[ Export Project Parts ... { i UCB Block ... [ compilation time | co
4 check .. F= Frocess Control Block  # Frocess Data Acquisition Block ... |
B3 Activate .. F7 BY Python Module ... i i ChronoLog Trigger Block ..
&3 compile .. Fe nh Global Library Header ...
£ Deactivate ... Shift+F7 T C Module ...
ﬂ Reactivate (Active Version) ... _ﬁ- Library Type Definition ...

Figure 28: Creating a PDA block

inputs can now be added to the block as desired, in order to save the data record (later in the project)
as it is needed. Exactly this table will also be available for SQL statements.

| PdaOrdol
10x19

3 trigger
Wt

BN rec_rate

I equip_id

O

[ startorderts
I endsetupts
I endorderts
Il replynr —
M usernr

Il modtype

Il modeyctm
M ordermodecnt
Il modcntok
Il modcntnok
M fpy

O

OOo00o0o0doooooogong

Figure 29: Example of a PDA block
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") Note:

Only pin names in small letters are allowed, because of the ChronoLog mechanism rules. This
is checked by a validator.

4.1.4.2 Evaluation of the PDA data

The PDA report can be opened from the KDE menu or the overview (APROL web portal). All PDA records
of the current day are displayed in a list when the report opens. In the left area, there are filters and
selections for the data records which are required for analysis.

' Y
J,’ [7] PoArepon x | g8

\(- | @ hmpsiifbupa02s.brautomation. co.a¥PROJECTS/D emoProject00] istandard/p dalpda. ct?lang=001 projec=DemoPojectaprep_teduced=tue v c| 3+

APROL Web Portal PDA report (Reduced view) - Filtered

Block view = [i 1m % " @| - T H] T LY | 3] @ 09/24/2015 00:00:00 % - % 09/24/2015 24:00:00

Equipment view [ms] 100 Results / Page

Apply »

ElEsl Time « a Library Equipment

E® Oam

E® Oawm 09/24/2015 12:36:16.000 Q. PAL FPDA_default

Em Oewm 09/24/2015 12:36:14.000 a, PAL PDA_default

[ 0 poA_defaut 09/24/2015 12:36:13.000 a, PAL PDA_default

5 ® paskmLot 08/24/2015 12:36:12.000 Q. PAL FDA_default
09/24/2015 12:36:02.000 Q, DA BM
09/24/2015 12:36:02.000 Q,  PDA BM
09/24/2015 12:36:02.000 Q,  PDA BM
09/24/2015 12:36:02.000 a, PDA BM
09/24/2015 12:36:00.000 Q. PackML PDA_dsfault
08/24/2015 12:36:00.000 Q. PackML FDA_default

Figure 30: PDA report

The detail view is opened with the magnifying glass, in order to view a single data record. This report
can be used to check if a data record has been stored correctly. This means a lot in the development
phase of a project.

This data is procured later in customer-specific reports.
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Process data acquisition block (PDA) [] = « Record of a Tloating point value [ ] + « 001:Process data acquisition block (PDA) [] + - 001:Process data acquisition block (PDA) [] + « |

Laser 21935 B415 7885
Laser 31897 8415 7895
Function 3369 6415 7895
Barcode 21834 8415 7895
Laser 2765 14127 6365
Laser 2765 2654 6365
Function -1 2654 6365
Function5 -1 2654 6365
Functiond -1 6365 2654
Function3 -1 2654 6365
Function2 -1 6365 6365
Function1 24278 2654 6365
Barcode 31035 2654 6365
Barcode 16450 2854 6365
Laser 31297 6415 7895
Laser 9584 B415 7895
Function 400 6415 7895

Figure 31: Details about PDA data
4.1.5 SFCLogging report

This is data from the Sequential Function Charts in the runtime system. It is interesting to know when,
how long, etc., the steps of a logical sequence (also see step sequence) were executed. This information
should be used for optimizing production processes and analyzing problems.

APROL Web Portal SFCLogging report (Reduced view)

RO STEDRE DR aoez0s000 55 - BB 24.00.2015 24.00.00 [ms]| 100 Results / Page

Time + a D E S C Library Block Object name Object type Control Value Duration
= a» =k = | Lirary 7| Object =l
24.09.2015 11:30:02.595 % @ © — none none Set_home_pos2 [ Step Active Tipr & -

Begin: 2015-08-24 11:29:59.603
24.09.2015 11:30:02.595 = ® @ — none none Stop_2ndConveyor ] Step - Pause: 0m 0s

Duration:  0m 2.492s

Begin: 2015-08-24 11:26:24. 253
24.09.2015 11:30:02.595 e & & = none none Stop_transport_storage [ Step — Pause: 0m 0s

Duration:  3m 37.841s

Transition
24.09.2015 11:30:02.095 O] - Check_plant Transition - -
0 5 ¥ @ none none echk_plan == proceeded
24.09.2015 11:29:59.603 % @ 0 - nome none Stop_2ndConveyor [ Step Active Tip: R —

Begin: 2015-09-24 11:28:03.174
24.09.2015 11:29:59.603 & @ @ — none none Empty_2ndConv [ Step - Pause: om 0s
Duration:  1m 55.938s

Transition

24.09.2015 11:29:59.113 ®) — none none Check_empty 2ndConv Transition — —
% v @ —empty - proceeded

24.09.2015 11:28:03.174 s O O — |none none Empty_2ndConv [ Step Active Tip: & -

Begin: 2015-09-24 11:28:00.174
24.09.2015 11:28:03.174 = & ® — none none Stop_Distributing_2ndConv  [[1 Step — Pause: om 0s
Curaticn:  0m 2.499s

. Transition
24.09.2015 11:28:02.674 O - Check_stopDist Transition - -
5 ¥ @ none none eck_stopDistr =+ proceeded

Figure 32: Typical SFC report
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4.1.6 ProcessData Report

The ProcessData Report is used to read any process data located in the losys (global database) online
and to save the data as an HTML or CSV document. After logging in successfully via the authentication
dialog, the user arrives at the selection page for the process variable(s).

! |8 ProcessData report - Mozilla Firefox = O =
File Edit Wiew Higory Bookmads Tools Help
{7} ProcessData report ][ Es }
« [ﬂ hitps:fiap iningd1.b co.avcgi-bi itQuery.pl P13ng=001; untimesyste m=runtime ~ z] 4
ProcessData report APRO',
Querying current values of process variables from server: aprolti 01.br-automation.co.at, Runti system: runtime

Please preselect process variables
Mask: * losys port: o -

Accept

Select process variables to be queried

AL=001-CLIENTS

AL=001-REDU
. . AL_001_Compressed_Air_ack
Selecting process variables ALZ001” Compressed_Air_ackbel
(multiple selection possible) AL_001_Compressed_Air_bellcnt

AL_001_Compressed_Air_locked
AL_001_Compressed_Air_prio_0

AL_D01 :Cnmpressed_Alr_evcnt

File containing list of process

) Optionally with absolute path on server, default extension = "Ist"
variables:

Select format for display

Stylesheet: 001 -iosinouthtml xsl |
Server-based storage of the result of the query to Extension (html/csv) will be completed. File in directory for web report of the runtime
file: system

Start query

AFROL R 4.009 (4Bit), © 1985-2015 Bemecker + Rainer | ndustris-Elektronk Ges.m b.H
GGl losInitQuery.pl, Version 1.1.1.1
XSL: icsinithtmls]. Version 2.0

Figure 33: ProcessData report selection page

A mask/filter can be entered in the first page to limit the amount of process variables shown for selection.
It is important to define the losys port when multiple control computers are used and therefore, the
process variables are located on different control computers or RUNTIME systems.

") Note:
*
The losys port is configured in the respective APROL system.
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APROL system type: M@ Runtime system

Assigned Runtime system:

[%| Default Runtime system
[ Runtime system with integrated operator system

[] local losys for Gateway system

Language: [EGerman |v]

KDE configuration: | Basic -

Control Computer assignment;

Instance CC-Account |Control Computer Redundancy |Password g%‘
1 |[RunSen00] runtime [ 001.Server Trmg (Sever00!) || %
(] i | (1)

Figure 34: Parameters of the APROL system

The [Accept] button is used to activate the selected mask and the losys port. The next step involves
selecting the process variables to be displayed. One or more variables can be selected (mouse click +
CTRL key). You can then select an HTML or CSV style sheet depending on how you choose to process
the data later. After setting HTML output and confirming your selection by clicking the [Start query]
button, your screen will look something like this:

! |8 ProcessData report - Mozilla Firefox

File Edit View History Bookmaks Tools Help

" ProcessData report qn

ﬁ [ﬂ https: ining01 b ion.co.aticgi-binflosin Out.pl?lang=001 ing01 b co i port=0&r 007 _M_T vz] RS ‘
ProcessData report ‘pm,,

Current values of process variables

Server: aproltraining01.br-automation.co.at Time of query: 08/22/2015 14:16:13 CEST

Runtime system: runtime losys port: 0

RunServ001_M_TotalMemory REAL 15989.62890625000 Valid Net remanent
RunServ001_M_TotalSwapMemory REAL 2046,998083750000 Valid Net remanent
RunServ001_M_Uptime INT 616841 Valid Not remanent
RunServ001_M_UsedMemory REAL 13121.44140625000 Valid Not remanent
RunServ001_M_UsedRootDiskSpace REAL 88781.16015625000 Valid Net remanent
RunServ001_M_UserStatePercent REAL 1.756587147712708 Valid Not remanent

Mew guery of process variables

Back to overview page

APROL R4.009 © 19952015 B ker+ Rainer Industrie-Elektonk Ges.mb.H.
GGl losinOutpl, Version 1.1.1.1

KML: loslnOut, Version 211025

X EL: iosinouthtml xsl, Vemsion 2.0

Figure 35: HTML display of a ProcessData report
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This type of report can be saved again as an HTML document and then further processed according

to your needs.

The second method for a ProcessData Report would be to export the data to a CSV document. The
process variables are selected like earlier. The CSV format is then defined as style sheet.

The same button [Start query] is then used to continue and a location is requested for saving the file.
After being saved, the document can be integrated in a spreadsheet program and further processed for

a log or something similar.

Process variable Type Value
aprolpc_TimeString STRING '09/22/2015 PM 04:36:27"
aprolpc_TimeZoneString STRING STRING
aprolpc_TotalMemory INT 1034824
aprolpc_TotalSwapMemory INT 1052216
aprolpc_UsedChronolLogDiskSpace INT 125096
aprolpc_UsedMemory INT 1003852
aprolpc_UsedRootDiskSpace INT 19599632

4.1.7 Customer-specific report

Customer-specific reports are incorporated with this link. A separate seminar explains how to crate them.

! [ Customer - Mozilla Firefox

File Edit View History Bookmaks Tools Help

£ cumamn [ %]

4@ [ﬁ ps: b i aVPROJECTS/TrainingF o] ? P TrainingProj

Customer reports

Customer

Figure 36: Customer reports
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4.2 Interaction reports

These are reports which handle actions. This is important in the runtime and operating environments
(action logging: Who did what, when from where), and also in the engineering environment (what was
saved, compiled, loaded, ...). Because of this, the following reports are available:

Description Description

AuditTrail All actions in the runtime and operator environments are
available in this report. All actions in an operator environ-
ment such as entering values, alarm handling, etc. are
logged and saved.

ChangeControl Report Many changes are made when an APROL is created. Each
of these actions (versioning, saving, activating, compil-
ing, ...) are recorded here and can be traced.

Build report The result of compiling something is that something must
also be created (built); see task for the controller for exam-
ple --> machine code). These actions are listed here.

TargetControl report If something was created, it must also be loaded and com-
missioned. All downloads to different targets such as con-
trollers, control computers, operator stations, ... are main-
tained here.

Shift logbook The shift logbook is available for the engineering, runtime,
and operator environments. Actions such as service, device
exchange, etc. are noted by the service employees. The
course of the project can be documented in engineering.

") Note:

Web queries which are located in the runtime system and have already been discussed are
also provided in the engineering system!
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4.2.1 AuditTrail Report

G Who did what, when, where and how? (solely the why is not to be registered)

4.2.1.1 FDA Regulations 21 CFR

The rules of the FDA regulations 21 CFR (Code of Federal Regulations) must be mentioned in this
context. These regulations are worldwide mandatory for each company and their locations which produce
for the US market.

Part 11

Since August 2003, the standard 21 CFR, Part 11 has been used to regulate how electronic data is
handled for the validation and inspection of systems and processes in the pharmaceutical, cosmetics
and foodstuffs industries.

With the Part 11, the FDA comes up to the expectations of the gathering of information technology (in-
dustrial IT) for the fabrication and distribution process. A clear and explicit demand is that if comput-
er-supported systems are introduced into existing plants instead of manual processes, neither the quality
of the products nor the quality assurance is allowed to be impeded in any way whatsoever.

The regulation 21 CFR Part 11 demands a conclusive process documentation if it is partly or entirely in
electronic form. Both the recording and storage of the data is referred to.

All relevant processes and interventions must be documented completely and available for viewing at
any time. A user management regulates the rights and electronic signatures.

GAMPS5

GAMP (Good Automated Manufacturing Practice) was called into life in the late 80s as a forum for the
industry. One of the main goals of the GAMP forum was to design a guideline for suppliers of automated
systems in the pharmaceutical industry.

The requirements of the European and north American inspection authorities were taken into account for
this. The first draft was authorized in 1994 by the GAMP forum and sent to suppliers and interest groups.

GAMP 2 followed in 1996, GAMP 3 in 1998, GAMP 4 in December 2001, GAMP 5 in February 2008.
Many initiatives of handling the implementation:

The manner in which these specifications must be implemented for development, production, quality
control and sales was determined by a variety of initiatives regarding the fields of economics, technology
and science such as GAMP, GMA/NAMUR and APV.

4.2 1.2 General information

As mentioned earlier, the AuditTrail tracks all actions. These actions are given a timestamp defined by
the system time.
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The following actions are logged into AuditTrail:

*  Overview of all actions

* Alllogin actions for APROL own security login systems

» Interactive process control (actions in the process(es) via the DisplayCenter)

+ External process control

» SFC actions (operating the SFC, e.g. jog mode)

»  System control (actions from the StartManager, etc.)

»  Controller management (amongst others, ControllerManager actions such as Watch, logbooks,

forcing, ...)
»  Alarm Management --> locking/releasing alarms (open alarm line, acknowledge/lock alarms,
...)

»  Parameter history (recordings to parameter downloads, recipes, etc.)
* Log data modifications (modifying logged data, etc.)
* Unsuccessful actions (e.g. login rejected, ...)

Data is recorded without any extra configuration and contains all of the main data such as the timestamp,
unique operator ID, and operator the terminal as well as detailed information concerning the respective
operations and records.

This WEB based reporting provides predefined views for evaluation. Clear and meaningful reports
which provide the required proof can be created using the filter technology. Platform independence is
provided with the use of XML queries. This guarantees the use of reports in office environments.

It is also possible to start the AuditTrail directly from the process graphic. This allows the user to directly
analyze the desired actions.

L1 @ pisplayCenter
File Wiew Goto Alarms Login  Help

- w = [& AlarmReport F4

— H:g }EE % = Wl Trendviewer FS
K] 4 Host: aproltraining0l & sFCviewer
= ]
Elx I fill ParameterCenter Shift+F4
E 293 -> 0971 AuditTral Shift+F5
o D.g{){ <~ USI‘Ie - -
[a) ?b APROL System Diagnostics Manager

ShiftLogBook

. .. ['# Process data trends
L Shift+F&

Lo Virtual Keyboard

Virtual Keypad Shift+F7
P

Figure 37: Starting the AuditTrail from the DisplayCenter
4.2.1.3 Calling up AuditTrail data

After logging in successfully via the authentication dialog box, the user arrives at the start page for
AuditTrail.
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! 2] AuditTrail Selection of report - Mozilla Firefox
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[5] AuditTiail Selection of report b

€ B [ & hrpsiiaproltiainingd brautomation.ce.atP ROJECTS/TrainingProject0l /standard/actiondindex. clt?lang=001; projece=TrainingPoject:apiep_reducad=tue v zl 4 &

| ol fad[[E)]| & =

BDEIOTEE %Ht PRAAS TETOOREE EETOOEETE = iwm
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[C] selection of report:

|7 Survey of all actions

§ security login
U Interactive process control
+— External process control

& SFC control

@ System control

§§ Controller Management

A Alarm Management
[l Parameter history
. Modification of logging data

* Fail actions
Created at: 09/22/2015 14:29:13
Created on: aproltrainingd
Repoit: ConfiguationCentrel
Template: /PROJECTS/TrainingProject/001 standard/action/index. elt Version: 2.5 APROL R 4 0-09 (64Bit)
Filtex: project TrainingProject;

Figure 38: AuditTrail start page

The points which can be seen in the image here are the action groups that can be selected as filters by
clicking on the respective option. (Security login, interactive process control, ...)

The [Survey of all actions] link brings you to the next page where all actions from the current day (00:00
— 24:00) are displayed.
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Figure 39: AuditTrail parameters page

This page is made up of the following sections:
»  Defining the time range
»  Setting the filter
» Displaying the respective actions

As mentioned earlier, the current day (00:00 - 24:00) is automatically entered when this page is opened.

The desired time range can now be entered directly in the field or selected using the corresponding
button.

Icon Description
Select date (in a pop-up window)

Calendar for selecting a day

Current hour

Current day
Current week

Current month

CHIENCEEIR

TM813 - APROL Web Portal i




The APROL reports

The following window appears by pressing the [Select date] button:

FE) - FE) s 24.00:00
? September,| |

wk |Mon Tue Wed Thu Fri =at =un _
38 1 2 3 4 5 61
gl | 8| g 10| 11( 12| 13|
38| 14 15 16 17| 18 19| 20
38 21 22| 23 24 25 26| 27 .
40| 28 29 30

Time: 00 : 00 now

Select date

Figure 40: Window for entering date and time

It is also possible to shift the selected time range. There are two ways to do this, each with a variety
of individual icons:

Shift time range according to calendar:

Icon Description

Previous month
Previous week
Previous day

One hour backwards

One hour forwards

e s o6 H A E

Next day
Next week
Next month
Shift time range to period of time:
Icon Description

One month backwards
One week backwards

One day backwards

i I
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Icon Description

One hour backwards
One hour forwards
One day forwards
One week forwards

One month forwards

I I OIS

The [Update] button is used to reload the defined time range. To reverse the chronological sorting of
the actions, simply click on the [Reverse sorting] link or on the link on the[Time] column.

The actions displayed can be limited in the top right part of the window. The actions from all projects are
shown if "Project..." is selected from the drop-down menu.

") Note:

*
If the task exceeds a specific number of actions, then the actions are distributed throughout
multiple pages.

If a filter is set, then the output is limited by this filter.

All (with read permission) Security login : Logout
Security login
" Interactive process cortrol
External process cortrol
SFC cortrol
System cortrol Action +
Alarm Managemenit
Parameter history
Cortroller Managemenrit
Madification logging data .
Redundancy Login
All failed actions

i =| security login : Login a 29 |

[Eee———

Figure 41: Set filter

To reset the filter, it must be deselected by clicking on it while holding the [Ctrl] key or with the red
button’.

When selecting the Parameter History action group, the details of the respective action can be viewed
in the "Change’ column.

This sample page illustrates a parameter download.
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‘. @ AuditTrail report - Mozilla Firefox L -

-
J’ (5] AuditTrail report % | g8

| € ) & nipsibupanss.br-automation. ce.atPROJECTS/D emoPoje kD01 fstandard/action/parameterdstail clt? date=09/22/201 S&from=15.49:53 B3261il1=15 49.53. MMETER, *lang=0013f \wvc'l + & T B =

APROL Web Portal AuditTrail report (Reduced view) - Filtered

Parameter download details (Back to overview)

show changed only

Paralnst0102 Delayautostart 10000 10000 TIME  Preductioncycle (example: T#2min’) 0 600000 60000 Paralnst0102_Delayautostart_IN No Yes
Paralnst0102 FCO01201SP 2000 2000 REAL  Setpoint Flowcontroller 01201 100 10000 5000 Paralnst0102_FC01201SP_IN No Yes
Paralnst0102 FQo1201SL 110 120 REAL Flowamount FQ01201 100 300 150 Paralnst0102_FQ01201SL_IN No Yes
Paralnst0102 PC01401SP & 7 REAL Setpoint Pressurecontroller 01401 1.5 75 4.5 Paralnst0102_PC01401SP_IN No Yes
Created at: 15:51:10

Created on: bupa0ss

Repoxt: AditTrail Teport (Redueed view)

Template: [PROTECTS/D! 1001 il.clt Version: 23 APROL R 4.0-10 (64Bit)

Filter: project:DemoProject; parametertype:paameterdl;

Figure 42: Sample page for a parameter change

Values that have been changed to a value different than the original value will appear blue.

a Task :
Use an incorrect password when logging in and then try to find this action using the AuditTrail
Report. Give yourself an overview of the entire AuditTrail with all of its analysis possibilities.
Analyze you actions during the entire seminar by extending the time range of the query corre-
spondingly.
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4.2.2 ChangeControl Report

The user which is responsible for critical project changes, for example, can be determined with the
ChangeControl report. This makes it possible to create queries for the following a