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KubepbesonacHocCTb
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KnbepbesonacHocTb

®yHKUMN Be3onacHOCTU B aape
Enterprise Server

BesonacHas 3arpyska (Secure boot
(UEFID)

NHTerpupoBaHHbIM dhanpBon
benbin nuct IP
Cnucok koHTpona goctyna (ACL)

Cuctema obHapyxeHus atak (Advanced
Intrusion Detection
Environment (AIDE)

[OTOBHOCTb K YCTAaHOBKE aHTUBMpYCa
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KnbepbesonacHocTb

Matum ona APROL n OC
AyTteHTudgukaumna LDAP
ABTOpM3auus orneparopos

NHdopacTpyKTypa OTKPbIThLIX KINKOYEN
(Public Key Infrastructure)

LLiIndopoBaHne npoTokonos
BcTpoeHHas gmuarHoctuka rno web

Hoctyn ans 6e3onacHoro
ONCTaHUMOHHOIO 0b6CnyXnBaHus
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XUN3HEeHHbIN UUKN
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APROL penusbl 4.0 + 4.2

2014 — 2015 - 2016 — 2017

2018 — 2019 — 2020 — 2021

APROLR 4.0

AKTMBHaA ¢a3a

¢

®da3bl XN3HEeHHOro UuKna:

‘ AkTnBHas dasa

Knaccuyeckas ¢asa

APROLR 4.2

AKTUBHaA ¢asa
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APROL R4.2 AutoYaST (OC)
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APROL R4.0 AutoYaST (OC)

(PuHanbHbLIN penns —R 4.0-13Px) —

2018 / 2019 2020 / 2021

d » d »
| » - »
| D B : >
R 4.0-13Pn
&« C @ httpsy//www.suse.com/lifecycle/ o B @ ('I.l D
-
SUSE Products & Solutions Support & Services Partners Communities About Free Downloads
LITF Security Vulnerability. Learn More ?
PRODUCT RELEASE EENERAL LTSS ENDS CURRENT VERSION

SUPPORT ENDS

¥ | SUSE Linux Enterprise Server 10 31 Jul 2013 31 Jul 2016 ¥ SUSE Linux Enterprise
¥ | SUSE Linux Enterprise Server 11 31 Mar 2019 31 Mar 2022 ¥ SUSE Linux Enterpr

b | SUSE Linux Enterprise Server 12 31 0ct 2024 31 Oct 2027 4 SUSE Linux Enterprise
» | SUSE Linux Enterprise Server 15 31 Jul 2028 31 Jul 2031 ¥ SUSE Linux Enterprise Serve

o
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mapp* View B APROL

*mapp - modular application technology
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HMI Ha 6ase mapp View

Crangaptbl HTMLS5,
CSS3 & Java script

“Mapp View content” BMmecTo
MHEMOCXEM

Nerkas pa3paboTka C NOMOLLIbHO
BUOXKETOB

2 X Cesne
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MoaynbHaa aBTomatusauma NAMUR/ ZVEI

APROL MTP*

* MTP - Modular Type Package



OKTABPb 2018, FTEPMAHUA

OpkecTpoBKa MOAYbHbIX MPON3BOACTB

[MMNOTHBIN NPOEKT
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MopayrnbHasa aBToMaTmnsaumns 3aBogoB
CuctemHas apxuTekTypa

WHXUHUPUHT 1 cepBUC
(KoHdpurypatop 3aBopa)
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MTP: Modular Type Package

February 8, 2019 Slide 9



A P R O L PERFECTION IN AUTOMATION
A MEMBER OF THE ABB GROUP

MopayrnbHasa aBToMaTmnsaumns 3aBogoB
CuctemHas apxuTekTypa

ABB Orchestration Designer

ollel X20 Controller X20 / CaeManager
vnn Automation
Studio
s
L Bl
Bols,
L I ,

MTP: Modular Type Package
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Csobopa B BbIbope nnatgopmMbl asToMaTU3aLmnm
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Cucrtema coObiTM Ha Oa3e IEC 62682
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 Hosbi BN AlarmMonitor

E . | sEERo e sE@m

Bbi3oB pencnnenta ogHUM KIMKOM
BbI30B cnpaBKkn OAHMM KITMKOM
BbI30B TpeHAa 0gHUM KIUKOM

yJ'Iy‘-ILIJeHO BpeMA OTKITNKA

e OKcnopT NnapamMeTpoB COObITUN

—_— Designed

Designed .
un-suppression

- /-._‘-\
suppression P Retum to

from service G service
OQut of service
Process: N/A
Alarm: Not active
Ack: N/A

E Un-shelve
Shelved
Process: N/A
Alarm: Not active
Ack: N/A

Suppressed
by design
Process: N/A

Alarm: Not active

Ack: N/A

IEC
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APROL

MQTT*

*MQTT - message queue telemetry transport
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MQTT
© dyHkunoHan «unsgatena» MQTT B Buae
dyHKUMOHanNbHOro brioka
© lloopepxka «bpokepay (cepBepa)
obnayHoro npoBavaepa #
MS Azure, AWS, IBM cloud,
©® Wspatenb (Publisher) _
nocbinaeT gaHHble 1 Temy (topic) «bpokepy
© MMoAnMCYMK NOAMUCHLIBAETCS HA TP & finnian) EETEp
Pulistisr PublisHer
Edg_e_corltrgngr L Selejghganiife)l[Sr )
® KnueHta nHnummpyet TCP coeqy WU puslisisr) (Vearr utislishier)
«Bbpokepom» (cepBepom) Yepes nopt 1883/ SO
8883(TLS) ( )
©® QoS (YpoBHu obenyxmneanus 0,1,2)



PERFECTION IN AUTOMATION
A MEMBER OF THE ABB GROUP

OPC UA
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 brnok knnenta OPC UA ans
MOHUTOpUHra DA

 brnok knnenta OPC UA ans
yteHusa/3annucm DA

 bnok knnenta OPC UA ang Bbi3oBa
meTtoga DA

 bnok OPC UA cepsepa

it output pin - CasManager (engin@bupa360) ~
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UHTerpauusa BHewHen Automation Studio
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AprolRemoteExecServer

YaaneHHas Automation Studio

[ns yctaHoBOK Ha 6ase Hyper-V
Automation Studio Edition APROL

Agpecaumst no nMeHn xocTta/nopTa
AprolRemoteExecServer service

OpHa yoaneHHas AS anst Bcex
KOHTPONEepoB NpoekTa
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TpaHcnoHAaepb!
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TpaHcnoHaep (YTeHWE M 3annchb)

X 4 APROL card manager

. ADM ITTO-A-BlOO_D 1 File Reader Login Help

X wY W
e paguo4vacToTHas naeHTUdnkauma RFID [

T4 MultiTech Mano

e [lpousBoacTteo 'epmaHus { | us port

Chip-ID:
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TpaHcnoHaep (YTeHWE M 3annchb)

X 4 APROL card manager

« S5ACCRFID.RW00-000 i B L E
(ELATEC TWN4 MultiTech Nano)

x WY W

Reader type:

e paguovacTtoTHas ngeHtndpukaumsa RFID

USB port:

 [loctaBwuk : B&R
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JoKymeHTauus
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[okymeHTaumsa

« APROL R42 Y1 _
CompleteDocumentation_001.pdf
Y1 - APROL complete

e > 7000 cTpa )
Tparid documentation

*  YNoOHbIV NOMCK NO KNOYEBbLIM CroBam

Version. APROL R4.2-03

e AkTyanusauus pucyHkoB ans Bepcum R
4.2

Downloads

Rezults Filter by:

All values in this manual are current as of its publication. We reserve the right to change
e R o the contents of this manual without notice. B&R Industrial Automation GmbH is not li-
able for technicalleditorial errors or incomplete information in this manual. In addition,
B&R Industrial Automation GmbH shall not be liable for incidental or consequential damages

- — PR — [ S ———
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« APROL D6 - Security

D6 — Security
* ConepxuT on1canme BCex HaCTPOeK Extended Engineering (APROL R4.2)
Oe3onacHocTU

Version: VDraft (2018-10-22 11:28:34)
 PekomeHgaunn nonb3oBaTensam no
HaCTpoMKe 3alLULLEHHON CETH

Bewahrte Praktiken zur
Aufrechterhaltung der
Cyber-Sicherheit bei APROL

Whitepaper

Version: VDraft (2018-10-16 13:31:25)
MAAPENGI40-GER
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* npuMeHeHue INeKTPOHHbIX 3anMceun n
ANIEKTPOHHbIX nognucen BMecTo
6yma>|<|-|b|x AOKYMEHTOB.

Process control sys-
tem APROL R 4.0

Declaration of conformity
Electronic records /
electronic signatures

Version: R 4.0-09 (release 4.0/ Build 09)
Model no.: -
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COBEPLWUEHCTBO B ABTOMATU3ALIUA
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