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Requirements / Goals

Training module based on:
= WIinCC OA Basic Training (5 days)

Goals to achieve:

= Introduction into the basics of distributed systems
= Implementation of a distributed system
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Motivation:

= Geographically distributed systems (i.e.: Intelligent Traffic systems,
Factory plant automation, Master Control Centers, ...)

= Distributed systems as the solution to reach:
= Increased performance (parallel processing, load sharing)
= Increased availability of the whole system
= Better flexibility and scalability

Distributed systems in WinCC OA allow to connect two or more autonomous WinCC OA systems
via a network. Each system can process and display data (values and alerts) of other systems. You
can also access online values, alerts and history of each system by using distributed systems in
WinCC OA ("distributed database"). When you access remote DPEs the datapoints of the sub
systems are not copied to the local system. This means that the datapoints are not multiplied and
you can only access the system when a connection to this specific system exists.

A WInCC OA system in this connection is a server on which an Event manager is running on (this
means not necessarily a complete project). In a redundant system both redundant running servers
are considered as one system.
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Approach:

= Each system will on the one hand keep its process data in its local database.
On the other hand each system may access process data from other
connected systems via a distribution manager (read and write).

Used interfaces:
= TCP/IP, UDP

Distributed systems in WinCC OA allow to connect two or more autonomous WinCC OA systems
via a network. Each system can process and display data (values and alerts) of other systems. You
can also access online values, alerts and history of each system by using distributed systems in
WinCC OA ("distributed database"). When you access remote DPEs the datapoints of the sub
systems are not copied to the local system. This means that the datapoints are not multiplied and
you can only access the system when a connection to this specific system exists.

A WInCC OA system in this connection is a server on which an Event manager is running on (this
means not necessarily a complete project). In a redundant system both redundant running servers
are considered as one system.
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Advantages of distributed systems

Flexibility

= A distributed system may be powered up or down step by step,
also software updates to new releases could be done step by step,
without shutting down the whole system

Cost efficiency

= Some affordable ,normal” systems instead of one very expensive
~Super” system (server hardware)

Increased performance
= Parallel processing, load sharing

Fault tolerance
= Increased availability of the whole system, reduced downtime
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Required Components

WinCC OA:
= Starting with version 3.0
= Suitable license (shield-file)

Other:
= TCP/IP network
= Correct working DNS resolution
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As a ,network" in the connection of distributed systems we understand a static definition of one or several
point to point connections between two or more WinCC OA systems. The definition of these logical
connections is done in the config file of each system. There is however no specific entry which particular
network protocol will be used nor the kind of topology that is used for building up the network.

The coupling between the WIinCC OA-Systems is done via a distinct distribution-manager (Dist). A
Distribution manager may exchange data between WinCC OA systems by using individual logical connections
to other distribution managers. In the above illustrated showcase the System 1 may exchange messages with
both System 2 and System 3. However the System 2 may not exchange data with System 3 because there is
no logical connection built up between their two dist managers.

The dist manager will establish the connection to other systwms transparent to any other manager. By doing
so a Ul connected to System 1 may directly retrieve data from System 2, without the need of knowing where
the system is or how the connection should be established

Furthermore the dist manager is responsible for the exchange of the DP-identification tables and the
monitoring of the established connections to other dist managers.

Hints:

WiInCC OA-systems, that wants to exchange data with other systems must have a direct connection to each
other. That means there is no routing spanning over system boundaries to indirectly connected systems.

That is the reason why in the above showcase there is no way of retrieving system 3 - data from within system
2 (or also the other way round) because they are only connected indirectly over the System 1 but the
messages will not be routed.

Each WinCC OA system must have a unique system name and a unique system number.
The numbers of languages has to be equal on all connected systems.
However it is possible to connect systems with different releases of WinCC OA.

The creation or deletion of datapoints with the PARA module is by default only allowed for the local system.
Also all attributes of the _common config (i.e. alias, unit, etc.) may only be changed for the local system.

Group-alerts my only contain alerts of one system (local or remote systems).
An SQL-query is also restricted to only one system (local or remote).
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Note:

1)

2)

3)

4)
5)

In WinCC OA each manager can be identified throughout its manager type, the manager number
and the system number on that the manager is running (in case of a redundant project there will be
an additional replica-name). By using this identification method each manager can be addressed
easily in a distributed WinCC OA system.

The only requirement existing, for sending messages from a source-manager to a destination-
manager, is the direct logical connection between the two systems (keep in mind: no routing that
spans over system boundaries)

In our case the query of a certain value from system 1 to system 2 will cause the following
message telegrams:

The Ul on System 1 sends a query to its Event manager (EV) “give me the value of a
datapointelement xyz from System 2”

The EV from System 1 has no knowledge about this datapoint (because of the local holding of the
process-data) and will forward this query to its Dist manager.

The Dist manager from System 1 will now check whether there is an established connection to the
Dist of system 2. If this was configured by the user (as an entry in the config file) the message will
be forwarded to the dist of System 2.

The Dist from System 2 takes this query and forwards it directly to its local EV.

The EV on System 2 is aware of the data and the answer will be sent back to the Ul on System 1
using the same methods only in the other direction.

When you are using a dpConnet() instead of a one-time-query (dpGet), there is the possibility
that the network connection between the two systems may be lost. However the once established
dpConnect will not be discarded but the value of the connected remote systems datapointelement
will be marked as invalid during the downtime of the network connection.
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SIMATIC WinCC Open Architecture

Exercise

www.etm.at
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g Exercise

= Configuration of a distributed system consisting out of three hosts

= System 1 <alpha> shall have permission to access all the
data points of the other two systems

= System 2 <beta> and System 3 <gamma> are not allowed to
access each others data points
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# Create the first project...

£ New project R[=]
— Steps  Selecting project type
Project type S .
setting & MRS .
General ©) Remote Ul praject £ New project <alpha> x
aetiinge © Redundant project (first redundar Steps General settings
S:t;:‘rrw]lzged ( opy redundant project (second Project type Froject narme ialpha |
e setting s
Create iy & I Languages English -
project ) Redundant distributed project s:t:iiraa {1 selected) Finnish - Finland i
() Remote driver project ’ RENE s anadan I
Distributed French - France
() Setting up a client wia remote ins settings French - Switzerand
E Create German - Austria
—— — <projectDirAlpha> o
5 Mew project <) Rroj b , Bl
[ :
~ Steps Settings af the n roject |D:/projects/ |
P"I’[JEC‘ type (SYSW"' numﬁ%ymem name:<alpha> ote installable Runnahle [] Pwd-protected
setting
— Connected Systems
General r -
=P ﬁ Mext = ) C |
settings reviou BX ance
Distributed
settings
Create
project Pa— 2
Redundant Redundant net Number 2 3l
Host 1 Host 2
it
Distributed project < Pre\n'ausi Next > i ianca\ I
e

Note:

Keep in mind that each system has to have an unique nhame and number.

In the above exercise the system-name is alpha and the system-number is 1.

Because this is our first system the list of connected systems will stay empty (the other systems

will establish the connection to the alpha system).
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£ New project )
— Steps — General settings <beta>
Project type Project name: ialpha |
v setting : - :
o | Languages: English - US
eneta : -
; {1 selected) Finnish - Finland
SEIIII’?gS French - Canadian [
Distributed French - France
settings French - Switzetand
Create German - Austria
project German - Germany i
— 1 l<projectDirBeta> 2
5 New project Lym iD'Ipmjectsf |
- Steps — =ettings ofthe ner Joroject | |tallable Runnable [ Pwd-protected
Praject type System number: i2 g! ystem name:!<beta> ~— |
setting - - ‘W
— Connected Systems Sl [ Mext > ] Cancel ]
General ~ ___—"
¥ settings
Distributed
settings
Create
roject —
A Redundant Redundant net MNumber. |2 {ﬂ- =
Host 1 Host 2
® | )
Distributed project [ < Pravious ] [ Maxt = ] [ Cancel ]

Note:

The second system is also getting an unique name and number (the system-name is now beta

and the system-number is 2).
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Ordner suchen

Choose a Folder

[C3) Program Files
= ) projects
Sl <aipha> |
() kin
|5 colorDE
[£5) config
® ) data
o db
(22 dplist
# [ help
# (3 images
(2 log
[(_T I |

— Steps — Settings of the nes i project ——<beta> —
Project type System number: |1 E' Systern name: |alpha| |
¥ setting — : :
Gane] — Connected Systems
settings
| Distributed
settings
Create
project i
Redundant Radundant net Number: 2 {ﬁl =
Host 1 . ;30_5@_27—_
@ ||
ﬁé. |

Distributed M

[<Prew0us] [ Mext = ] [ Cancel ]

ﬂ/

[
3l

[Neuen Ordner erstellen ] ( oK 3] [ abbrechen ]
~—

Note:

By using the file-selector the user may select the project dir of the remote system where the
connection should be established to. (The whole path itself is not needed, only the hostname is
retrieved — if one already knows the hostname in advance it may be also enter manually into the

text field).
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— Steps 1 Settings of the new own project
Project type System number. |2 'g-j System name: <beta>
setting = S—
= — Connected Systems
General
settings
Distributed
settings
c ==
reate >
1
prejes = darit Tedundant net Nurmter 1 el —
<alphaHost> Tl . )
mew project m I
— Steps — Settings of the new own project - : = P
Project type System number: I2 g System name:i<beta> | [<Prs\rlous ]/ L [ Cancsl ]
setting — —_—_—
Genaral I
¥ settings ¢
Distributed
settings
Creats
roject —
i [ Redundant [] Redundant net Murmber: ‘1 %
Host 1 Host 2 '
® <alphaHost> | R
i |
Distributed praject [<Prew0us] [ Mext = ] [ Cancel ]
Note:

The remote system is not referenced by the system name, but its unique system number and the

hostname, where the system is running on.

However this unique system number will not be retrieved automatically by the use of the

file-selector — it has to be known by the

user!
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# Create third project...

“Profdssio

i

roject

— Steps — General settings
Praoject type Praoject name: §<gamma> |
v setting : = =
o | Languages: English - US
eneta y "
; {1 selected) Finnish - Finland I
el French - Canadian ]
Distributed French - France
settings Franch - Switzerand
Create German - Austria
projact German - Germany o
< M [>]
e e 23 <projectpirGamma> |
- Steps — Settings ofthe newrmim project tallable Runnable [] Pwd-pratected
Project type System numhystem narme: <gamma> —
setting :
e ein e s [ < F'rewousz [ Mext = ] D Cancel ]
Genaral —
¥ settings
Distributed
settings
Create
roject =——— =]
B Redundant Radundant net Murnber: |2 5! =
Host 1 Host 2 ) -
® e

Distributed praject

[<F'rew0us] [ Mext = ] [ Cancel ]

Note:

The third system finally is also getting an unique name and number (the system-name is now

gamma and the system-number is 3).
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[Neuen Ordner erstellen ] ( oK 3] [ abbrechen ]
~—

— Steps — Settings of the new own project
v Project type System number: :2_@ System name:i<beta> |
setting — - -
Gene] — Connected Systems
v settings
Ordner suchen | Distributed
settings
Choose a Folder Groate
¢ 1
Blagees Redundant Redundant net Mumbar: 2 __{ﬁ: £
[ Program Files ] i g T
= ) projects | \> [
- - 7T ]
() kin
23 colorDB Distributed pM [ <Previous | [ Mext> | [ Cancel |
[£5) config =
® ) data J‘J/
= db
(22 dplist
# [ help
# (3 images L
3 log [ae]
[(_T I | [l]

Note:

By using the file-selector the user may select the project dir of the remote system where the
connection should be established to. (The whole path itself is not needed, only the hostname is
retrieved — if one already knows the hostname in advance it may be also enter manually into the

text field).
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= ...and enter it into the list

& New project X
— Steps Settings of the new own project - -
Froject type ’VSyslern number: 3 5! System name i<gamma> |
setling —
Gengral — Connected Systems
v settings
Digtributed
settings
Create
project = 3l
ﬁﬂmprqect mm | 1
— Steps — Setlings of the new own praject - = [ <Previous | [ Mext= | [ cancel |
Praject type System number: §3 E' Systemn name:i<gamma> |
satting = - -
General >
¥ settings ¢ 1
Distributed
settings
Create
roject — .2
i [ Redundant [] Redundant net Mumber: |1 {ﬁ:
Host 1 Hest2 =
® (<alphaHost> | -+
Distributed project [<Prew0us] [ Mext > ] [ Cancel ]

Note:

The system 3 should only establish connection to the system 1 therefore only the alphaHost (with
the corresponding system number) is added to the list and not the hostName of the beta system.
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# Startall projects '

€ pVss 3.7: Console

v &4 @

( <alpha> )

— Marnager —(Process Monitot

St Description
Process Monitor
Database Manager
Archive Manager
Archive Manager
Archive Manager
Archive Manager
Archive Manager
Archive Manager

Event Manager

Control Manager

Simulation Driver

Distribution Manager

BEX]
E—
€ PVSS 3.7: Console E][E]‘
L e @w e a N
€ PVSS 3.7: Console M=%
| <beta> )} ¢ A4 m EF 4 0@
; Proi
~ Manager — (Pracess Monitor: fm‘ﬂ;'> =
- <gamma> b & 5
5t | Description \ — L} J
Pracess Monitor — Manager —(Process Monitor: Monitaring project)
Database Manager — : =
Archive Manager St | Description Mo | Options W
Archive Manager Process Monitar 1 -
Archive Manager Databaze Manager 0 @
Archive Manager Archive Manager 0 -numD0 .
Archive Manager Archive Manager 1 -num 1 @
Archive Manager Archive Manager 2 -num2
Event Manager Archive Manager 3 -num3
Control Manager Archive Manager 4 -num 4 =
Simulation Driver Archive Manager 5 -num5
Ewent Manager 0 =
Contral Manager 1 -fpvss_scripts.lst 25
Sirnulation Driver 1 a5
D 1
1 -m gedi -
-
< I 1L
.S
(I il 'l)

Note:

When starting up all projects each dist manager tries to connect to the systems specified at its config file.
With our setup the dist manager of the first system will not actively connect to another system.

The dist manager of the second system however will establish a connection to the system 1.

And the third dist manager will also establish a connection to system 1.

Attention:

If the config files of the different systems will be manipulated later wards, the user has to take care that each established
connection between two systems is every time bidirectional (i.e. when system 2 establishing a connection to system
1, make sure that system 1 will not also try to connect to system 2).

Explanations to the LOG-entries on the FIRST distributed systems:

The following lines will give a short explanation about the on goings when starting up the three
distribu;ed Systems one by one (below you will find excerpts from the log file of the first
system).

<time>

<projectName_#1> .
<projectName_#2> ...
<projectName_#3> ...

.. actual timestamp

first distributed project
second distributed project
third distributed project

1) When the first distribution manager starts up, the only connection it will establish is the one to
its own event manager (@ localhost), because there is no other connection parameterized in
the config file:

WinCC OAOOdist (0), <time>,

<pv

WinCC OAOOdist (0), <time>,

(SYS:

WinCC OAOOdist (0), <time>,

(SYS:

WinCC OAOOdata (0), <time>,

(SYS:

WinCC OAOOdist (1), <time>,
WinCC OAOOdist (1), <time>,

(SYS:

WinCC OAOOdist (1), <time>,

(SYS:

SYS, INFO, 1, Manager Start, PROJ, <projectName_#1>,
ssVersion> linked at <linkDate>
SYS, INFO, 3, Trying to connect to,

0 Data -num O CONN: 1) @ localhost:4897
SYS, INFO, 4, Connected to,

0 Data -num O CONN: 1) @ localhost
SYS, INFO, 4, Connected to,

1 Dist -num 1 CONN: 1) @ localhost

SYS, INFO, 6, Initialization by Data Manager finished
SYS, INFO, 3, Trying to connect t

1 Event -num O CONN: 1) @ Iocalhost 4998

SYS, INFO, 4, Connected to,

1 Event -num O CONN: 1) @ HBocalhost

ETM Proressionpeven{ @mbrLine>,
(SYS:

SYS, INFO, 4, Connected to,
1 Dist -num 1 CONN: 1) @ localhost
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Thank you for your attention!
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