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1 Introduction of the training

1.1 Learning objectives

The participant will learn about...

e The road map of this training
e The training equipment

1.2 Training time table

Basics of OS configuration
Review of standards using an ES/OS Station

The Client / Server Configuration
Configuration of a multiple station system with client/server architecture

The Server Redundancy
Configuration and redundancy scenarios

Extended Configuring of Multi-user Projects
A walk through the User administration, Time synchronization,
Livebeat monitoring, SIMATIC logon, WinCC Autostart

OS Web Option
Configuration of Web server and client

The Graphic Configuration
Review of dynamization and graphic object
Madification of APL compliant block icons and faceplates

The Update of Picture Objects
Project-wide exchange of picture objects using export and import functions

Advanced Process Graphics
Configuration and application of selected APG objects

SIMATIC PCS 7 — Introduction of the training
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1.3 Overview of the accompanying documentation

Additional to this training manual you will have available a selection of the current
system documentation and additional documents as brochures and application
descriptions. References are made using the number in brackets.

Example:

M See [103] PCS 7 V9.0 Engineering System - 03_2017.

Below you find the way the available documentation is represented on your training
equipment:

Application & Tools
Brochures
COMOS_PAA

Getting Started

PCS 7 Compendium
PCS 7 Unit Templates
PH_IS

SIMIT

[000] PCS 7 Documentation (V9.0 SP1) - Offer overview - 10_2017.pdf
[002] Catalog 5T PCS 7 - 2017.pdf

[003] Catalog ST PCS AQ Add-ons - Edition 2017, pdf

[005] Catalog ST PCS 7 T Technology Companents - 2018.pdf

[030] what is new with PCS7 v9.0.pdf

[100] PCS 7 ¥9.0 Licenses and quantity structures - 05_2017.pdf

[100] PCS 7 ¥9.0 SP1 Licenses and quantity structures - 10_2017.pdf
[101] PCS 7 V9.0 Readme - 06_2017.pdf

* v v v w v w w
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1.4 Training equipment

14.1 Rules for the use
Equipment is made available for practicing to support you in getting familiar to the
system.

SITRAIN expects you to use the equipment for that reason only.

The use of external storage devices (memory stick etc.) or disks is only allowed with
permission of the trainer.

A local network allows you to have access to PC and AS of other students.

Please, only do so with permission of the related persons.

SIMATIC PCS 7 — Introduction of the training
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1.4.2 Combined Engineering/Operator system

In this training ...

a workstation is used as a combined Engineering/Operator system.

The operator station is configured as a so-called single station system in this case.

Engineering station and
operator station

Automation system
AS 400

Distributed 10

Rack PC's of different
performance classes or...

...other computer

Industrial

[ ][] See[102] PCS 7 V9.0 PC Configuration - 03_2017, 3.5.3 for more details

Network architecture in the course

The engineering/operator system and the automation system have communication to
each other through Industrial Ethernet components. Each set of equipment is using a
Scalance switch (alternatively: OSM switch) for interconnection, also to the other
student groups.
The illustrations show possible network architectures in the course room. Important
configuration details have to be provided by the trainer as:

e MAC address on your training site

e Used communication protocols

----- BRI - - -
] 1 Terminal bus ! !
L RV VR PooYM Y VR
ES b cllent ) fserver | Ref.client | ES ;  Client {| |server | Ref.Client |
ES/Client | Webserver i | |server | Stby Server | ES/Client | Webserver : | | server | Stby Server |
ES/Web Client Server | puis | ES/Web Client Server | puis |
ES/IS-Client Server i ES/IS-Client Server +__ 1
System bus
AS AS AS AS

T RET
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15 Simulated model plant in this workshop

There are several reasons that we do not offer you a real process for practicing. A
suitable process simulation will replace it, offering you I/O to represent a process in
work.

15.1 Functional process description of the Johnsson plant

Johnsson & Co, a company supplying products for the food industry, wants to
modernize their plant to increase the production and to make it fit for stronger
environmental protection amendments. The installed base consists in a process control
system PCS 7 of version V9.0.

Material tanks Reactors Buffer tanks

Shipping

(7))

—

o

=
‘m
«Q

(0]

Office and

Control room
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Functional process description

X
(V131) flow
Material
M130 LT134 Tanks
4000 kg
V132
flow
P133
T |
¥ < V231 V241
£\ 2N 232 V242
V233 V243
Dose
5;254 D240| LT244
9 Tanks 400 kg
X V331 V341 flow
TT315 200°C TT325 200°C TT335 200°C TT345 200°C
7 7 7
LT314 CV315 LT324 CV325 LT334 CV335 LT344 CV345
700kg| R310 21s 700 kgl R320 1100 kgl R330 llOOkgl R340
M316 M326 M336 Reactors  m346 Z steam
MR = R R =
ambient
5s V312 V322 V332 V342
2s P313 P323 P333 P343
5s X V411 X v4z1 flow
LT414 LT424
12000 kg 18000kg  Buffer
B410 B420 Tanks
(V422)
(V412) N flow
X
In four different reactors, up to three components are to be dosed, mixed and heated

up.

Material Tanks M110, M120 and M130

The components are coming from three material tanks, two with a capacity of 6000kg
and a third with a capacity of 4000kg. The outlet to the dose tanks is done through a
valve and a pump for each tank.

The filling and refilling of the material tanks is not part of this project. It is done through
valves, which states are offered to the control system for displaying.

Dose Tanks D210, D220, D230 and D240

Controlling the amounts of the components to be mixed and heated, dose tanks are
used. Dosing is done for one component at a time. The capacity of each of the dose
tanks is 400kg.

A dose tank contains 3 inlet valves, one for each component.

The outlet valve will be the inlet for the related reactor.

SIMATIC PCS 7 — Introduction of the training
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Reactors R310, R320, R330, R340

Four reactors are used for mixing en heating the components. R310 and R320 can
contain 700kg each; R330 and R340 have a capacity of 1100kg. The inlet valve is the
same as the outlet valve of the related dose tank.

Each reactor has a single direction, single speed mixer.

Heating is done by steam piping in the inside of the reactor. A control valve is controlling
the steam flow. There is no cooling circuit.

The outlet of the reactors is done through a valve and a pump, with destination one of
the two buffer tanks.

Buffer Tanks B410 and B420

Operation

Two buffer tanks, one of 12000kg and another one of 18000kg are there for storing the
product, before it is transferred to the shipping area. Each of the buffer tanks has a inlet
valve.

The transfer from the buffer tanks to the shipping area is not part of this project. It is
done through valves, which states are offered to the control system for displaying.

Each of the individual devices in the process is to be monitored and operated manually
by the decentralized control system.

There must be an automatic mode to optimize the production quantities.
Every reactor is to be used up to 90 percent of its capacity.

The mixture of the components in percentages and the heating temperature is to be
entered in the system and is valid for the entire production using all reactors.

SIMATIC PCS 7 — Introduction of the training
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1.5.2 Changing the OS architecture during this training

The operator system of the plant has to be expanded to an OS multi user-system with
several options for the architecture. These steps will be done in the following order
during this training:

Involved stations PCS 7 project structure

AS ES/OS AS/ES/IOS —=> AS ES/OS
RN T i

: v ss~gs- —_——— OS 4—__—— é‘_—— K
1

H =3 Server Client - | ES | g
i Ref. : :

i Client I :

1

1 1 1

1 oS (O} 1 I

H =2 Server Client i i

! Red. Ref. i i

H Server Client i i

1 1 1

1 1 1

I oS os i i

1

! = Server Client | |

! Web Web | |

! Client Server | |

1 1 1

1 : '
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153

1-10

Connection to the Process simulation in this training

There are several reasons that we do not offer you a real process for practicing. A
suitable process simulation will replace it, offering you 1/O to represent a process in
work.

The picture below gives you an impression of the relationship between process 1/0 and
the application running in the automation system, and the simulation representing the
process.

Hardware Software
1/0 Modules Driver blocks
Process
Al images
-— > Control block
A0 »| Pcs7Anin .
oI < PcS7TANOU | =
Process value
) Motor block
DO . he »| Pcs7Diln g
< Pcs7DiOu | «
Johnsson
Process
simulation
Symbol table

The process simulation (running in the CPU as a Function Block) is using the original
Process Image as an interface to the application software in the automation system.
This makes it possible for you to configure functions with channel drivers, similar to real
applications.

The symbol table contains the corresponding signal names for the process values in the
Process Image and their addresses. These addresses should not overlap the addresses
of the real hardware.

SIMATIC PCS 7 — Introduction of the training
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Example for V311

Here you see the simulated valve V311 (R310 Reactor inlet valve) as an example and a
part of the process simulation:

Johnsson
—  V\/311_O » Pcs7Diln | ——ep! VIVL blOCk | ==——p| Pcs7DiOu
> XVSll
— \/311 C $| PCSTDIIN | el
= V311 <
Process
images

1. Simulation of V311, as a part of the Johnsson plant simulation. It is running in a
single function block on a chart called “@Johnsson”. This chart should only be
present in the Charts folder of your AS.

Control signal to the valve, using the valve tag name as the symbolic name

3. Feedback signals formed by limit switches:
"V311_0O" = opened
"V311_C" = closed

4. A chart with a minimum of blocks to control and monitor the block. This chart is to
appear in the plant hierarchy.
154 Overview of Johnsson 1/Os

The number of I/O is based on the devices in the plant. The following table gives an overview
of the number of devices and the related I/O:

number DI DO W QW
open-close valves 39 78 39
other valves 2 4 2
status valves 5 5
motors / drives 15 15 15
level measurement 13 13
flow measurement 20 20
temperature measurement 4 4
concentration measurement 42 42
control valves 16 16 16
total 155 98 61 95 16
number of channels per module 16 16 4 4
number of modules 6+2# | 3+13# |23+3 # 4
lowest address 1100.0 | Q 100.0 |IW 208 | QW 208
highest address 1116.3 | Q 109.3 |IW 406 | QW 238

SIMATIC PCS 7 — Introduction of the training
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155 Digital Inputs

sighal name address datatype description

V111_O 1100.0 BOOL M110 Material tank Inlet valve Feedback Opened
P113 O 1100.1 BOOL M110 Material tank Outlet pump Feedback On
V112 C 1100.2 BOOL M110 Material tank Outlet valve Feedback Closed
V112_0O 1100.3 BOOL M110 Material tank Outlet valve Feedback Opened
V121_0O 1100.4 BOOL M120 Material tank Inlet valve Feedback Opened
P123_0O 1100.5 BOOL M120 Material tank Outlet pump Feedback On
V122 C 1100.6 BOOL M120 Material tank Outlet valve Feedback Closed
V122_0O 1100.7 BOOL M120 Material tank Outlet valve Feedback Opened
V131_O 1101.0 BOOL M130 Material tank Inlet valve Feedback Opened
P133_0O 1101.1 BOOL M130 Material tank Outlet pump Feedback On
V132_C 1101.2 BOOL M130 Material tank Outlet valve Feedback Closed
V132_0O 1101.3 BOOL M130 Material tank Outlet valve Feedback Opened
V211 C 1102.0 BOOL D210 Coarse dose valve 1 Feedback Closed
V211 O 1102.1 BOOL D210 Coarse dose valve 1 Feedback Opened
V212 C 1102.2 BOOL D210 Coarse dose valve 2 Feedback Closed
V212_0O 1102.3 BOOL D210 Coarse dose valve 2 Feedback Opened
V213_C 1102.4 BOOL D210 Coarse dose valve 3 Feedback Closed
V213_0O 1102.5 BOOL D210 Coarse dose valve 3 Feedback Opened
V221 C 1103.0 BOOL D220 Coarse dose valve 1 Feedback Closed
V221 _O 1103.1 BOOL D220 Coarse dose valve 1 Feedback Opened
V222 _C 1103.2 BOOL D220 Coarse dose valve 2 Feedback Closed
V222_0O 1103.3 BOOL D220 Coarse dose valve 2 Feedback Opened
V223 _C 1103.4 BOOL D220 Coarse dose valve 3 Feedback Closed
V223_0 1103.5 BOOL D220 Coarse dose valve 3 Feedback Opened
V231 C 1104.0 BOOL D230 Coarse dose valve 1 Feedback Closed
V231_0 1104.1 BOOL D230 Coarse dose valve 1 Feedback Opened
V232 _C 1104.2 BOOL D230 Coarse dose valve 2 Feedback Closed
V232_0O 1104.3 BOOL D230 Coarse dose valve 2 Feedback Opened
V233_C 1104.4 BOOL D230 Coarse dose valve 3 Feedback Closed
V233_0 1104.5 BOOL D230 Coarse dose valve 3 Feedback Opened
V241 _C 1105.0 BOOL D240 Coarse dose valve 1 Feedback Closed
V241 _O 1105.1 BOOL D240 Coarse dose valve 1 Feedback Opened
V242 _C 1105.2 BOOL D240 Coarse dose valve 2 Feedback Closed
V242_0O 1105.3 BOOL D240 Coarse dose valve 2 Feedback Opened
V243_C 1105.4 BOOL D240 Coarse dose valve 3 Feedback Closed
V243_0 1105.5 BOOL D240 Coarse dose valve 3 Feedback Opened
V311l C 1106.0 BOOL R310 Reactor Inlet valve Feedback Closed
V311_0O 1106.1 BOOL R310 Reactor Inlet valve Feedback Opened
P313_0O 1106.2 BOOL R310 Reactor Outlet pump Feedback On
Vv312_C 1106.3 BOOL R310 Reactor Outlet valve Feedback Closed
Vv312_0O 1106.4 BOOL R310 Reactor Outlet valve Feedback Opened
M316_0O 1106.5 BOOL R310 Reactor Stirring motor Feedback On
Vv321_C 1107.0 BOOL R320 Reactor Inlet valve Feedback Closed
V321_0O 1107.1 BOOL R320 Reactor Inlet valve Feedback Opened
P323_0O 1107.2 BOOL R320 Reactor Outlet pump Feedback On

V322 _C 1107.3 BOOL R320 Reactor Outlet valve Feedback Closed
V322_0O 1107.4 BOOL R320 Reactor Outlet valve Feedback Opened
M326_0O 1107.5 BOOL R320 Reactor Stirring motor Feedback On

V331 _C 1108.0 BOOL R330 Reactor Inlet valve Feedback Closed
V331_0 1108.1 BOOL R330 Reactor Inlet valve Feedback Opened
P333_0 1108.2 BOOL R330 Reactor Outlet pump Feedback On
V332_C 1108.3 BOOL R330 Reactor Outlet valve Feedback Closed
V332_0 1108.4 BOOL R330 Reactor Outlet valve Feedback Opened
M336_0O 1108.5 BOOL R330 Reactor Stirring motor Feedback On

SIMATIC PCS 7 — Introduction of the training
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signal name address

V341 _C 1109.0
V341 0 1109.1
P343_0O 1109.2
V342 _C 1109.3
V342 0 1109.4
M346_O 1109.5
V411 _C 1110.0
V411 O 1110.1
V412 0 1110.2
V421 _C 1110.3
V421 0 1110.4
V422 0 1110.5
VF211_C 1111.0
VF211_0 1111.1
VF212_C 1111.2
VF212_0 1111.3
VF213 C 1111.4
VF213 O 1111.5
VF221_C 1112.0
VF221_0 1112.1
VF222_C 1112.2
VF222 0 1112.3
VF223 C 1112.4
VF223 0 1112.5
VF231_C 1113.0
VF231_0 1113.1
VF232_C 1113.2
VF232_0 1113.3
VF233_C 1113.4
VF233 O 1113.5
VF241_C 1114.0
VF241_0 1114.1
VF242_C 1114.2
VF242_0 1114.3
VF243 C 1114.4
VF243 0 1114.5
V501 1 1115.0
V501_2 1115.1
V501_3 1115.2
V501_4 1115.3
V502_C 1115.4
V502_0 1115.5
V431 _C 1115.6
V431 0 1115.7
P511_O 1116.0
P512_O 1116.1
P513_0O 1116.2
P514_O 1116.3

1.5.6 Digital outputs
signal name address
P113 Q100.0
V112 Q100.1
P123 Q100.2
V122 Q100.3

SIMATIC PCS 7 — Introduction of the training
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data type
BOOL

BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL

data type
BOOL

BOOL
BOOL
BOOL

description
R340 Reactor Inlet valve Feedback Closed

R340 Reactor Inlet valve Feedback Opened
R340 Reactor Outlet pump Feedback On
R340 Reactor Outlet valve Feedback Closed
R340 Reactor Outlet valve Feedback Opened
R340 Reactor Stirring motor Feedback On
B410 Buffer tank Inlet valve Feedback Closed
B410 Buffer tank Inlet valve Feedback Opened
B410 Buffer tank Outlet valve Feedback Opened
B420 Buffer tank Inlet valve Feedback Closed
B420 Buffer tank Inlet valve Feedback Opened
B420 Buffer tank Outlet valve Feedback Opened
D210 Fine dose valve 1 Feedback Closed
D210 Fine dose valve 1 Feedback Opened
D210 Fine dose valve 2 Feedback Closed
D210 Fine dose valve 2 Feedback Opened
D210 Fine dose valve 3 Feedback Closed
D210 Fine dose valve 3 Feedback Opened
D220 Fine dose valve 1 Feedback Closed
D220 Fine dose valve 1 Feedback Opened
D220 Fine dose valve 2 Feedback Closed
D220 Fine dose valve 2 Feedback Opened
D220 Fine dose valve 3 Feedback Closed
D220 Fine dose valve 3 Feedback Opened
D230 Fine dose valve 1 Feedback Closed
D230 Fine dose valve 1 Feedback Opened
D230 Fine dose valve 2 Feedback Closed
D230 Fine dose valve 2 Feedback Opened
D230 Fine dose valve 3 Feedback Closed
D230 Fine dose valve 3 Feedback Opened
D240 Fine dose valve 1 Feedback Closed
D240 Fine dose valve 1 Feedback Opened
D240 Fine dose valve 2 Feedback Closed
D240 Fine dose valve 2 Feedback Opened
D240 Fine dose valve 3 Feedback Closed
D240 Fine dose valve 3 Feedback Opened
A520 Diverter valve Feedback Pos1

A520 Diverter valve Feedback Pos2

A520 Diverter valve Feedback Pos3

A520 Diverter valve Feedback Pos4

A520 Sampling valve Feedback Closed

A520 Sampling valve Feedback Opened
Draining valve Feedback Closed

Draining valve Feedback Opened

A520 Purge pump 1 Feedback On

A520 Purge pump 2 Feedback On

A520 Purge pump 3 Feedback On

A520 Purge pump 4 Feedback On

description
M110 Material tank Outlet pump

M110 Material tank Outlet valve
M120 Material tank Outlet pump
M120 Material tank Outlet valve
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signal name address

P133
V132
V211
V212
V213
V221
V222
V223
V231
V232
V233
V241
V242
V243
V311
P313
V312
M316
V321
P323
V322
M326
V331
P333
V332
M336
V341
P343
V342
M346
V411
V421
VF211
VF212
VF213
VF221
VF222
VF223
VF231
VF232
VF233
VF241
VF242
VF243
V501
V501RST
V502
V431
P511
P512
P513
P514

Q100.4
Q100.5
Q101.0
Q101.1
Q101.2
Q101.3
Q101.4
Q101.5
Q102.0
Q102.1
Q102.2
Q102.3
Q102.4
Q102.5
Q103.0
Q103.1
Q103.2
Q103.3
Q103.4
Q103.5
Q103.6
Q103.7
Q104.0
Q104.1
Q104.2
Q104.3
Q104.4
Q104.5
Q104.6
Q104.7
Q105.0
Q105.1
Q106.0
Q106.1
Q106.2
Q106.3
Q106.4
Q106.5
Q107.0
Q107.1
Q107.2
Q107.3
Q107.4
Q107.5
Q108.0
Q108.1
Q108.2
Q108.3
Q109.0
Q109.1
Q109.2
Q109.3

data type
BOOL

BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL

description

M130 Material tank Outlet pump
M130 Material tank Outlet valve

D210 Coarse dose valve 1
D210 Coarse dose valve 2
D210 Coarse dose valve 3
D220 Coarse dose valve 1
D220 Coarse dose valve 2
D220 Coarse dose valve 3
D230 Coarse dose valve 1
D230 Coarse dose valve 2
D230 Coarse dose valve 3
D240 Coarse dose valve 1
D240 Coarse dose valve 2
D240 Coarse dose valve 3
R310 Reactor Inlet valve
R310 Reactor Outlet pump
R310 Reactor Outlet valve
R310 Reactor Stirring motor
R320 Reactor Inlet valve
R320 Reactor Outlet pump
R320 Reactor Outlet valve
R320 Reactor Stirring motor
R330 Reactor Inlet valve
R330 Reactor Outlet pump
R330 Reactor Outlet valve
R330 Reactor Stirring motor
R340 Reactor Inlet valve
R340 Reactor Outlet pump
R340 Reactor Outlet valve
R340 Reactor Stirring motor
B410 Buffer tank Inlet valve
B420 Buffer tank Inlet valve
D210 Fine dose valve 1
D210 Fine dose valve 2
D210 Fine dose valve 3
D220 Fine dose valve 1
D220 Fine dose valve 2
D220 Fine dose valve 3
D230 Fine dose valve 1
D230 Fine dose valve 2
D230 Fine dose valve 3
D240 Fine dose valve 1
D240 Fine dose valve 2
D240 Fine dose valve 3
A520 Diverter valve

A520 Diverter valve Reset
A520 Sampling valve

B400 Draining valve

A520 Purge pump 1

A520 Purge pump 2

A520 Purge pump 3

A520 Purge pump 4
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1.5.7 Analog inputs
signhal name address datatype description low high  unit
range range
LT114 1W208 WORD M110 Material tank Level 0 6000 kg
LT124 IW210 WORD M120 Material tank Level 0 6000 kg
LT134 w212 WORD M130 Material tank Level 0 4000 kg
LT214 IW216 WORD D210 Dose tank Level 0 400 kg
LT224 w218 WORD D220 Dose tank Level 0 400 kg
LT234 IW220 WORD D230 Dose tank Level 0 400 kg
LT244 w222 WORD D240 Dose tank Level 0 400 kg
LT314 w224 WORD R310 Reactor Level 0 700 kg
TT315 1W226 WORD R310 Reactor Temperature 0 200 °C
CV315_X IW228 WORD R310 Reactor Temperature Control valve 0 100 %
Feedback Position
LT324 w232 WORD R320 Reactor Level 0 700 kg
TT325 IW234 WORD R320 Reactor Temperature 0 200 °C
CV325_X IW236 WORD R320 Reactor Temperature Control valve 0 100 %
Feedback Position
LT334 IW240 WORD R330 Reactor Level 0 1100 kg
TT335 1W242 WORD R330 Reactor Temperature 0 200 °C
CV335_X IW244 WORD R330 Reactor Temperature Control valve 0 100 %
Feedback Position
LT344 w248 WORD R340 Reactor Level 0 1100 kg
TT345 IW250 WORD R340 Reactor Temperature 0 200 °C
CV345_X IW252 WORD R340 Reactor Temperature Control valve 0 100 %
Feedback Position
LT414 IW256 WORD B410 Buffer tank Level 0 12000 kg
LT424 IW258 WORD B420 Buffer tank Level 0 18000 kg
FT216 IW272 WORD D210 Dose flow 1 0 5 kals
FT217 IW274 WORD D210 Dose flow 2 0 5 kals
FT218 IW276 WORD D210 Dose flow 3 0 5 kals
FT226 IW280 WORD D220 Dose flow 1 0 5 ka/s
FT227 1W282 WORD D220 Dose flow 2 0 5 kals
FT228 w284 WORD D220 Dose flow 3 0 5 ka/s
FT236 w288 WORD D230 Dose flow 1 0 5 kals
FT237 IW290 WORD D230 Dose flow 2 0 5 kals
FT238 IW292 WORD D230 Dose flow 3 0 5 kals
FT246 IW296 WORD D240 Dose flow 1 0 5 kals
FT247 IW298 WORD D240 Dose flow 2 0 5 ka/s
FT248 IW300 WORD D240 Dose flow 3 0 5 kals
X214 1 1W302 WORD D210 Concentration Material 1 0 100 %
X214 2 IW304 WORD D210 Concentration Material 2 0 100 %
X214 3 IW306 WORD D210 Concentration Material 3 0 100 %
X224_1 IW308 WORD D220 Concentration Material 1 0 100 %
X224 2 IW310 WORD D220 Concentration Material 2 0 100 %
X224_3 IW312 WORD D220 Concentration Material 3 0 100 %
X234 1 IW314 WORD D230 Concentration Material 1 0 100 %
X234 2 IW316 WORD D230 Concentration Material 2 0 100 %
X234 3 IW318 WORD D230 Concentration Material 3 0 100 %
X244 1 IW320 WORD D240 Concentration Material 1 0 100 %
X244_2 IW322 WORD D240 Concentration Material 2 0 100 %
X244 3 IW324 WORD D240 Concentration Material 3 0 100 %
X314 1 1W326 WORD R310 Concentration Material 1 0 100 %
X314 2 1W328 WORD R310 Concentration Material 2 0 100 %
X314 3 IW330 WORD R310 Concentration Material 3 0 100 %
X324 1 1W332 WORD R320 Concentration Material 1 0 100 %
X324 2 IW334 WORD R320 Concentration Material 2 0 100 %
X324_3 IW336 WORD R320 Concentration Material 3 0 100 %
X334_1 IW338 WORD R330 Concentration Material 1 0 100 %
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signal name address

X334 2 IW340
X334_3 IW342
X344 _1 IW344
X344 _2 IW346
X344_3 IW348
X520_1 IW350
X520 _2 IW352
X520_3 IW354
X414 1 IW356
X414 2 IW358
X414 _3 IW360
X424 1 IW362
X424 2 IW364
X424 3 IW366
FT311 IW368
FT321 IW370
FT331 IW372
FT341 IW374
FT312 IW376
FT322 IW378
FT332 IW380
FT342 IW382
CV216_X IW384
CV217_X IW386
Cv218_X IW388
CV226_X IW390
CV227_X IW392
CV228_X IW394
CV236_X IW396
CV237_X IW398
CV238_X IW400
CV246_X IW402
CV247_X IW404
CV248_X IW406

data type

WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD

WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD

WORD

description

R330 Concentration Material 2
R330 Concentration Material 3
R340 Concentration Material 1
R340 Concentration Material 2
R340 Concentration Material 3
A520 Concentration Material 1
A520 Concentration Material 2
A520 Concentration Material 3
B410 Concentration Material 1
B410 Concentration Material 2
B410 Concentration Material 3
B420 Concentration Material 1
B420 Concentration Material 2
B420 Concentration Material 3
R310 Inlet flow

R320 Inlet flow

R330 Inlet flow

R340 Inlet flow

R310 Outlet flow

R320 Outlet flow

R330 Outlet flow

R340 Outlet flow

D210 Dose valve Material 1 Feedback
Position
D210 Dose valve Material 2 Feedback
Position
D210 Dose valve Material 3 Feedback
Position
D220 Dose valve Material 1 Feedback
Position
D220 Dose valve Material 2 Feedback
Position
D220 Dose valve Material 3 Feedback
Position
D230 Dose valve Material 1 Feedback
Position
D230 Dose valve Material 2 Feedback
Position
D230 Dose valve Material 3 Feedback
Position
D240 Dose valve Material 1 Feedback
Position
D240 Dose valve Material 2 Feedback
Position
D240 Dose valve Material 3 Feedback
Position

low high  unit
range range
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 15 kgls
0 15 kals
0 15 kals
0 15 kals
0 15 kals
0 15 kgls
0 15 kals
0 15 kagls
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
0 100 %
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1.5.8 Analog outputs
signhal name address datatype description low high unit
range range

CV315 Qw208 WORD R310 Reactor Temperature Control valve 0 100 %
CV325 Qw210 WORD R320 Reactor Temperature Control valve 0 100 %
CV335 Qw212 WORD R330 Reactor Temperature Control valve 0 100 %
CV345 Qw214 WORD R340 Reactor Temperature Control valve 0 100 %
Cv216 Qw216 WORD D210 Dose tank Material 1 Control valve 0 100 %
Cv217 Qw218 WORD D210 Dose tank Material 2 Control valve 0 100 %
Cv218 QW220 WORD D210 Dose tank Material 3 Control valve 0 100 %
CV226 Qw222 WORD D220 Dose tank Material 1 Control valve 0 100 %
Cv227 Qw224 WORD D220 Dose tank Material 2 Control valve 0 100 %
Cv228 Qw226 WORD D220 Dose tank Material 3 Control valve 0 100 %
CV236 Qw228 WORD D230 Dose tank Material 1 Control valve 0 100 %
Cv237 Qw230 WORD D230 Dose tank Material 2 Control valve 0 100 %
Cv238 Qw232 WORD D230 Dose tank Material 3 Control valve 0 100 %
CV246 QW234 WORD D240 Dose tank Material 1 Control valve 0 100 %
cva47 Qw236 WORD D240 Dose tank Material 2 Control valve 0 100 %
Cv248 Qw238 WORD D240 Dose tank Material 3 Control valve 0 100 %
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1.6 Simulation tools
1.6.1 Overview
Different from the method of simulating the process in this training, products are
available for simulation:
0S clients / multi-clients - At present, the products listed below are available for
é testing and simulation of an entire SIMATIC PCS 7
R system or individual process control levels (automation
5 level, field level ...):
e S7-PLCSIM: SIMATIC PCS 7 standard product for
S Smaton function testing of CFC/SFC application software
with S7-PLCSIM on PGs/PCs;
See main catalog ST PCS 7 for description and
: ordering data
Eimalaiion *  SIMIT Simulation Framework for testing and
with SIMIT . . . . g
_ _ commissioning of the project-specific user software
Fleld devices on a partially virtual plant,
e = S =) See catalog ST PCS 7 T "Process Control System
s SIMATIC PCS 7 — Technology components”
©
T2659 §2
@
I% Reactor
|!!| [[005] Catalog ST PCS 7 T Technology Components - 2017, 8 for more product
information
1.6.2 S7-PLCSIM

Introduction

Prerequisites

In S7-PLCSIM you can execute and test your PCS 7 user program in a simulated
programmable logic controller (PLC). The simulation is executed on your PC as an
optional part of the Engineering System ES, you do not require any S7 hardware (CPU
or signal modules)

The Automation System AS is emulated on the PC, what means: "it can be placed and
handled directly beside the loaded CFC/SFC program". You can save the actual state:
loaded program — simulated values — operating mode and you can open this state
again!

You can record and play back your actions of simulation to automate tests. You have
memory access via Process Image: so you can change I/O-values for testing the
reaction in your program (I/O-simulation). Here you can use the I/O-address or the
signal name of the Symbol Table.
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1.6.3 Steps for changing to PLCSIM

Start PLCSIM

File Edit Insert PLC View Options Window Help
D (8 4 B dne %) %
¥ Team08 {Component ¥iew) - D:\SIMATIC, projects’, Team08' Team_MP

E-{=g] Teaml8 fily Hardware [& CPU 410-5H
=-EP Projld
=t

I~

W@ )® B8 MmN

|| < WoFiler >

CPU 1U5H
CF 4431

& Ese il 57-PLCSIMI
{7 Shared Declarations — ) EEl
@ Course Library 15 File Edit Wiew Insert PLC Execute Tools Window Help
@ Libls DEED [rosmsn <[4 2R 2EwW|EEBDDE
IR n +1 | T=u| 5

RUN

MRES Clstop | STOP MRES |

Press F1 to get Help, Default:

1. Select the AS to be simulated.
2. Start PLCSIM with the button "Simulation On/off" on the tool bar.

3. Simulation is started. The view object "CPU" is opened. The PLC must be in the
original state. Access to a real PLC is not possible during this state.

@& S7-PLCSIM automatically changes the STONLINE Access Point to a simulation
subnet. During simulation, do not change the access point to an access point that is
unknown to S7-PLCSIM with "Set PG/PC interface". S7-PLCSIM will change the
access point back to the original setting when you end the simulation.

4. Switch on the simulated CPU by the option box "RUN-P".
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Loading the HW-Config into PLCSIM

I'I%Hw Config - [AS08 {Configuration) -- Proj08]
Eﬂ] Station Edit Inserk PLC Wiew Options ‘Window Help

[DEe-8 &8 e e (b Do )|

Select Node Address [ x]

Over which station address is the programming device connected to the module CPU 410-5H7

i1 PS 407 44 -

3 CPU 41050 .y =

Slot -

X [ oF ° =

IF1 Temseton (0 el

IF2 € Can bereached by means of gateway

ig,ﬂ}',q :zﬁ’:i; == arge odule Ead Enter connection to target station: |

= MAC address ‘ Maodule kype ‘ Station name ‘ Module nm Plant designation

MEF2A Poit 2 rget modules: 05-00-12-34-56-76 CPUg41-0

X2 ANHANE

ol R ack: Slat
X818 Port 7 Y EETRETEY R ————
XEP2AR Pt 2

Selectal | / Updste

——
Cancel Help
Cancel | Help | S

The hardware configuration is loaded into the simulated controller. The preset CPU
(CPUB41-0) is overwritten by the configured type. To this CPU the System Data is
written. To this CPU the System Data is written.

Download of the Charts to PLCSIM

— Download E
[E] SIMATIC Manager - Team08

File Edit Insert PLC View Options Window Help ST Downbadl

D B | % 2R (de %% [[< o Fiter » BRI

¥ Team08 {Component view) - D:\SIMATIC),projects’, Team08', Team_MP CPU: CPU 410-5H
-zl Team0B @(1) EEE] =] =] . 1
58 Proos @ @ @CPU_RT BEFCOC [ @loknsss Frogram name: ASOBNCRU 410-5HAS08
ER- BandsturingViaSp1enSp2 RLatie RBLiat2
L1624 L4234 RLia24d ELiasi4 Dowrload mode
Lidaad L4414 BLiaddz [ M-General )
M336 [y M346 ®FN3 ®F123 " Enlire program
P323 P33 P R R310Gen
an = aBosboln [ SianaBexinOy [ SinslBod " Changes only
Copy cuhic 4335 [ TICA34E Evnz % Totest CPU [entine program]
(] Shared Declaal 725 Calty 2 %ggf r
E g EEE:E Library W15 | o - B /
! Show Changes
Insert New Object ] [ 411 d
Check Consistency 7 R Rk ¥ [nclude wsen data blocks
Compile: Chrl+B CPU Messages...
Charts p| EERERELD Before the entire download Jo the test CPU, the CPU will be zet to stop and all
Plant Hierarchy | Bt blocks will be deleted. Loall 57-Pragram?
Renams F2 Hardwars Diagnostics
Object Properties...  Alt+Return Module Tnformation...  Ctrl+D
Special Object Properties »  Operating Mode. . Curl+l
Clear/Reset...
Set Tme of Day... Read the notes in thefanling help about possible effects
Compate...
—Auta-archiving
Dewnloads current ohisct ba the PLC, / Ao adian B
™| rchive ghaject after successful download

4
Cancel I Help |

The Charts are downloaded to the simulated PLC. The simulation system adopts the
identity of the loaded CPU and all configured connection data.

The picture shows the download to be a complete download. Use of the indicated option
will not influence the "changes-administration” of the charts to the real controller.
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Communication to WinCC

There are different interfaces (MPI — TCP/IP — ISO ...) for communication access.

In PCS7 we usually use a “named connection” between AS and OS. But: PLCSIM in the

current version (V 5.4) does not support the named connection.

© Team08 (Component view) -- D:\SIMATIC projects', Team0s\ Tl Wiz ard: Compile DS
= (zg) Team08 - B41D B
-89 Proj0a - 1130 M § i :
i A508 - Reactors s Select the network connections for the S7 Programs associated with the areas_
i B % U\?\/inEEApp\ Operator stations and areas: S7 programs and network connections:
: B — — - v #0508 Subnet type | WinCC unit Address | Station |
: -D Shared Declz_ ORen Shied Al Material Tanks 5 i Memss) Sk
Course Library #1 = ==
@ Lios o o g“”e' Tarks Prajaa,. .. Incuishial Ethemet  08.00.06.08.03.99
eactors
Faste: Chrb+y. [ (ga) Signal Box
Delete Oel
Insert New Object 3
PLC 3
Compil
«®
| |
Select Network Connection Lonnection.. |
57 program: AS08
Cancel Help I

Subnet | Subnet typel WnCL unit |
%@Aggg Spm. conn, ECh
§ PlantBus | Ind. Eth,

Cancel Help |

4

If you want to have a connection between a simulated AS (by PLCSIM) and an OS, you

have to ...
5. Start the compilation wizard for the selected OS.
Select the S7-program to be compiled.

6
7. Open the "Select Network Connection" dialog.
8

Change to the regarded Ethernet connection instead of the “named connection” and

finish the OS compilation.
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Check if the access point in PLCSIM fits to this connection type
I

File Edit ‘Wiew Insert PLC_E.___.= Tools

[ll] Tag Management - WinCC Configuration Studio [_ O] <] J O = E PLCSIMIISO]) |
File Edit View Help ' :
Tag Management < || d Properties - Tag » |
Bl I SIMATIC 57 Prokocol Suite = Name
Il mp1 1143|M120/P123/Motor. 3 ==
Il FROFIELS 1144|M120/P123/Motor, |~ Elle Edit View ~ Help
I} Industrial Ethernet | [L145|M120/P123/Mofor. | g panagement « ¥* Properties - Connection »
Slok PLC 1146|M120/P123/Motor. B S sclomms
| ame - lection
TCPIF '1147|M120/P123/Motor.— L Ton 1{ et =
PROFTELS {11 1148|M120/P123/1 !
1149 M120/P123/1 2 %ﬁs#AsRead Object name |as0s
1150(M120/P123/Motor) ‘2 AS0B#AsWrite & |General
4 |ASD8#RawArchiv Name AS08
TISZ ML 20 P 123, Moot 5 |AS08#RawEvent D 2
,,,,, =1 1153|M120/P123/Motor. 6 |ASD8/@(1)/AS08_1 o Con_nect»on Parameters|H1,08 00 06 9C E8 0C,,
1154|M120/P123/Motor. 7 |ASD8/@(1)/AS08_1
Tag Management — = 1 — .
alals 1155|M120/P123/Motor. 8 |AS08/@(1)/AS08_1 g:mmurwm:on driver ISI:A;E SgthPrototcol Sy
A wiarm ogaing |1156/M120/P123/Motor. 9 |As08/@(1)/AS08_1 20N MIEECHIE B I
— = & |Various
|1157|M120/P123/Mator. 10 |AS08/@(1)/AS08_1]
JJJ Tag Logging 1158|M120/P123/Mator. (32 | AS08/@(1)/AS08_1 Creator ID EE
ol |11 — Last Change 12/23/2014 5:08:19 PM
_ || 1159|M120/P123/Motor. 12 |AS08/@(1)/A508_1
aiarar] Tl 13 |AS08/@(1)/AS08_1]
Ready | English (United States) | 14 |AS08/@(1)/AS08_L
15 |ASD8/@(1)/AS08_1
16 (ASD8/@(1)/AS08_1
17 |AS08/@(1)/AS08_ L+
W4 m[ Al S
Ready | English (United States) | Table: 4523 Tags | 100% 0

1. Open the OS and check if the tags have moved into the selected channel.

2. Check if the access point in PLCSIM fits to this connection type.

@&  Troubleshooting in case of OS with process tags without connection:
1. Check if the access point in PLCSIM fits to this connection type.
2. Download again a chart to be sure that the PLCSIM is executing a S7 program.

Several instances of running PLCSIM:

El57-PLCSIMI  ASO8\CPU 414-3 PN/DP
File Edit View Insert PLC Execute Tools WWindow Help

Mew PLC

i [ 4 e B E e BB a0
5

File Edit Insett PLC View Options Window Help OpenPLC.. trho

D 87 7 | & B i ol | @ 25 % (5 |[ < Mo Fiter> R

H[E E3

7 RN

Sawe PLC
Save PLC As. |

Chrhs

E¥ Team08 {Component view) — D:\SIMATIC projects’, Team08, Team_MP

5F
Clop

E@ Team03 Open Layout. . Hoc ™ RUN
=] % Froj0s Close Layout H?ESP I~ sToP MHE_IS
AS508 Sarve Layaut
&, Esoe Save Layout As.
B [§ WinCC Aonl
3 g 0508 Recent Simulatior|
[#-{_7] Shared Declarations el
-8 Proja3
E|- A58 IcPUicR:
& (@ cru a143PNOP R
| E-E Asm

{B] Sources JH[=]

L3 Blocks File Edit Wiew Insert PLC Execute Tools Window Help
L @l D & & & [resmisoy i e REwe R |EiEE e
;ﬂ: CP 4435 Ext Cut Chrl+x —
F-G@ Course Library W15 Copy Chrl+C n IL‘l‘ o+ | T=”|
F- @ Lib0s Paste el
Delete Dl
Insert Mew Object 3
PLC

Dstop " STOP MAEs |

Press F1 ko get Help. Default: b 2
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You can simulate up to 8 different AS (AS “instances”).
The procedure is in principle similar to the start of the first PLCSIM instance.
1. Open a new PLCSIM instance.

2. The simulation is started. A new PLCSIM object with another "CPU" object inside is
opened.

3. Select another AS to be simulated and download the HW-Config and the Charts to
the new PLCSIM instance.

[ L] See[313] Engineering Tools S7-PLCSIM V5.4 incl. SP5 - 03_2011, 3 for more details
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2 SIMATIC PCS 7 — Documentation and Online Support

2.1 Learning objectives

The participant knows ...

e which types of PCS 7
documentation are available

e how to navigate through Industry
Online Support

¢ all functions and options of
Industry Online Support

2.2 Documents available after PCS 7 installation

221 Manuals supplied

Pre-installed manuals

In section 3.1 "General", the PCS 7 readme file "pcs7-readme.rtf" has a full list of all
PCS 7 electronic manuals that are available locally after installing PCS 7.

The following PCS 7 documentation is available on the computer after the installation of
PCS 7:

e PCS 7 - Catalog Overview (PDF)
PCS 7 - Operating Instructions - OS Process Control (PDF)
PCS 7 - Installation Manual - PC Configuration (PDF)

PCS 7 - Configuration Manual - Engineering System (PDF)

PCS 7 - Configuration Manual Operator Station (PDF)
You can read this documentation at any time on the SIMATIC PCS 7 DVD 1/2:

_Manuals\English" or " Product Information\English.

Total documentation of PCS 7 on the Internet

The complete PCS 7 documentation is available for you in a number of languages on
the following Internet page:

http://www.siemens.en/pcs7-dokumentation
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2.2.2 Complete documentation of PCS 7 on the Internet and updating of
documents

Access to the PCS 7 system documentation in Windows

C:\Program Files (x86)\Siemens\Documentation\Manuals\English

C:\Program Files (x86)\Siemens\Documentation\Readmes\English

T e e P W B S e
mmation License Manager - Manual 17.05.

. Siemens Automation f
E Automation License Manager ? E:I CFC - First steps 1?-05-2}
E Komponenten Konfigurator % E:' CFC - Manual for CFC Library 1?.05.%
E@ Security Controller T ) [EECFC - Marual for 57 17.05.3
L] ?MTC_tmanagement Aigent Configurat é ¢ fBLDOCPRO - Creating Documentation 1?.05.2§
DJI’lE'ltiI:II'l 4 [ELIMCM 57 - Manuals —A——bma-u—m_—mwa i
M E E.;'PCS 7 - advanced Engineerin{E:';S-OS—Engineering—Readme 17.05.
| Deutsch % E:I PCS 7 - Fault-tolerant Proces @J Automation License Manager - Readme 1?.05.2}}
D Iis~h Hi E:' PC5 7 - FoundationFieldbus ? E:I CFC-Readme 1?'05'%
: :z:;;ls ’\\‘3 _g ? [7LIPCS 7 - Getting Started First 3; c DOCPRO'Read'I“e ”'055
Lot } PCS 7 - Getting Started Pert b {1 DOCPRO-What's new 17.05.
esdnos 3) >I L IEAPG - Readme 17.05.2
| Optians and Toals _§' 3 [#INCM 57 - Readme 17.05.2
5 f#li Pcs 7 Advanced Faceplates ¥a.2 - Readme 1?.05.{
4 Back i( 1PCS 2 Advanred Pracess LArary 45,2 - B, 17050
3
I |5earch programs and files ‘_ﬂ‘
3

Start > All Programs > Siemens Automation > SIMATIC > Documentation > English
Start > All Programs > Siemens Automation > SIMATIC > Product Info > English

Implementation of the PCS 7 help system

You also have the option of updating the installed PCS 7 help system and reinstalling
the PCS 7 system documentation.

The "PCS 7 Documentation Portal Setup” required for this is available for download
from Industry Online Support under the entry ID 109479444

https://support.industry.siemens.com/cs/ww/en/view/109744320

The PCS 7 help system that can be called up from the SIMATIC Manager is updated at
regular intervals as of PCS 7 V8.0 This allows service packs of PCS 7 and the products
to be registered in the system documentation and published.

You need to implement the PCS 7 help system manually using Copy&Paste in the
PCS 7 installation:

1. Download the zip file of the help system from the Service & Support portal.
2. Extract the help files to a folder.

3. Copy all help files into the installation of PCS 7 in the folder
Siemens > STEP7 > S7BIN.

When you then reopen the PCS 7 help system it is updated.
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Access to the PCS 7 System documentation via the online help

As of PCS 7 V6.0 SP3, you can access the entire PCS 7 system documentation in the
format of the online help from the SIMATIC Manager.

e You open the online help for the "PCS 7 Basic Documentation™” with the menu
command "Help > Contents..."

Ed s1maTIC Manager

File PLC Wiew Options ‘Window | Help
0= | g? ] | V‘g | @ | “ Conkents

Introduction
E? PCS 7 online help

I R A=

Hide Back Fomward Home  Print

Bonterts | ndex | Search | SIMATIC PCS 7 — The process control
bg L5 7 online help -| ||| system for totally integrated automation

PE Security information
@ PCS 7 Documentation [¥8.2)
@ Engineering System [V8.2)
@ Operator Station [v8.2)

@ 05 process contiol [V8.2) The SIMATIC PCS _? process contn_)l system is_an important c«
@& FCS 7 - PC Configuration [VE.2) Integrated Auto_manon ('I'LA_): the unique foundation offered b_\,r S
@ Licenses and configuration imits (v customer-specific automation in all areas of the manufacturing,
@ Maintenance Station industries.

@ Service Support and Diagnostics [V

@ Released modules [V8.2) Integrated in a holistic automation solution for a production site
@ Fault-tolerant Process Contral Syste SIMATIC PCS 7 lies in the automation of primary processes. Ir
@ web Option for 05 [VE.2) processes (for example, filling, packaging) or input and output |
@ OperPCs 7 V22 material supply, storage) are frequently implemented with SIM#

I@ Time SynchronizationI[VB.2] _lﬂ based compeonents. -
4 4
« | _»l_I

2.2.3 Supplied readme files

Why you need to note the readme files

The individual products are supplied with product-specific information in the form of
readme files. When using the products of PCS 7, the statements in these readme files
also apply.

The readme files contain information that is more up-to-date than the information in the
manuals. The statements in the readme files out rank those of all PCS 7 manuals.

pcs7-readme.rtf
¢ |s the most important readme file in PCS 7.

e Contains information that is relevant, even before PCS 7 installation:
— Licensing of the software to be installed
— Hardware requirements and compatibility

— Software requirements relating to the operating system or the system settings
and relating to the software to be installed

— Compatibility with products from third parties (software)

— Necessary steps in installation / upgrading

— Basic information on updating PCS 7 projects

— Notes on using the product

— A summary of the changes compared with the previous version
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pcs7sysdocu-readme.pdf

pcs7new.pdf

Contains information and additions to the manuals of the PCS 7 system

documentation, and is more up-to-date due to the editorial deadlines for the
electronic manuals.

Known printing errors in the supplied manuals are corrected here.

"What's new in PCS 77" contains an extract of all new features and changes in the
current PCS 7 version.

It is a summary of the first section "What's new" from all manuals.

224 Template for a system-specific process control manual for operators

For the operator you can create a process control manual tailored to a concrete PCS 7

system that can be derived from a source document of the current manual for PCS 7

OS process control.

= & (E) PCST WE0 T|PCS 7 - Configuration Manual Enginesring System
# ) _Addaons PCS 7 - Configuration Manual Gperator Station
= ) _Manuals TBC SPICETTT

|2 Deutsch <l£_I PiC5 7 - Operating Instructions Operakor Station Process Contr; >
J English EPCS 7 - Operating Instruckions Dperator atation Process Contral
|C3) Francais by

2~ PCS 7 - PC Configuration and Autharization

"PCS 7 - Operating Instructions Operator Station Process Control.doc"

derived from a source document of the current manual on PCS 7 OS process control
process control manual tailored to the concrete PCS 7 plant for the operator on the customer

side

is located on the PCS 7 Toolset DVD in the folder " Manuals\<language*>"

can be edited with Microsoft Word
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2.2.5 Plant and User Documentation Manager for SIMATIC PCS 7

The PUD Manager Help Viewer forms part of the SIMATIC PCS 7 software package. To
install it, select the "PUD Manager Help Viewer" component during the initial PCS 7
setup.

l PendingUpdates

.

£ 3 JoA| .+ System {C:) - ProgramData = Siemens = PUDManager = Public  BaseSnippetsRepository = PendingUpdates -
€ I Q)] | ¥ o g ppetsRepositary allp

’

1

Organisieren v In Bibliothek aufnehmen - Freigeben fir - Brennen  Meuer Crdner §

2

" : . 3

¢ Favoriten Mame Anderungsdakum Typ | Grife 2

B Desktop 1) mi_simatic_pc_diagmonitor_de_de-DE zip 15,2017 09:01 ZIP-komprimierter 0., 2,441 Ké

4 Downloads 4 mc_simatic_pc_diagmonitor_en_en-US,zip 13,2017 08:42 ZIP-komprimierter O, 2,436 Ké
L2t i T A P

3% pUD Manager Help ¥iewer ¥1.1

E I (o] SIEMENS

Cortent  Index R setinas Iingeansity for Lfe

User settings

] nchor "Meaa® ares Document overview

M| Fit content Installed documentation

Collapse content blocks (except first ane)

‘ Version ID | Lnglnge| Title | vun'm|
B Show metainfo button ‘ 1m4§4347737| en-US | SIMATIC sc:AmeEx| 1.00 |
Desktop theme Available updates
Version ID Langusge | Title Version | Status | File name Esmnnﬂ DS«IHHII
Advanced properties
102046302081 | de-DE SIMATIC IPC DiagMonitor | 3.00 New | mc_simatic_pc_diagmonitor_de_de-DE zip E D o
e 102046302081 | en-US | SIMATIC IPC DisgMonitor | 300 | New | mc_simatic_pc diagmonitosan s li=2ip | gy D
—
r & Update selection ||| Remave selection =

Integration of documents

To integrate or update documents, the user must have administrator rights and the
hidden folders must be visible.

Follow the instructions below to integrate/update the documentation:
1. The downloaded package (ZIP file) must be stored in the following directory path:

ProgrammData > Siemens > PUDManager > Public >
BaseSnippetsRepository > PendingUpdates

2. Select the PUD Manager Help Viewer and click on "Open as administrator” in the
shortcut menu.

Select "Settings" in the menu.

4. Inthe document overview panel, select all the documents you want to add and click
the "Update selection" button.

& You will receive a message as soon as all documents have been integrated. Make
sure that you wait for this message. The integration takes several minutes and
depends on the number of documents in the package.

5. Restart the PUD Manager Help Viewer.
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Cross document functions for
Navigation and searching

¥ PUD Manager Help ¥iewer ¥1.1

I Q ¢ SIEMENS SIMATIC

Content Index Search  Settings Fua,«m«'ly for Life. FET
R System Manual

> SIMATIC IPC Diaghfonitor > SIMATIC IPC Diaghfonitor

SIMATIC SCALANCE X < SIMATIC IPC DiagMonitor

SIMATIC IPC DiagMonitor i
Introduction

DiagMonitor Software Components
Quick-Start Guide

Hardware and software requirements
Installing and removing the software
Description of the Management Explorer

SIMATIC IPC DiagMonitor

SIMATIC IPC DiagMonitor

SIMATIC IPC DiagMonitor

Introduction

Language-dependent
availability of the
DiagMenitor Software Components dOCU m entation

Quick-Start Guide % Siemens Global Website English

Hardware and software requirements > Document information

© Siemens AG2017 7 Impnnt /" Privacy policy 4 Cookie policy

Installing and removing the software

Click the following link for further information on PUD Manager Help Viewer and the
available documentation packages for SIMATIC PCS 7:

https://support.industry.siemens.com/cs/ww/en/view/109748882

Advantages of the PUD Manager

¢ Placement of system documentation regardless of the installed PCS 7 software
packages and functions.

e Cross document search functions
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2.3 Additional sources of information

2.3.1 PCS 7 Compendium

On the one hand:

e SIMATIC PCS 7 as a definitively open system ensures a high degree of adaptation to
the widest variety of customer needs.

e The system software provides the configuration engineer with many freedoms in
terms of project structure and the design of the program and visualization.

On the other hand:

e Experience has shown that later modernizations or expansions to a system are much
simpler to handle when the configuration is mainly "PCS 7 compliant” from the very
beginning.

¢ This means that certain basic rules should be adhered to, to be able to use the given
system functions optimally in the future.

The compendium directly reflects the recommended method of configuration, while
evaluating numerous practical experiences. The description does not go into the
application itself but relates to handling the project and the parameter settings of the
components it contains.

The compendium is divided into several parts:
e Part A: Configuration Guidelines

https://support.industry.siemens.com/cs/ww/en/view/109740190

e Part B: Process Safety

https://support.industry.siemens.com/cs/ww/en/view/109739339

e Part C: Equipment Phases with SFC Types

https://support.industry.siemens.com/cs/ww/en/view/109740191

e Part D: Operation and Maintenance

e https://support.industry.siemens.com/cs/ww/en/view/109741659

e Part E: Hardware Setup

https://support.industry.siemens.com/cs/ww/en/view/109741569

e Part F: Industrial Security

https://support.industry.siemens.com/cs/ww/en/view/109742220
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Filter criteria for entries
(@) All Products () My Products

& Product tree

[sIMATIC PCS 7 (27) [x] | Compendium afx]
Product Entry type Date
Al Q |Manua| (27) - | x | From To
> Search product
Manual type Manual languages
All | Al -
27 Entries 'SIMATIC PCS T and'Compendium’ and 'Manual'

Entries per page: 20 | 50 | 100

[l » Actions

D » SIMATIC Process Control System PCS 7 Compendium Part A - Configuration
Guidelines (V8.2)

N&rNAR Confinaratinn mannal AREI21RRAR0-A A

Part A: Configuration Guidelines
Part B: Process Safety
Part C: Equipment Phases with SFC Types

€l 11213 |»

Relevance -

Selecting versions

3
{ 022016 E
+ Configuration Manual }
Document ID number:  ASE32

Note:
You receive the check lists as

Part D: Operation and Maintenance

Part E: Hardware Setup

Checklists for
downloading

H—-._,...-u-u.E\M

iﬂ] Show and configure
¢hor Download (34712 KB)
C i Appendix H

Part F: Industrial Security

You can download the documents as entries in the Product Support of Industry Online

Support. Search for "Compendium".

Some parts contain additional checklists that support documented project processing.

2.3.2 PCS 7 on Tour (PoT)

PCS 7 on Tour is a compact manual intended to convey basic knowledge about the
system functions and an approach to solving configuration and automation tasks. It
covers the main parts (hardware and software) of the system and from the very

beginning follows a systematic procedure.

The PCS 7 on Tour (PoT) manual can only be ordered internally. Please contact your
local Siemens promoter or sales office. The PCS 7 on Tour manual is available in the
following languages: German, English, Spanish, Portuguese.
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2.3.3 PCS 7 catalogs

The catalogs list all products from the range of Siemens automation products that are
released for the process control system SIMATIC PCS 7. The products contained in
these catalogs are also part of the electronic catalog CA 01. You can obtain the
catalogs as printouts and downloads in the Product Support portal.

Navigate to
Industry Online Support Information and Download Center SIMATIC PCS 7 in

the product tree

All information on SIMATIC PCS 7

Presales info
. - Catalogs (5) | Bppchures (34) Customer Magazines (3) Demo Software (4) Process Control System
[E] Cataleg and ordering system onling

[ SIMATIC PCS 7 (45)

A Online catslog (Industry Mall)
A -

A Show Catalog/order

Technical info k

System Components (25)

Technology Components (23)

i v
Support - Englizh
Seri ﬁ g « poF Catalog ST PCS 7 (system components) SIMATIC PCS 7 for V8.2
+] Service offer -
Teaini Order number: E8E060-K4678-A111-C3-7600
+] Training

Process Control System PCS 7
2016, german

2016, english

20186, french

2016, spanish

2016, italian

Contact & partners

In content in the order range of the Interactive Catalog CA 01

Additional catalogs :
Catalog ST PCS 7 AO . 2017 Previous versions
Siemens STPCS 7T - 2017 Ordering dats overview SIMATIC BCS 7VT.AMED

download

SIMATIC PCS 7 standard catalog ST PCS 7

The catalog contains the PCS 7 hardware and software products organized according to
the PCS 7 product structure.

The products are introduced by detailed descriptions and specifications.

Add-on catalog ST PCS 7 AO, Add-ons for the SIMATIC PCS 7 Process Control System

For PCS 7, numerous extra add-on products were developed by Siemens or external
partners. These software packages and hardware components released by the system
manufacturer allow a cost-effective implementation of SIMATIC PCS 7 for special
automation tasks.

Catalog ST PCS 7, Technological Components

With the SIMATIC PCS 7 technological components from the catalog ST PCS 7 T that
can be integrated seamlessly into the process control system you can expand the
functionality of the system components for special automation tasks.

@& You can find ordering data for SIMIT and the virtual controller in the catalog
STPCS7T.
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2.3.4

PCS 7 on the Internet / intranet

Link to the PCS 7 Website

The PCS 7 Internet presence provides convenient access to the entire PCS 7
documentation and the latest information on hardware and software components
released for PCS 7.

http://www.siemens.com/simatic-pcs?

Come into the world of SIMATIC PCS 7 with an interactive system overview.

> Home > Automation Technology > Process Control Systems > SIMATIC PCS 7

SIMATIC PCS 7

> System Components

> Technology Components
> SIMATIC PCS 7 Add-ons

> Simulation and Training Systems

Flexible, scalable, powerful: The innovative
distributed control system SIMATIC PCS 7

Providing continuous operation and consistent
product quality while reducing plant costs are
only a few of the many challenges that the
Process Industry is facing today. The control
system plays an important role in meeting those
challenges. SIMATIC PCS 7 enables you to
respond quickly to constantly changing market

through its a
high system availability, investment security
future-safe technology, together with a reduced
total cost of ownership.

SIMATIC PCS 7 first product with IEC 62443
security certification

ceanpisare 9
s "
L]
_%e Al

» Site Explorer [ | Sc:rch

share thisPage: [ (AW} % »

More Information
Documents
Tutorials
Supply Tool
Related Links

el Y
Newsroom I 1 ﬁ.

> Read more

http://www.siemens.com/simatic-pcs7

The PCS 7 portal contains links to the following areas:

Presales information

e Technical information

e Support

e Training

Online catalog and ordering system

e Contact & Partners (local contacts and solution partners)
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2.4 Industry Online Support Internet portal

The new Industry Online Support is there (February 2015).

The Industry Online Support is available at all times as a comprehensive information
system for all Industry Automation and Drive Technologies Service & Support topics.

Do you want to improve your product know-how, be informed about services or
exchange information with automation users?

In Industry Online Support convenient functions bring you directly to the required
information. Online support - always the first step - 24 hours a day, 365 days a year.

https://support.industry.siemens.com/cs/?lc=en-WW

241 Overview
. =1
SIEMENS g L
L i &

a1 .

Q
o
> Home ] Support | 3 Services | & Forum | B mysupport 1

]

> Product Support

> Application Examples The new Industry Online Support is here
> Services
> Forum Notes on operation and a guide to the most important r =5 == = = '|
> mySupport improvements can be found in our i
ySupport o eloenies 1 my Support Cockpit :
- ! 1
Searching for product information 7 = | > Favorites 1
[P > Personal messages
This is how you get quick and easy current information from our TN 1 & it g 1
global support database. Simply enter your specific product ks 1 y.red 1
information. ot My 1 > CAx downloads 1
Product/Article No. Q ) i 1 User online (44) ]
Register today 1 1
You are looking for Use the full range of functions of Industry Online Support as a 1 1
registered users — easy and free of charge | News 1
> FAQs 2 Your advantages
> Manuals > free registration : > 11/26/2015 | Declaration of Conformity, EC/EU-Declaration of :
> Downloads Conformity, Manufacturer
> Application Examples 1 > 4/30/2015 | General Product Approval, CSA, CSA ]
Our service offer 2 4072015 | SIMATIC NFT Industial Fihemet Sacurity ]
e e

Industry Online Support for anywhere!

Download our free app for your smartphone today.
> more

Always available (top right): Social Media
37 follow us on Twitter
EERI E m’)‘ current videos from Online Support
E}' Siemens on Facebook
47 background information on “competitive industry”

1. Registration: You want to use the complete information offer of Online Support and
profit from the options for personalization in mySupport?

Then register for Online Support and log in before you use it. And this is all free of
charge. Make the most of your Industry Online Support!

2. Global search: The input box of the global search is always available at the top
right. The global search searches all entries of Industry Online Support and
presents the results clearly on a separate results page.

In all specific filter areas, there is a further input box available to start the search.
This search works with the filters, and searches only entries that match the filter
values you have selected.

3. Direct selection of the basic parts of the portal:

Product support, application examples, services, the online support forum and the
personal working area mySupport.
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10.

Search for product information: Product support is the central contact point for all
information on the industrial products of Siemens. Most of the information in product
support is stored in the form of entries. Depending on the type of entry you find
different information and data. You can use filters to reduce the displayed list of
entries to the required information.

Many functions and areas of product support are only available to you if you have
logged in to Online Support. These include, for example, saving and loading filter
settings or downloading software packages.

Overview of our services: You would like to get information about the service offer
from Siemens, find contacts or find concrete instructions on the procedure for the
individual services? The Service catalog provides you with the possibility of getting
comprehensive information.

You call up the Service catalog via the "Services" navigation point that you will find
on every page.

Forum — communication platform for products from Siemens Industry.

In the Technical Forum, you will meet a strong community that exchanges
information about products from Siemens Industry. The community discusses
questions, for example relating to configuration, commissioning and product details.
Naturally, non-registered users can also view the contents and search through
them. If you want to use other functions of the Technical Forum, log in with your
user name. Then you can also ask a question and take part in the discussion.

mySupport is your personal working area in Industry Online Support. Here, you
can put together information that is important in performing your daily tasks.
mySupport provides you with a series of tools that support you in this.

To make your important information simply and efficiently accessible at all times,
structure the contents according to your ideas. You can create folders and name
them freely, for example, according to your projects or products. You can also use
your own tags for indexing and add personal notes — completely according to your
needs.

The mySupport Cockpit is located on every page in Online Support on the right-
hand side of the page. If you are logged in, here you will find direct links at all times
to your favorites or to the last entries you viewed in Online Support.

The mySupport Cockpit also informs you about new personal messages, status
changes of support requests or with completed jobs of the CAx Download Manager.
At the relevant entry, a number in brackets shows how many new or modified
objects there are.

Copying alink and printing an entry: You can copy the address of the selected
entry to the clipboard or print the entry.

Queries to Technical Support (support request)
You have a technical question and want to receive support finding the right answer?

With the support request form in Online Support, you can put the question to our
Technical Support directly without detours. To do this, describe your question in a
few steps and you will immediately receive proposed solutions. If your question is
still not answered after this, a specialist for your topic will make contact with you
within the briefest period of time.
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12.

. Mobile use with an app - make sure you have Siemens support when you are on
the move! With our Industry Online Support app you have access to more than
300,000 documents anywhere and at all times. Regardless of whether you have a
problem implementing a project, require support to eliminate problems, want to
expand or replan your system.

You will find instructions on working with the app and a guide to the most important
innovations in the HelpCenter.

2.4.2 Product support

You will find the following in product support:

Information on product details and technical specifications
Manuals and operating instructions

Documents and all the necessary information for working with or operating a product.
A distinction is made between two variants of manuals: Classic PDF manuals and
configurable manuals (to extend your personal library in mySupport).

Downloads of updates, upgrades, service packs and support tools.

You can download most of this software free of charge but you do need to be logged
in Online Support.

Answers to frequently asked questions (FAQS)

The term "FAQ" stands for Frequently Asked Questions. This is a collection of
guestions that are often asked concerning a specific topic along with the appropriate
answers.

Certificates

Approvals for marketing in other countries, certificates relating to the successful test
of nominal data according to a specific standard or for special use scenarios
(documents in PDF format).

Application examples

Application examples help you solve your automation tasks. To achieve this, you
have examples and tools, background knowledge, functional descriptions, handling
instructions, performance data etc. available. It is not the individual product that is in
the foreground but rather the system-wide interaction of the products.

Characteristics

Pictorial representation of characteristics, for example, the current/time behavior of
causes of overcurrent (documents in PDF format).

Product news

Product-related current information from marketing and sales e.g. sales and delivery
releases for new products.

Technical specifications

Technical operating figures of the selected product in a clear table form.
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» Home » Product Support & Proc
Filter criteria for entries

& Product tree

All ~ | Enter keyword. .. Q

Product Entry type Date

Al O, [certificate (10339) ~|x] |[From To

¥ Search product

Certificate type Certificate Approval office Country

All > Al - Al * Al -

ABS / American Bureau of Shipping (79)
Type Examination Certificate (62)
Confirmation (181)

10389 Entries Fitered by Gertmoate | BY/ Bureau Verias (32)
CB-Testreport (94
Coe e «le 1l2131al5] 1> |»
O b Actions CSA (420) Date descending mvSsu
C-TICK (130) y
[lupd: > Certificate Declaration of DNV / Det Norske Verifas (94) fanufacturer 1172802015 » Favori

ATEX-EC-Tvoe-Examination-Certificate (452)

» [] Industry Online Support Deutschland » Deutsch » Contact p Help » Suppo

* > Home oduct Support > Drive Tec > motors > LowV

YE NN NN NN NN NN AN AN SN ENEEEEEEEEEEEEEEEEEEEEEEREEEEEEE

FETTTLELELTS

Itage Motors =

> IEC Motors
» Non-Standard Motors

Filter criteria for entries

B0 Product tree

Low Voliage Motors (2054) v [x| Enter keyword > SIMOTICS HT High-Torque Motors
> Motors acc. to NEMA
Product Entry type -
Al QA > SIMOTICS XP Explosion-Proof Motors
» Search product » LOHER Motors

Filter functions (1)

With the filters in product support, you can find all required information about your
question quickly, simply and conveniently or simply only for one product. Use the filters
to reduce the large amount of information available to the content that is of interest to
you.

Depending on what you are looking for, the following filters are available:
e Product tree

¢ (Individual) product

e Entry type

e Date

You can, however, also simply enter one or more terms in the search box. As soon as
you have made the settings for a filter, the entry list provides you with all suitable
results. You can add filters or change existing filters at any time to narrow down your
search even further.

To remove individual or all filters, click the "X" beside a set filter or click on the button
"Clear all filters".

"Breadcrumb" navigation (2)

Breadcrumb navigation is an important navigation element of Online Support. Here, you
can see at a glance where you are currently located.

Click on a link in the breadcrumb to go to a hierarchically higher page. If you do not click
a link but only hover the mouse pointer over it, a drop-down menu appears, in which you
can see all the available areas of this hierarchy. Clicking on an entry brings you directly
to the relevant area.
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2.4.3 SIMATIC PCS 7 "Landing Page" of Product Support

> Home > Product Support

Entry ID: 63481413, Entry date: 02/15/2017 * % % % 7 (80)
> Rate

SIMATIC PCS 7 Overview

Direct access to the most important technical information and solutions.

r .’ _\

Intuitive Operation and Efficient Engineeﬁﬁ‘g
SIMATICPCS 7 V8:2. 5 & &

o

> SIMATIC PCS 7 V8.2 delivery release notes > Brochure SIMATIC PCS 7 V8.2
%
P/ U 4 L o
({( @
s LA
FAQ Manuals Application Forum Muitimedia Security Services
Examples

Version-specific access to PCS 7 entries through the Product Views

PCS7V8.2 PCS7V8.1 PCS7VE0 PCS7V7.1 PCS7V7.0 PCS7V6.1 PCS7V6.0
By using the PCS 7 product views (in the "Entries” tab) you will find content like delivery releases, manuals, FAQs,
downloads, etc. valid for the relevant version
Branchen-specific access
> Chemical Industry > Food & Beverage > Biogas
> Oil & Gas > Water & Waste Water > Mining Industry

> Pharmaceutical Industry

In the following you will find the latest PCS 7 and particularly important FAQs
The complete list is available > here

Upd: > Compatibility Tool for Automation and Drive Technology

A so-called PCS 7 quick start (start page, landing page) allows you to find all PCS 7
relevant topics, technical information and solutions quickly.

https://support.industry.siemens.com/cs/ww/en/view/63481413

This start page has many advantages:

e PCS 7 films, interactive demonstrations, FAQs, new application examples and much
more are listed and ordered at a glance.

¢ All available solution examples and unit templates are listed and briefly described in a
PDF document.

¢ Icons simplify the classification of documents, e.g. contains archived projects/code,
step-by-step instructions, performance data, etc.

e The desired PCS 7 version can be selected directly so that all entries are then filtered
for this version.

Links to other landing pages from the area of process automation:
COMOS: https://support.industry.siemens.com/cs/ww/en/view/109739837

SIMIT: https://support.industry.siemens.com/cs/ww/en/view/109746429
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24.4 Compatibility tool

You will find the compatibility statements on automation and drive technology in the
compatibility tool of Industry Online Support. It is intended to support you with questions
regarding compatibility of different hardware and software products.

The stored database is constantly updated and expanded. In addition to this you can
download the compatibility lists of the individual product lines as an Excel file centrally in

the tool.

https://support.automation.siemens.com/kompatool/pages/main/index.jsf

Home } Language
Compatibility information

Welcome to the compatibility tool

} Tools P Contact P Help

With the compatibility tool, Industry Online Support provides a function, with which you can put together a compatible selection of software preducts or with which you can
check the existing configuration for compatibility.

Due to the great variety of products and their different versions, the following guestion often arizes: "Which verzion of the product A is compatible with which verzion of the
preduct B?" With its user interface, the compatibility tool guides you to one or mere compatibility statements.

Check compatibility manually

Select the individual product versions and you

will receive the detected compatibility statement.

1. Selection of a main product

2. Selection of other, additicnal products

» Start compatibility tool

Load compatibility lists

Select a product, in order to download a
compatibility overview. All compatibility
infarmation is included in this overview.

EE Ty -

» Download lists

. Select product

. Select compatibility list
. Login at Online Support
. Download desired list

1. To be able to query the compatibility statements you require, in the first step you
need to decide on a "main component" (WinCC, PCS 7, STEP 7, etc.).

Home } Language
‘Compatibility information

‘Check compatibility manually I 1. Selection of the main product version

Main product

P Tools P Contact P Help

i 2. Selection of additional product versions |

2 >IEF [ FIOTESSIOn

HMI Software in TIA Porte
Optionen im TI4 Portal

DEEEE

HMI Software

SIMATIC Controller PLCs
Software for SIMATIC Contro
Software for SIMATIC NET
SIMATICPCS 7

= | SIMATIC PCS 7
[E] SIMATIC PCS 7 System (

k-
-
-
-

-

STEPT

SIMATIC WinCC
SIMATIC Process Hist
SIMATIC Information £
SIMATIC MNET PC Soft

[=] SIMATIC PCS 7 Technolc

Gl

Connection IT System

[E SIMATICIT

» SIMATICIT

[E SIMATIC PCS 7 Add Ons

>

Drive ES

> SIMATIC WinAC RTX
[E] Archive
= Authors\W
Drive Technology

Main product selection: SIMATIC PC57 Products selected up to now

Select a product version:

O® OO0OO0O0OO0O00CO0O0o

PCS 7 w4.02
PCST7WVS0
PCS 7WaA1
PCSTW52
PCS7WVED
PCS 7 W61
PCSTVFO
PCS7WFA
PCST7WED
PCS7WEA1

Any product version

Please select a service pack/hotfix:
So far no products selected

® PCSTVEA

Continue to the next step
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2. You can add further components to this "main component” (e.g. operating systems,
virus scanners, etc.).

Home } Language » Tocls P Contact M Help
Compatibility information

Check compatibility manually | 1. Selection of the main product version I 2. Selection of additional product versions I |

Additional preducts Commissioning Software Drive ES Products selected up to now

» NCM 57 PROFIBUS I Select a product version: Please select a service pack/hotfix:
> AuthorsW Selected main product:
= BCE
» S7-REDCONNE (O Drive ES Basic V5.2 @® Drive ES PCS 7 (APL) VE.0 SP1 = PCST VA g
P General information on: PCS
5 = (O Drive ES Basic V5.3 7
L O Drive ES Basic V5.4 Addionally selected products:
=T
> DataWareHouse O Drive ES Basic V5.5 = Drive ES PCE 7 (APL) VB.0 T
Industrial Controls . _ SP1
Hardware (O Drive ES Graphic V5.1
[Z] Drive Technology . . Show compatibility =
O sofware () Drive ES Graphic V5.2
> STARTER () Drive ES Graphic V6.0

Startdrive
Drive ES (@ Drive ES PCS 7 (4PL) V8.0

>

>

» SIMOCODE DR . . . - .
. The products selected =o far exclude the selection of the options dizplayed in gray, since
>

SIMOCODE PRO there are no compatibility statements available.

SIZER for Siemens Drives

3. Once you have selected the desired component, you can display the compatibility
statement by clicking the "Show compatibility" button.

Home } Language } Tools P Contact F Help
Compatibility information & Feedback  [3] Print paj

Selected products:

Selected main product Order number Comment
PCS 7 Va1

Addionally selected produci Order number Comment
[S)g:e ESPCS 7 (APL)VB.D + MNur mit PROFIBUS DP Systemen einsetzbar

Compatibility statement: (compatibls)

Your selected products are compatible to the selected main product. However, this depends on the operating system version!

Please additionally note the information in the documentations of your selected products, as well as the product-specific notes of other
software providers.

Please also observe the general notes regarding PCS 7 compatibilities.

Enterprise (84-Bit) SP1

Microsoft Windows 7 &« Comp. * Comment
Microsoft Windows 7

Enterprise (32-Bit) 5P1

Micresoft Windows 7

[Tl Plsase note that additional products affect the compatibility. If necessary, select further products in order to achieve & precise compatibility statement.
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2.5

251

Favorites

Tags

Working with mySupport

Personal filters and notifications

SIEMENS

> mySupport

Navigation

Personal messages
Requests
Notifications
Filter

Favorites

Tagging

Entries last viewed
Documentation
Personal data
CAx data
Extranets

Welcome to mySupport

With "mySupport", your personal work area, you are <]
making the most of your Industry Online Support
Everything for you to find the required information )

quickly and at any time.

The following functions are now available to you:

> Personal messages
Your personal mailbox for exchanging information

B
= AN
and managing your contacts ﬂ N ST
> Requests )
Use our online form for specific solution suggestions
or send your technical request directly to a specialist z
in Technical Support. v
4
“

> Notifications
Alviays stay up to date — individualy tailored to your
needs

> Filter
Easy management and reusability of your filter settings from Product Support and Technical Forum

> Favorites / > Tags
Create you own knowledge database by setting "Favorites” and “Tags” to documents — easy and efficient

> My entries last viewed
Clear display of your last entries viewed

> Documentation
Configure your individual documentation from several manuals — fast and straightforward

> Personal data
Change your personal data and contact information here

> CAxdata
Easy access to thousands of CAx data items such as, e.g. 3D model, 2 dimensional drawings, EPLAN
Marcos and many more

mySupport Cockpit | &dimgli®
> Favorites

> Personal messages (0)

> My requests (2)

> CAx downloads (0)

Entries last viewed

[ My tags

[@ User online (1444) [i]

To distinguish the types of information, mySupport is divided into so-called information
categories (e.g. personal messages, filters, tags). Each category provides specific

functions; however, the operating concept is uniform so that you can work quickly and
simply.

All contents in the individual categories of mySupport are only accessible to you
personally.

For this reason, you must log in to Online Support before using mySupport. You must
register before the first login. To access your personal information in the most efficient
way, you can opt to remain logged in (see registering and login). Without logging in, only

general information on the individual categories is visible.

Favorites are your personal bookmarks in Online Support. Similar to the favorites or
bookmarks of your browser (e.g. Internet Explorer), you have access to your preferred
entries quickly — and from anywhere.

You can select your favorites in Product Support, Forum and Service area and save

them in mySupport, organize them in your own folder structure, call them up at any time
and apply tags to them (keywords). You can access your saved favorites either via the
"Favorites" category in mySupport or via the "Favorites" link in the mySupport Cockpit in
the right-hand navigation area.

If you have marked an entry as a favorite, you can also apply your own keywords to it
("tag"). From these keywords, a "tag cloud" is generated automatically in the mySupport
Cockpit the individual terms in the tag cloud serve at the same time as links. The more
often you use a term as a tag, the larger it is displayed. If you click on a tag, your
favored entries are filtered - you cannot access your information more quickly.
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Saving and managing filter settings

In the mySupport area you can manage the created filters in the "Filter" category.
Simply save the filters in the (folder) structure that is suitable for you. You can add notes
for the filters, such as when which filter is relevant. You can also group all the filters
together in one folder as a notification — you then receive a summarized mail for all
changes that relate to the filters in this folder.

Managing notifications

Navigation 4 My filters

&) Personal messages Search in "Product Suopo"t"@ Including subfolders
Requests

Notifications search I
G Fitter
= Product Support 5] » Actions b Set options b Show details for filter
x
Migration aus Newsletter-Abos a r
9 Notification options h >
> Forum
[ Filt Global settings Reference
Favorites
Tagging Global settings for all notifications
e How do you want to receive your notifications?
1 ® As email Oas personal message
Documentation

IR RIENE!
Natification format el !

Personal data
® HTML (formatted) O Text

CAx data
Extranets When would you like to receive your notifications?
O onesa day ®0nce par waek
Interrupt subscription
From to
Summarize notifications
® summarize all notification as one email
\ail for each notification/summarized
Notifications from the Product Support ot ]

> Set notification options

>
> Unsubscribe

R SR

Dear Mr. (iR

Application example 7
v 1. Process Optimization and Energy Management with SIMATIC PCS 7 in the Fertilizer Industry (Video) z
v 2. SINAMICS S: Positioning an S$120 with S7-1x00 (TIA Portal) via PROFINET with HMI
P R A SR SRR b S A SR ~

You want to be informed when there is something new relating to your points of
interest? Then let Online Support notify you automatically.

If you are interested in numerous entries, identify these with a filter. If you are interested
in only a single entry, mark this as a favorite. Both in mySupport filters and in favorites,
you can set how you want to receive notifications. To do so, select the "Set options"
item in the toolbar According to your configuration, the "Notifications" category lists all
active notifications — this gives you a quick and easy overview.

& The previous newsletter from the "old" Online Support portal has been replaced with
the new function of notifications. The newsletters you subscribe to are automatically
continued as new notifications.
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2.5.2

» [] Industry Online Support Germany  » Deutsch » Contact » Help » Support Request » Site Explorer

Personal documentation

SIEMENS

> Home » mySupport » Documentation

Navigation

Personal messages
Requests
Notifications

'  ~ ;;.(_

& Product Support | ZServices | & Forum | B mySupport

1 Documentation mySupport Cockpit | & il
» Favorites
Search in "Basic Concepts of Engineering” > Personal messages (0)

for| search I > My requests (2)

> CAx downloads (D)

Filter ¥ Actions
Entries last viewed
Favorites y tags
Tagging Document:  SIMATIC Process Control System PCS 7 Engineering System (V8.0) (12/2011, English)
Entries last viewed Type of topic: Content User online (78) [i]
] Documentation
[ Personal library ] Basic Concepts of Engineering
Elo myManual g
B Basic Concepts of 1 Overview
Engineering ]
[ Functions of the block The following contains an introduction to the basic mechanisms of engineering with PCS 7. In
symbols ] the foreground are the PCS 7 functions which enable you to configure efficiently:

Personal data
CAx data
Extranets

+ Central, plant-wide engineering

+ Setting up the projects with the PCS 7 wizard

+ Distributed enqgineering

+ Type definition. reusability and central modifiability of engineering data
* Importing and reusing plant data

+ Eree assignment between hardware and software

+ Deriving the picture hierarchy and OS areas from the PH

+ Generating block icons

J/ + Generating operator fexts

Basic concepts of the PCS 7 event-signaling system

You want to bundle documents that are particularly important for you?

In mySupport you can create your own personal document library in the
"Documentation” category. You can use this library online in mySupport, or also
generate it in different formats for offline use.

Naturally, you can also share your personal library in mySupport with other mySupport
users. This allows you to efficiently create a collection of relevant documents for your
topics that you can share with colleagues. Regardless of whether you are alone in the
office or together with colleagues, work at different locations or need to take trips, you
have access to your personal document collection from anywhere.

This function was previously available in MyDocumentationManager for configurable
manuals. Due to the integration in mySupport it will be even simpler for you to include
entries in your library. In addition to this, the total range of entries is now available to
you. You can include all entries of Industry Online Support in your library, i.e. also
FAQs or product notifications.

And if you have already worked with MyDocumentationManager all the libraries you
have created naturally remain available in mySupport — None of your work will be
lost.
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Setting up a personal library

Navigation 1 Documentation

Personal messages Search in "MyManual”

o o =
Notifications

Filter » Actions

Favorites Actions x

Tagging > Configure ters: 1
Entries last viewed > Change language
[ Documentation > Move

=] > Copy

[ personal library

E myManual > Delete
B Basic Concepts of > Create folder
Engineering
Bl Functions of the blo 4 .
P + Addnote My library /* Exit configuration = #%My productions /¥ Updates /¥ Settings
B Block icon structur] 5 Renams (F2)

B configuring the bi
icons

> Create hyperiink topic

Chapter: Personal library

libras
My TY | Index Search Number of topics: 0, Number of chapters: 1

> Delete (Del)

B Operation via the b > CoPY (¢) = O Personal library <]
E"" > Paste (V) A 8 mymanual a Chapter: Personal library
= E";c‘:o'ﬁ::" for P10, Ghange lsnguage B Basic Concepts of Engineering B 1 MyManuzl
B Biock icon for intef > Release by email = O Functions of the black symbols a
;unks 3 Reject B Block icon structure a8
Adding block icon:
static picture componq > Create export B Configuring the block 8
> Show index cons
B Operation via the block =]

icon

B BlockiconsforPIDand FM B
controller

B Block icon for interiock =]
blocks

B Adding block icons to static B
picture components

In your personal library you can create your own folder structure as familiar to you from
the folder structure used for file storage. You can save the entries from Online Support
in the folders and therefore set up your own personal collection of documents. You can
structure the library to meet your exact requirements e.g. according to the structure of
your plant or projects.

You can adopt entries directly from the entry list or from the entry display into your
personal library.

By adopting an entry into your personal library, you create a copy of the original entry
for your own use. This copy is then available to you until you delete it again. This
applies even if the original entry has been revised or deleted in Online Support.

1. After you have created a library, you can change it again at any time in "mySupport
Documentation”. With the "Configure" function in the shortcut menu, in addition to
the content area, the structure of your personal library is shown in a second area.
This allows you to make considerable changes very conveniently using drag and
drop.

The fully configurable manuals represent a special feature. If you insert a manual of
this type in a folder, not only the entry appears in your folder but the entire chapter
structure along with the content is entered in your folder. This makes it simple to
navigate through the manual. And if you only require parts of a manual, you can
enter these parts only in your library. You can modify and restructure an entered
chapter structure later to any extent you require.

2. You can be informed automatically of changes to the entries contained in your
personal documentation. With the "Settings" button, you can enable and adapt the
automatic update service. You select the language, the interval (day, week, month,
quarter) and the standard according to which warning notices of pending updates
will be given (ISO, ANSI).

3. Using the update function, you can synchronize your personal documentation with
the current version of the entries. In this way, your documentation always remains
up-to-date. With the "Update" button you can adopt or discard pending updates.
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4. My exports: When you export, the content of the selected folder and all subfolders

is transferred to a file that you save and edit further. You can carry out this export
from each folder of your library - regardless of whether you yourself created the
folder or transferred it from a standard document. (In MyDocumentationManager,
this function was available with "Generate".)

2.6 Support request

1 Creating request via Support Request
- What kind of product is it?
- Selection of application case, details and any necessary file attachments (max 10 MB)
- Your contact data

- 2 Acknowledgement |
K= of receipt
Customer | via email with SR number

e ——

3 Making contact

\\ Through experts /

s

Technical Support

To create a support request, you have various options available in Online Support:

You will find the item "Support Request” in the menu on all pages of Online Support.

As an alternative you can create a new request in mySupport in the "Requests"
category.

Or click directly on the following link:

http://www.siemens.com/automation/support-request

Tips for creating a support request:

Here, select your product and use case as precisely as possible; avoid selecting the
item "Other" if possible. In this way you guarantee optimum support by our experts
and suitable proposed solutions.

Have other users already had a similar problem? Common questions and solutions
are made available to you here. Have a look at it — it will certainly be worth it!

Describe your problem in as much detail as possible. Pictures or explanatory
attachments give our experts the opportunity to narrow down your problem and to
work out solutions. Several attachments up to a size of 10 MB per file can be
uploaded.

Each time you send, check your personal contact information and the data you have
entered. When complete you also have the option of printing out the summary.

As a logged in user you can track the status of your requests online. To do this, go to
"My requests" in the "Requests" category in mySupport.
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2.7

2.7.1

» ¥4 Indusiry Online Support b Deutsch

» Home > Forum

Navigation

Product Conferences
General Conferences
Forum management

Quicklinks

b Contact P Help P Support Request

Conferences and forum management

[1] welcome, BN Your last visit was 4/13/2015 10:43 AM.

Conference overview
List of all conferences of this area

Search in "Forum™

for |Drive ES

» Actions » Legend

[0 Title
Product Conferences
>LOGO!

O software, hardware, accessories
P~ programming
4 5 Experts

> SIMATIC TDC, FM458, T400
O Controlsystem SIMATIC TDC, FM458,
Py T400

&% 2 Experis

» Site Explorer

Forum — Communication platform for products from Siemens
Industry

search | [g]

9 Product Support | = Semcesll &% Forum l & mySupport

[scarch
[@ Edit filter = Load filter

Last post Topics
> uBfA!! - user defined web page total: 2324
from: ix065 curent 5
412012015 927 AM
> Can't import Profibus DP data from

CP50MD fotal: 340
from: KSN current: 0

411312015 10:46 AM

Mavigation

Product Conferences

General Conferences

= Forum management
Manage profile
User filter
Conference filter
Iy suggestions
Received Feedback

>

>

>

>

>
Quicklinks

Er =
mySupport Cockpit | 2 GHNREES 7|
> Favorites
> Personal messages (0)
> My requests (2)
> CAx downloads (D)

Viewed item

My tags

User online (54) [{]

All about Product Information
Presales info

Catalog and ordering system online
Technical info

Support

Training

1. On the left-hand side you will find the so-called Conference tree. Here, you can
navigate through the individual discussion areas.

2. With the Conference overview, you are in the central discussion area of the
Technical Forum. The community meets here to exchange information about
technical questions about all the products from Siemens Industry.

3. Inthe Forum Management, you will find your personal control center for the
Technical Forum. Here, you can manage your specific profile data and filters.

> Home » Forum 3> Forum management > Conference filter

Navigation 4
Product Conferences
General Conferences

E Forum management

Manage conference filter

Add or remove conferences to the filter

> Show topics in "My conferences”

F Product

» Manage profile

> User filter

» Conference filter
> My suggestions

» Received Feedback

Quicklinks

All conferences

Ankundigungen (de)
Anregungen - Feedback (de)

~
CNC Automatisierungssystem SINUMERIK (d

Code-Lesesysteme (de)
DC Stromrichter SIMOREG (de)

Der neue Industry Online Support (de)

Desigo™ Gebaudeautomationssystem (de)

Dezentrale Peripherie (de)
Drive Tools (de)

Energiemanagement mit SIMATIC (de)

Gebaudetechnik allgemein (de)
HLK Produkte (de)

Indusirie Software allgemein (de)
Indusirielle Schalttechnik (de)
Kommunikation / Metzwerke (de)
Logikmodul LOGO! (de)

Ieet & Talk (de)
MICROMASTER (de)

Motion Control System SIMOTION (de) LY
Miederspannungs-Energieverteilung und Insta

Enable notifications if there are new topics.

|:| Set notifications
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Conference filters

Add conferences to your personal filter of preferred conferences. With this you can
activate a notification that always informs you when new topics are started in these
conferences.

There is a Quicklink in the Technical Forum to an overview page that contains all the
topics of your preferred conferences.

Managing a profile

User filters

2.7.2

In the profile management, you will find interesting information and functions:

¢ You obtain an overview of your activities in the Technical Forum.

e You can see your rank and any special rights as well as your progress in the ranking.
e You can store a signature and a personal description for your profile in the Forum.

¢ You have direct access to the quicklinks to obtain an overview of all topics to which
you have contributed.

In the Technical Forum, you have found a user who contributes particularly interesting
entries? Then add this user to the list of your "preferred users".

With this you can activate a notification that always informs you when the user has
created a new entry.

There is a Quicklink in the Technical Forum to an overview page that contains all the
topics of your preferred users.

Interactions in the Forum

Process Control Systems SIMATIC PCS 7

Search in "Process Control Systems SIMATIC PCS 7"

» Actions p Legend p Experis

4743 Entries

[a] Edit filter = Load filter
<1 12131415]..>|>

10

Create a new topic in
the conference

Entries per page

Status:
solved

Topic from the Rating of
conference overview the topic

O s Missi ) ] from: paco
Missing OS in backup PCS7 6.0 Sp2 arreaga 2 21 Yedriokss

A
B OM; paco ameaga 212612015 2:41 AM
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Missing OS in backup PCS7 6.0 Sp2
Created by: paco arreaga at- 2/24/2015 2:08 AM (2 Replies)

Rating virirdrdeey (1)

fhanks 1 Create a new entry for
(WSO =2 New post the tOpiC

3 Entries
Respond to
an entry
> Suggestion > Tothank ) Answer () Quote -~

2 This confribution was helpful to:
& paco ameaga

Feedback for the
individual entry

Creating a new entry

You want to create or format a new entry? The entry editor provides you with all the
necessary functions.

To prepare your entry optically, there are many functions available. By using pictures
you increase the understandability of your entry.

e With "Add attachment” you can upload a file from your hard disk and publish it to the
forum.

¢ You want to check how your entry will actually appear prior to publication? For this,
there is an entry preview available.

¢ You would like to consider the topic again for which you are creating an entry?
Please use the link via the input area (right mouse button -> open in a new tab or
window).

Posting / replying to an entry

You would like to become involved in an existing discussion with your own entry? Click
on "Answer" and write your personal entry post to support other users with their
questions.

e Use the link "Answer" to open the entry editor to write an answer without quoting the
entry.

¢ If you want to quote the entry or just a part of it, use the "Quote" link. The content of
the quoted entry is then displayed in the entry editor.

Evaluating an entry / saying thanks

You find an entry particularly readable? Use the available functions and evaluate the
entry or give your personal feedback with a thank you. Evaluations and thanks are the
wages of our community members given for the help they provide. When you evaluate
an author or an entry, this is added to the already existing evaluations. The average
value of all evaluations is displayed.

Apart from the feedback to the author of the entry, you draw the attention of other
readers to particularly valuable entries and helpful authors.
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2.8 Exercise and checkpoint
Exercise: Software compatibility

Task

Find out which current version of virus scanner is compatible with your configuration
software.

Use all the available sources of information:

¢ Readme files on the installation path

e The compatibility tool of Industry Online Support
o Entries in product support

e Entries in the Forum

o Create a service request

Checkpoint

Think about the following:

e Name a couple of reasons why it
makes sense to register with
mySupport.

e How can you keep the required
manuals constantly up to date?
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Basics of OS configuration

Learning objectives

The participant will learn about

e The procedure for configuring a PC station

e The importance of the plant hierarchy in
the context of the PCS 7 OS

e The results of the Compile OS function

e The properties of the PCS 7 OS

3.2 The OS architecture

Operator System (0S)
Single Station

Mobile Client OR Web Client Data Monitor ERP
(Fy Y . -0S
[ | N - Maintenance
% Web Server/ Information
——-\ = — OpenPCS 7 server
O Industrial . N
Wireless LAN M Ethernet, Office LAN )
0S/Batch/Route Control/Maintenance clients n‘:%l_-.::.n Front -
n'='=='|=="==' Firewall i
— Process Historian L
gefes Back
EEEE  Firewall
W Industrial Ethernet, terminal bus, single/redundant T

Batch
Server

Route Control

Server [[[[[

0s
Server

= ¢ &
i

Maintenance
Server

W

Engineering
Stations

M Industrial Ethernet, plant bus, single/redundant

III Standard
III automation systems

PCS 7

s

=
I

Automation =
system with -
PROFINET PCs 7
I ASRTX

Engineering station

AS mEC RTX.

Fault-tolerant Safety-related
automation systems automation systems T
1

You use the engineering station to configure and download all PCS 7 system
components: operator stations, BATCH stations, Route Control stations, automation

systems, and centralized and distributed 1/O.

Engineering stations are PCs on which the PCS 7 Engineering Software for configuring

a PCS 7 project is installed.

Operator station

You use the operator station for operator control and monitoring of your PCS 7 system
in process mode. The operator station is connected to the system bus for the necessary

data exchange with the automation system.

The operator station can be designed as a single-user system for smaller plants with

few requirements.
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For larger plants and higher requirements, the OS can be implemented as a multi-user
system with OS servers and OS clients.

OS servers can be configured redundantly.

Maintenance station

The maintenance station, with its diagnostic and maintenance functions, allows the
various components of a PCS 7 system to be monitored and the status to be displayed
in process mode.

The maintenance station can be operated as a single-user system or in a server-client
architecture

BATCH station

You use the BATCH station for operator control and monitoring of discontinuous
process sequences (batch processes) in process mode.

A connection to an operator station is needed for the required data exchange with the
automation system. The BATCH station is connected to the terminal bus for this.

BATCH stations are PCs on which the SIMATIC BATCH software is installed.

Batch servers can be configured redundantly.

Route Control station

You use the Route Control station (RCS) to automate the transport of materials and
products in a PCS 7 system.

The Route Control station is connected to the system bus for the necessary data
exchange with the automation system. A connection to an operator station is needed to
display messages.

Route Control stations are PCs on which the SIMATIC Route Control software is
installed.

Route Control servers can be configured redundantly.

PCS 7 Web Server / Client

With the PCS 7 OS Web option, you can use PCS 7 for operator control and monitoring
of automated processes via the Internet or an intranet.

The PCS 7 Web server is an OS client with PCS 7 Web server functionality.

The Web server can fulfill the role of a "Web standard server" or "Web diagnostics
server".

Process Historian

The Process Historian is a long-term archive server in V8 that is used to store process
data, such as process values, messages, and SIMATIC BATCH data.

It archives historical data originating from the PCS 7 operator stations (OS) and
SIMATIC Batch servers.

Information Server / Client

The information server is the central reporting system. Reports can be generated based
on the information that is archived in the Process Historian.
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To display information using the information client, you can use the templates provided
or create your own report templates. These report templates can be configured as a
Web application or using Office add-ins for Excel, Word or PowerPoint.

The flat system architecture

The "flat structure" combines terminal bus and system bus in one physical network. For
small to mid size projects up to 8 OS Single stations and an additional redundant OS
single station can be configured.

0OS Single 0O8S Single QS Single
Station 1 Station 2 Station 8
; =
B = B . B -

e
™
F
r
™

Process Historian S7-400H

This architecture can be extended by a Web Server/Client (up to 3 Web Clients), OPC
communication (with OpenPCS?7 license), Simatic Batch and a Process Historian.
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3.3 Configuring the PC stations
3.3.1 The hardware configuration

Each OS is always managed as a SIMATIC PC station in SIMATIC Manager.

The SIMATIC PC station contains the following objects as a minimum:
e A WInCC Application
e AnOS

™ Team08 (Component view) - E:\Plant08\Team08\Team08

{2 TeamDB
Configuration PC station configuration
WinCC Appl. winCC Application
CP 1623 CP
[ WwirCCAppl * = - = . =
. g osoa E{g_:: HW Config - [PCO8 (Configuration) -- 05Proj0g]
{2 Shéred Declarations @l station Edit Insert PLC View Options Window Help e =]
MOLib0G ] ﬂ ol x|
1 1!3 CP 1623 | g | o)
. WinCC Pppl. | Brofle:  [PCS7_v30 =
4 ED Archive d
5 [ @ Process Historian Appl
& I [ Process Historian Appl. (Sthy]
/ = =13 HMl
@ winCC &ppl. Ref.
: [@ ‘winCC &ppl Clisnt Fef.
s i | E [@ winCC &ppl Client
—| o [d wwinCC Appl. [Sthy)
- [4 winCC Appl.
4m| @ PC d sPosasppl B
Index hodule Ord... | Fi.. %,
1 CP 1623 BGRT TIVE1. -
2 winCC Appl.
Press F1 to get Help. [ [ v

If the selected WinCC application is connected to the system bus, the utilized network
adapter must also be configured.

Various WinCC applications require the configuration of other communication
components, for example, an OPC server.

@& Note that you must always use the same protocol for all network components that are
connected to one system bus.
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3.3.2 The properties of the PC station

Name of PC

You specify the name that will be used in the properties of the PC station. To enable
easy assignment of the station to the computer, the computer name (Windows computer
name) is usually also used as the station name. In this case, enter the computer name
in the "Name" field and select the "Computer name identical to PC station name" option.
The PC station name is then entered in the computer name field and cannot be
changed thereafter.

E:\Plant08)\ Team08\Team08

&

station Obiect name Name of the PC
station
WinCC Appl.
= [ winCC 4ppl Fcp ez
inCC Appl. .
[ Q osoa {EwE IPC{I‘E
D Shared Declarationz Proiect path: SProj08\PCO8 =

-6 MDLib0S -
Storage location E\Plant 08" Team08.05 Proj08 -
of the project: -
Author: |
Date created: 01/29/2015 09:19:51 AM
Last modified: 01/6/2018 11:43:15 AM
Comment: :l

|
-
Computer name
I~ Computer name identical fo PC station name
A
e PCO8
Station name same
as Windows
computer name Cancel | Hep |

In certain cases, for example, when the ES is used as an MS client, the name of the PC
station may differ from the computer name.

The computer name must be unique within a network and must not exceed a length
of 15 characters.
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3.3.3 The properties of the OS
After the PC station has been configured, you must specify the properties of the created
OsS.
[ Team08 (Component view) -- E\Plant08\Team08\Team08 =]
Object name PH Assigriment Type
.ﬂ_ B410 Ladnimes o B ffar T im0 0 =T
& gepu ¥ butatanks
=[] WinCE dppl 7:? mﬁ;"e'a' General  Target 05 and Standby (  Network path to the
.-Ir3 0508 l‘r 120 target directory
O%Sgomae‘j Deckrations |- w13 Pathto the Taroet OS Comput
P MaterialT anks [ Search |
-fr R-General
r R0 Symbolic computer name

name and OS name

1 Reactars
-Pr SignalBox
fr TrendT

[ Composed of the project

|l

|05ijua_osua

Standby-05

J<none >

|¥ Create/update archive tags
¥ Transferto extemal archive server

If target 05 computer is identical to ES computer:

Assign archive server |

Assign the

archive server |
TR | 1 ) 1 |

Cancel |

Path to the target OS computer

The target computer is usually not identical to the engineering station. In this case, you
must enter the UNC path (Unified Naming Convention) to the shared target directory.

If the OS runs on the engineering station, however, this field must be left blank.
A reference to a shared directory on the local computer is not accepted.

Symbolic computer name

The symbolic computer name is composed by default of the user project in which the
associated PC station was configured and the name of the OS.

The symbolic computer name is used in many places within the PCS 7 project, for
example, as a server prefix, as the name for the generated server data, and also to
label the server selection buttons.

To avoid subsequent corrections and the associated downloads such corrections will

necessitate; once the OS is generated you should change the symbolic computer
name to a meaningful name, for example, the name that describes the assigned plant

unit.

Transfer to external archive server

If a Process Historian is configured in the multiproject and this option is selected, tags
marked as longterm archiving are send to the Process Historian.
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3.34

Basics

The configuring of the PC station

When a PC station that is connected to the system bus is installed, software for the
communication over the system bus is automatically installed. Therefore, each of these
PC stations has a so-called Station Manager (index 125 in the Station Configuration
Editor) that operates and manages this communication.

Engineering Station OS Server

£ Team08 (Component view) -- Ez\Plant08\Tea... [Hjm]
- 3 i - i’ il - o

E@ —— Dbiect name Station Configuration Editor - [ONLINE] B3

29 ASPro0s il Configuration . Components | Diagnostics | Configuration rfo |
05Preoj0s WinCC Appl. Configure
;ﬂ:, =R v |PCO2 Mode: |RUN_P
- |§ WinCC Appl.
- FC Index | Name | Typ | Status | Run/st =

> Fcriezz i criezz [

CP 1623

WinCC Appl.

o =] o | en | e | L] ro FS L

? || wincCAppl. [] wince Appl. [ -

ke G2

Components not ready

Add.. | Edi.. |

Stati

Adding manually

Import Station ... |

oK |

Help |

In order for the Station Manager to know which components are involved in
communication on the system bus, you must add these components in the Station
Configuration Editor. You can do this in 2 ways:

e Manually on the local PC station by adding the components. Here, the index
assignment must match the hardware configuration of the PC station. If this is not the
case, the desired and actual configuration will not match, and the properties of the
components cannot be downloaded.

e By configuring the PC station. In this case, the hardware configuration of the PC
station is transferred from the ES to the Station Configuration Editor of the PC

station.
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Configuring the target system

=1z Te

Configuring the target system is the preferred procedure in PCS 7. The index
assignment defined in the hardware configuration is transferred to the Station
Configuration Editor of the target station via the selected network connection. At the

same time, the station name in the Station Configuration Editor is changed to the name
of the PC station.

Network over which the
configuration is

Ll

downloaded
[2¥ Team08 (Component view) - E:\Plant08... [l =]
E'D]]béd (IS Local network connection:
Configuration -
Teminalbus ¥
WnCLC Appl, I |
e o

Ctrl+alt+0 Accessible computers: p—atel

crl+x PLOS

Cri+c FCO7

. PCOg
Delete Del If station name is same [V Use configured eomputer name
= » as CompUter name Target computer:

i Download CtrlH |pcos
Access Protection =
Configure...
Print Compile and Download Objects... Configure. .. | Dizplay... |
Rename F2 Compare... Mo
Object Properties... Alt+Return _
Preview in the Station
« Configuration Editor
Close | Help |

&

Only networks for which the TCP/IP protocol is installed can be used. The computers
found in the network are listed in the configuration dialog.

If the selected PC station does not appear in the list, this suggests network problems
or a faulty configuration in the project.

If the "Use configured computer name" option is selected, the name of the PC station is
interpreted as the computer name and used as the target computer.

If the name of the PC station and the computer name differ from one another, this option

must be deselected and the computer must be explicitly selected from the list of
accessible computers.

Note that only the indices are assigned in the Station Configuration Editor during
configuration. No properties are transferred at this stage.
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3.3.5 The downloading of the PC station

Once you have configured the PC station, the index assignment of the hardware
configuration will match that in the Station Configuration Editor.

Now you can download the properties (network settings) of the individual components,
as you do for the components of the AS. The components are successively stopped,
downloaded, and started again.

Note the diagnostics!

[£¥ Team08 (Component view) -- E:\Plant0s... [l =] E3

=78l Team
-5 ASPi0s

Object name
Em Configuration

Station ConfiguratioNZditor - [ONLINE]

SProjls WinCC Al Components I Diagnostics I Configuration Info I
@ dfcP 1622 )
B f Station:  |PCO8 Mode: |RUMN_P
L gpen Object Ctrl +AIt+0 [ Station name =
Cut Cirl+X index_|_Name | Tw | Status | Run/St ~
Copy cti+c 1 fFcriezm fFcrieza B
Paste Cerly 2 ] winCcappl. [] wince Appl. [ =
3
Delete Del 4
5

Jownload
Access Prote  Configure, .. Crl4K
Compile and Download Objects...

Components ready

Print

A | ~—  Compare... Add... | Edit... I

Rename
Object Properties... Alt+Return |

Station Mame... | Import Station .. I

0K | Help |

The download is deemed successful, if all components start up and are operational. If
problems occurred during downloading, this will be indicated in the "Status” column and
the associated event will be logged in the "Diagnostics" tab.

@& The engineering station is also managed as a PC station within PCS 7 projects.
Because the downloading of the stations is performed centrally from the ES, you
must configure and download the PC station of the ES first. Only then can you
establish a connection to the other nodes on the system bus using the Station
Manager of the ES.
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3.3.6 Communication Settings

As already mentioned, the installation of the engineering station, OS servers, and single
stations via SIMATIC NET installs the Station Manager as well, which manages the
communication with the system bus. The Station Manager has 2 utilities that allow it to
manage the PC station. One of these is the now familiar Station Configuration Editor,
which manages the active communication components.

The other, which manages the PC station in general, is the program:
SIMATIC > SIMATIC NET > Communication Settings

This program is used for configuring, commissioning, and diagnostics of the
communication system of a SIMATIC PC station.

@ Siemens Communication Settings

File Language Help

v @ Modules ?
v @ CP1623
Iy #l General [ ] Type of the module: Ethemet
0¥ Address [ ] Mode of the module: | Configured mode |v|
Uy TCF parameters @ Index | - |v|
0¥ Time of day [ ] .
Name of the mod X
U comws? ° The module is managed by the
%/ Version = : . . i
o . Station Configuration Editor
%] S7 test 9
%/ SRiest ) |
% Operatingdata @
Y Firmware trace [ ] Module reaction: | The module was entered in the Station Configuration
Editor and registered for the configured mode.
K CP16231SC.1 9
B cpP1623RFC1006. @
W CP 5611 ,—|
@ Intel(R) 32574L Gigabit [ ||

’
>
» L@ VMware Virtual Etherne ‘ | |
» L@ VMware Virtual Etherne

Cancel ‘

» [

Access poinis

When the program starts, it first determines the communication modules available in the
PC station and lists them along with their settings in the Station Configuration Editor.

Each module that is "plugged in" in the Station Configuration Editor and whose
parameter assignment is therefore accomplished by downloading the HW configuration
is in "Configured mode".

All other modules are in "PG mode". In this mode, the parameter assignment of the
modules must be done locally on the computer itself, but this is not desired in PCS 7.
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3.3.7 The PC-internal (local) access point

In order to download the configuration data from the ES to the stations connected to the
system bus, the interface for the downloading must be specified using the S7TONLINE
access point.

05508
CP_ [WinCC
1622 |Appl.
=]
SCE
Interface Parameter Assignment Used:
IF‘C ntemallocdl 1 Download to current project Systembus
Industrial Ethernet

B PC Adapter MPL1 =]
B PC Adapter. PROFIEUS.1
B PC intemal local. 1

Bl PLCSIM.ISO.1
|As08
5 CPU DF ASDE .PN- |CP PN-ID
!‘HH 4'-:)-5HE i E|:>Lxs 443;5
B HE O E ‘=
PROFIBUS 2 2
PROFIBUS
Profinet08
Industrial Ethernet

The communication between the PC stations on the system bus is managed by the
Station Managers installed on the stations. This means that the Station Manager of the
ES must make contact with the Station Manager of the target station in order to manage
the download process.

Therefore, a new interface has been implemented for the STONLINE access point. This
interface operates the Station Manager within the ES.

This interface is called "PC internal (local)" and is a virtual module behind which the
local Station Manager of ES is hidden.

The designation "PC internal (local)" also indicates that the ES itself must first be down-
loaded locally. Only then is it possible for the Station Manager of the ES to determine
the communication data of the target station from NetPro and make contact with it.

Due to these relationships, it is no longer usual in PCS 7 to use interfaces that directly
access the protocol of the system bus, for example, Industrial Ethernet.

& Inorder for the configuration data to be downloaded from the ES to other stations, the
Station Configuration Editor of the ES must always be downloaded first and, of
course, always updated as well when changes are made to network parameters.
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3.3.8

The connection between the OS and AS

In order for data to be transferred between ASs and OSs in runtime, you must configure
S7 connections between the components. This configuration is performed in NetPro.
The following connections must be set up for each operator station:

e OS-AS

e ES-AS

You need the ES — AS connection to be able to use the Start 0S Simulation
function. This enables the connection of the simulated OS to the automation systems.

& Inorder to make configuring easier, always start with the OS when configuring the

connections. This allows you to directly enter the connection name.

&  Ensure that the symbolic names of each connection (OS-AS, ES-AS) are identical.

PR
PR

=l% (,5Proj08 (Cross-project network view - Team08) -- E\Plant08\Team08\05Proj08

This is essential if you plan to simulate the OS on the engineering station for
purposes of testing all the functions following completion of the configuration.

OFIBUS
OFIBUS

Profinet08
Industrial Ethernet

Systembus
Industrial Ethernet

I

AS08
z CPU 'DF 1AS0E \FN- |CF L PHAD
T 410-5H | 1 V0S| 4431
o 'R W =]
2 2 Insert New Connection
< | Delete Del
Local D Partner ID Partner T Download selected connections
ASDE 53 ASProj0s / ASO8 / CPU 410-5H ST connection
\ ShawHide Columns 3
Ingert Mew Connection Cirl+Hd TroEs Ll
Display Columns...
Delete Del

Download selected connections
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3.4 The importance of the plant hierarchy
3.4.1 The derivations from the PH
You define the structure of your PCS 7 system using the plant hierarchy in SIMATIC
Manager.
OS areas
El@ Teamls | |_Dbject name AS Assignment 05 Agzighment Ficture name for 05
=-Ep asphios ) EHLA214 ASOS\CPL 47 0-5H A5 08Prag Charts
{1 ghared Declarstions 211 AS0B\CPL 41051 AS 03P rog\ Charts
hnsson fhvaiz AS08MCPU 410-5HA508P0g\Charts
; M“f:e'. TIE‘T”kSk Ehvzs ASOECPU 410-5H S 08PraghCharts
[l Matenal Tanks Eivan ASO\CPU 410-5H\AS08P10g\ Charts
eactors
Bl R-General
(g R310
Do Plant designation
[irain
Heat
i
{7 R3z0
-] R330
{&] R340
[-(Ba] Signalb ox
=89 05Froila
-7 Shared Declarations
- [@a] Johnszon

a] Buffer Tanks
taterial Tanks

eactors

R-General

R310 - R310 PCO3YW/inCC Appl 40508
R320 : -
R0 Picture hierarchy ]

R340

4] Signalbox LI | 4| | _'I

The most important functions of the OS are based on this plant hierarchy:

e The configured process tags are identified based on their path within the plant
hierarchy. This is the so-called plant designation (HID), which can be found in the
origin field of messages, for example.

e The OS areas are defined using the plant hierarchy. These are mapped in the
overview area of the OS and enable the user to navigate to pictures in subordinate
levels.

¢ In the plant hierarchy, you insert process pictures matching the structure of your
PCS 7 system. The picture hierarchy in the OS is derived from this, within which
navigation is possible starting from the OS areas.

o |f any of the blocks you use in CFC charts can be operated and controlled,
preconfigured block icons are automatically added and interconnected in the process
pictures.

e The user management of the OS is also based on the OS areas defined in the plant
hierarchy. You can configure access to the individual areas area as well as area-
specific authorizations.
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3.4.2

The settings of the PH

Before you build the plant hierarchy, you must make the required settings.

£ Team08 (Plant View) -- E:\Plant08)Team08\Team08

= &l Teand =] [Obisctrane [ 45 Asigrment
E@ A5Poj08 _ [EilR-General
j::;z:oaeclaratlons Mumber of higrarchy levels: |4 3:
El% D5Proils .  Level Setting
D jh:red Declarations F|34D Level Max. number  Included in Witk 05 area
ohnsson of characters HID separator
Buffer Tanks ﬂ— Reactors 2nd level lﬁ‘
taterial Tanks L 12 - r ~ L
L ru i — | (;-
i T =1 T r
3 |12 3: [v v e
4 [+ = r ~
— 5 |24 = I I
i Jf KK ol B s =] - E
7 |24 = - W
ﬁ OS area identifier ] 8 EN-| u L
Prewview: |222222222222\333333333333\
A A
Material Tanks | | | W Derive picture hierarchy from the plant hisranchy
| | | ™ Derive diagnostic screens from the plant kierarchy
Reactors
Buffer Tanks | | ] Cancel Help
Settings:
¢ Inthe "OS area" column, specify the hierarchy level that is to be regarded as the
OS area level.
e Depending on the naming of your process tags, you can exclude certain levels of the
PH from the HID. It is important that the HID can uniquely identify your process tag.
e The names of the hierarchy folders should be limited in length; otherwise the HID will
become hard to read. The picture names will also be unnecessarily inflated. The
principle here is "as much as necessary, as little as possible".
e The "Derive picture hierarchy from the plant hierarchy" option allows you to disable

the derivation of the OS picture hierarchy from the PH. But this should only be done
in exceptional cases, for example when migrating an older project.
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3.4.3 The operator control and monitoring attributes of the PH

The operator control and monitoring attributes for the selected hierarchy folder can be
entered in the displayed tab.

¥ Team08 (Plant View) - E:\Plant08\Team08\Team08
{2l Teamld

Object name A5 Aszsignment

E% ASProi08 ) R-General
2-{E Shared Declarations &R0 Area order in the Picture
o (B Johrsson R320 Tree Manager
=& 05Proils R330
D Shared Declarations R340
=& Johnsson
8 Bt Tk T Rearors -

vi:operties - Hierarchy Folder -- Johnsson\Reactors

k3
R-General
R310
R3z20
R330 Plart designation: |
R340

2 M aterial Tanks
peral  Control and Monitoring Attributes | AS-0S Assignment | 588 Type 3 SignalBox

4 Buffer Tanks

Lelr

¥ Mame of the hierarchy folder is part of the HIC
05 area ID: IReactors Cancel | Help |

Picture name for OS: Ipea.:t.:.rg

fication when renaming the hi folder

Key label in the
Picture Tree Navigator

ok ] Cancdl | Hep |

Order...

Plant designation

This field contains the plant designation (HID) as the path of the hierarchy folder from
the topmost level to the selected hierarchy folder.

OS area ID

Here, you can specify an OS area ID, if the hierarchy folder is at the level that was
selected as the OS area. The area ID is inherited by all of the lower level hierarchy
folders, OS pictures, OS reports, and messages.

Picture name for OS

When the picture hierarchy is derived from the PH, the process pictures in the Picture
Tree Manager are assigned to so-called containers. By default, these containers are
assigned the name of the associated hierarchy folder, which is displayed also for the
navigation through the picture tree. If you want the name that will be used for the button
label in the navigation to be different from the name of the hierarchy folder, you can
enter it here.

Order

You can change the order of pictures within a hierarchy level. The order relates to both
the display in the area overview as well as to the navigation through the picture
hierarchy.
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3.4.4 The AS-OS assignment of the PH

In this tab, you can assign an AS and an OS to the selected hierarchy folder. Since we
are in the user project of the OS, we will only assign the OS.

% Team08 (Plant View) -- E:\Plant08\Team08Team08 M=l

E@ Team08 Ohject name
=8 ASProils (EEm
{11 Shared Declarations Properties - Hierarchy Folder -- Johnsson\Reactors

AS Azzighment

| v

[_]@ 05Praj02 General I Control and Monitoring Attributes  AS-OS Assignment |538 Type Definition I

: j‘:;:::ﬁ“"’"“°“s Assigned AS (chart folder):

Euffer Tanks |<n01 assigned: j
M aterial Tanks

. Lowerdevel objects

R-Ge All lowerdevel objects have the selected assignment.

R310

R3z0

R3320 . .

R340 ™ | wirite-protection for charts

[-[Bd] SignalBox ;I

Agsigned 085:
|PCOS\WINCC Appl \OS08 |

Pictures are 5 have the selected assignment.

assigned to this OS

oK | Cancel | [:

&= If the OS compilation mode is set to "Area-oriented" for your project, you can make
the assignment only if the hierarchy folder has the OS area ID.
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3.5

The OS-relevant AS properties

Many properties of AS blocks are defined by attributes. Some of them characterize the
data of AS blocks, which are compiled in the database of the OS.

3.5.1

Operator control and monitoring

The most important attribute in PCS 7 blocks is the block attribute and parameter
attribute S7_m_c. If this attribute is set to 'true’, the associated blocks are compiled in
the OS as a structure, and the parameters as tags.

Operator Control and Monitoring |
| General WinCC Attibutes I Properties - Block -- TICA315\PID
Parameter PLC Data Type |05 Data Type General | 1/0s |
Gain#\Value REAL ‘32-bit floating-point 1
T#value REAL 32-bit foating-point 1~ 1" FIDConl. D
TD#Value REAL 32-bit floating-poi Name: PID Block attribute
PR .
Diffcain#Value  |REAL 32-bit floating-point 1 R310 Reactor Tempen S7_m_c :="true
DeadBand REAL 32-bit floating-point 1 ;l
ConZone REAL 32-bit floating-point 1
SP_ExtOp BOOL Binary variable i = - IV OCM possiie —
SP_IntOp BOOL Binary variable Intemal identifier FBE1874 ~— oo
SP_Int _ REAL 32—b-rt ﬁnat?ng—pn?nt 1 e TI T
SP_InHiLim REAL 32-bit floating-point 1 I¥ Create blogk icon
SP_InLoLim REAL 32-bit floating-point 1 Wame theader): PIDConL Iz—
SP_TrkPV BOOL Binary variable Fomily: Control
SP_TrkExt BOOL Binary variable I W Neelevant
Author: AdvLib80
Variant of the
To be inserted in OB.tasks: bl R
; ock icon
Parameter at'trlbu‘te T — )
S7_m_C :="true Messages..
J
¥ Readback enabled
it Cancel Help

In the dialog shown, the insertion of the corresponding block icon is activated as well.
The variant of the block icon can be specified in the input field underneath.
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352 Additional block attributes

Other attributes define the data to be compiled in the OS:

e The S7_archive attribute specifies whether the parameter will be entered in the tag
logging for archiving to the SystemArchive archive.

e This OP_Level attribute specifies the operator authorization level, if the parameter
can be manipulated.

e The OS additional text specifies the label text for the button in the faceplate that
allows another faceplate to be opened.

Properties - Input/Output

Block: PIDCanl.PID
140 AutModOp - IN[BOOL)
Value: IU I~ | Irverted

I Invisible

S7_archive
Caomment: |1 = Autamatic made by operatar [cantralled by ModLidp = b
Aychive: Mo archiving ~ l

Mo archiving
|Archivi

Operator autharization level: I‘I 0% additional text:
Forze N\ Proces \ch vigw
- Ac{ Op_Level Label text
[~ For ignal
Force walue: I
[~ MES-elevant
Ok | Cancel | Help I

S7_unit is a rarely used attribute in the APL. The blocks have separate inputs for the
specification of units. The S7_shortcut, S7_string_0, and S7_string_1 attributes are
rarely used as well. Texts are defined directly in the faceplate in the APL.
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3.5.3 The message configuration dialog

The PCS 7 message configuration dialog is activated when the S7_alarm_ui block
attribute is set to '1'. Each inserted ALARM_8P has a MsgEvid message number and a
message configuration for 8 signals.

The language of the event texts depends on the language setting for display devices.

PCS7 Message Configuration - ASProj08\AS08\CPU 414-3 PN/DP\AS08\Charts\TICA315\PID

Last changed 04/24/2012 11:44:14 AM Type: FB1874 Dizplay language: English [United States) >
| O T T ssage class Priority Event -
C =l (MsgEVID1 )
[ TS 1 - hiigh 0 S5BlockCommentSE PV - High alarm limit viclated
| SiG2 Warning - high 0 25BlockComment®S PV - High warning limit viclated
| SIG3 Toelerance - high 0 25BlockCommentES PV - High telerance limit violated
| SiG4 Tolerance - low 0 $5BlockComment35 PV - Low tolerance limit violated
| SIGS VWarning - low o 55BlockComment$s PV - Low warning limit violated
| SIGE Alarm - low 0 $3BlockComment35 PV - Low alarm limit violated
| SIGT Alarm - high 0 S5BlockCommentSE ER - High alarm limit violated
I e e — = U 0 0 $5BlockCommentSs ER - Low alarm limit violated
= |MsgEviD2
~|-£G:I_"Ptﬁ3rucess Control ... 0 $5BlockComment$3s External message 1 j
« | 0|

Message text block

Origin |$SAKZES
05 area |$3AREASS
Batch ID|@1%:=@

Save | Cancel Help

@& Asof PCS 7 version 6.0, a message number that is unique within the CPU is
assigned by default.
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3.6 The settings in SIMATIC Manager

3.6.1 The language for display devices

In this dialog, you select the language in which you want to compile user-relevant texts
of your project.

After you have created the PCS 7 projects, you should immediately set the language of
the display device. By doing so, you can avoid having to make troublesome corrections

in the advanced configuration stage.

All texts and messages appear in the project in the default language.

Text [All] [Find IR
D English (United States) German (Germany) |Spanish (Spain, Traditioni0|French (France) |]Ia|ian (Ttaly) «]
1879(879 M110 Material Tank outlet valy M110 Material Tank out M110 Material Tank outlet 'M110 Material Tank outlet v M110 Material Tank outlet va
1880880 Parameter assignment error  Parametrierfehler Error de parametrizacidn  Erreur de paramétrage Errore di parametrizzazione
1881881 Common mode error Gleichtaktfehler Error de modo comin Erreur de mode commun  Errore di modo comune
1882(882 P short circuit P-Kurzschluss Cortocircuito a P Court-circuit @ P Cortocircuito P

883

Add/Delete Language, Set Default Language : ASProj08

Conrt-rirenit A M

Cnrtnrcirenitn M

884 -3 PN/DP\AS08\Charts\TICA315\PID
E Awailable Languages: Inztalled Languages in Praject: i i )
'agg| [Bfikaans (South Afical | Engish (United States) " Display language: Engish [lInited Stafes]
—— | Albanian [Albania) French [France] = / Event -
1887 |Alsatian [France) German [Gemany]
Armnharic (Ethiopia) . Italian [Italy] _ —
838 Arabic [Algeria) Spanizh [Spain, International Sart) " 55BlockCommentSS PV - High alarm limit violated
1889| | arabic (B akrain] 33BlockCommentss PV - High warning limit violated
ﬂ Arabic [Egypt] $%BlockComment$s PV - High tolerance limit violated
891 i::g:g {.lj[grqd]an] i | £%BlockCommentSE PV - Low tolerance limit violated
1892| | Arabic (Kuwait) - $SBlockComment$S PV - Low warning limit violated
ﬁ Avrabic [Lebanon) ﬂ £5BlockComment$s PV - Low alarm limit violated
— Default Language / £5BlockCommentSS ER - High alarm limit violated
/ $%BlockComment33 ER - Low alarm limit violated
English [United States) Set az Default |
SEBlockCommentsS External message 1 LI
I A
0K | Apply | Cancel I Help I Mores» |
Save | Cancel | Help |
@& The display texts will be preassigned with English texts in the newly inserted
language, if these texts are already available in English. If this is not the case, the
texts will be preassigned with the language that is first found in the database.
& Keep in mind that the language for display devices are for specific projects and must
be set for all projects.
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3.6.2 Create/update block icons

The blocks are inserted either during OS compilation, or directly using the function
"Create/ update Block Icons". The settings made in the dialog are applied with
either method.

% Team08 (Plant View) -- E\PlantD8\Team08\Team08 =] &3 I

A5Proj08 = | | Object name AS Assignment
JSh:’Ed Declarations 314 S OEVCPL 4143 PN/DPVAE
Bi] Johnzzon - -
ke [®F33 ASOsCRU 4143 PP | (" These pictures will
vz ASDEMCFU 4143 PN/DFYAS e lpe aie

the 4th level [ Johnsson\Bufter T anks\B42048420
[w]Johnsson'Material TanksWh 11084110
[w]Johnszonb aterial Tankghhd12044120
[w]Johnszonb aterial Tankghhd 13044130
[w]Johnsson'M aterial Tanks'h-GeneraliM-General
[wJohnsson\Reactors ' R310VR310
[wJohnsson\Reactors ' R3200R320

Block iconz will be created or updated for the follawing pictures:
<( The charts are in [ ohnssorbulier Tanks 4] 0vE410 =

\Plant08\Team08\Team08

Object name AS Assighment [vJohnsson'FReactors, o
ﬁ' RI10 [w]Johnsson\Reactor
1 . Inhnsernk Reart = |
The obiect name TAG] (tag name) )
companents of the HID
[Hisrarchy/ChanBlock— V/ |
Lawer hierarchy levels included: |1 vl
J Zoom block icot: / W
Zoom Factar (50 - S007E]; p
LI Fl I I j [~ Position block icons au one IOWer AS IeVeI W|”
be included
The pictures are
in the 3rd IeVeI ak I Apply | Cancel | Help |

The starting point for creating block icons is the plant hierarchy of the OS(s). Within the
multiproject, the path of this PH is regarded as the key for searching in other projects.

A search is then conducted for PH structures with the same name in all other projects of
the multiproject. Charts and the OCM-relevant blocks contained therein are identified.

Then, the block icons associated with the block types are located in the picture
templates, inserted into the corresponding picture, and interconnected.

Replacement of the block icons works similarly. As an interim step, the attributes of the
existing block icons are saved in an import file. Then, the block icons are deleted, the
new block icons inserted, and the attributes written back from the import file.

What is important in this function is the inclusion of the lower-level AS levels. In PCS 7,
the automation solution and the PH is broken down to the level of the process tags.
Since nothing is usually visualized at this level and there are no pictures, the
Create/update block icons function is of no use. Including the subordinate levels
compensates for the different level depths.
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3.7 Compiling the OS

You must perform the "Compile OS" function when you have completed the AS
configuration and are starting to configure the OS data.

All OS-relevant data from SIMATIC Manager, such as tags, messages, and texts, as
well as the hardware and connection configurations, are transferred to the configuration

database of the OS.

@& Since not all the characters of the ES configuration data are allowed as part of a tag

name in the OS, these prohibited characters (special characters) are converted to the
"$" character.

The following characters are converted:
["T0-11%]1IN1[*11?11: 11 space character ]

3.7.1 The area assignment

Wizard: Compile 05

Assignment of areas to Operator Stations

Area-oriented compiling is the default setting in PCS 7 and is required for some stations,
for example, the maintenance station.

The OS assigned to
the OS area

Hierarchy

| Area | 0S5 Assignment | Comment |

i Johnsson'\Reactors

Johnsson\BuH'er Tanks  Buffer Tanks  PCO8\WinCC Appl NOS08
Johnsson\MateriaI Tanks Materal Ta... PCO8\WInCC Appl NMOS08

Johnsson\SignaIBox SignalBox PCO8"WinCC Appl NOS08

Reactors PCO8"WinCC Appl NOS08

Wizard: Compile 05

Named connection
Select the network connections for the 57 Programs a=zsociated

< Back | Mest > Finish Operator stations and areas: 57 programs and network connections:
- M # 0508 57 program # | Subnet I Subnet type I WinCC unit
Buffer Tanks [FIASProj08\ASO8  AS08  Sym.comn.  Named Connections

SignalBox
Material Tanks
Reactors

| | 2l

Select the areas to
be compiled Connection... |
<Back [ MNewt> Fsh | Cancel | Hep |

First, you can assign a specific OS to the areas defined in the PH. While this has
already been done in the PH, it can be changed in this dialog.

In the next dialog, you specify the operator stations and areas to be compiled. If you
have made changes only in a certain area, it makes sense to deselect the unchanged
areas. This allows you to speed up the compiling process.

In the right window, S7 programs associated with the operator station or contributing to
an area are listed with the configured network connections. You select the named
connection (S7 connection) that the CPU to which the S7 program is assigned will use
to communicate with the operator station.
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The scope of compilation

On this page, you specify the data to be compiled and the scope of the compilation.
Options that are not relevant for your PLC are disabled and cannot be selected.

Wizard: Compile 05

Minimum
acquisition cycle

Select the data you want to compile and the!

—Data

r DA
Minimum acquisition cycle of the anchive tags:
¥ Tags and messages |1 second ,l

[V SFC Visualization [ llith interconnection partner [ SFL option
¥ Compression Settings...
¥ Picture Tree
( Settings for swinging
—Scope L door compression yettings for compression I!!
' Entire 05 V¥ With memary reset
T max: 5000 ms
! Changes
Factor: I E At minimum acquisition cycle: I‘I second 'l
< Back I Meat = Finish Deviation I 2 E

™ Ovenwite parameter assignment of existing archive tags

Cancel | Help |

There are several options that can be selected for the scope of the compilation:
e Entire OS with memory reset

This is the default setting. This option results in the deletion of all AS data contained
in the OS. Data of the assigned areas is transferred again.

e Entire OS

As a result of this selection, data that has already been transferred by the S7

programs and was not selected for the compilation will be retained in the OS. Select

this option in the following situations:

— If there are multiple assigned areas and not all of them have been selected for
the compilation.

— For AS-OS engineering for multiple projects, if not all projects of a multiproject are
available and the corresponding S7 programs therefore cannot be compiled.

— For OS compilation of CFCs/SFCs, if not all chart folders contributing to the areas
assigned to the OS have been compiled and the corresponding S7 programs
therefore cannot be compiled.

e Changes

Select this option if you want to maintain the ability to download changes to the OS or
if you have added, deleted or changed just a few OCM-relevant objects (such as
CFC blocks, SFC charts/instances, instance data blocks, global data blocks, icons).
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3.8 The OS project

3.8.1 General project properties

You make general project settings in the project properties.
The General tab shows the project type of the operator station and corresponds to the
station type selected in the hardware configuration of the PC station.

Operation mode | User Interface and Design |
{z* WinCCExplorer - E:\Plant08\Tea Generdl | I Options
J File Edit View Tools Help

General Dar=o
(B | |
E..._ i
- Computer Tr=
W Tag Management Creator:
- A Graphics Designer Creation Date: —
{4 Alarm Logging Changed By: | WinCC-Project-Manager
- 1] Tag Logging Last Changs:  [7/1/2018 2:20:12 AN
) Report Designer Ve I
e -
~Jn Global Script GUID: [cc_0s_1_12_04_18_14_42_12
I Text Librar
_I b Comment: ;I
- 5 Text Distributor
i}i‘ User Administrator
0508\ =l

ok | Cancel |

If you have selected a WIinCC application, the project type is automatically set to a multi-
user project. If you want to operate a single station, you must change the project type to
single-user project.
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3.8.2 General computer properties

With the computer properties, you define specific properties for an OS that are important
for process mode.

There is no need to make any settings in the "General" tab. The computer name and
type are set automatically. The name of the computer matches the name of the
engineering station on which you are performing the configuration and is identical to the
name of this computer in the network.

This name is automatically replaced by the name of the target computer when the
project is downloaded to the target computer.

Computer properties

{z* WinCCExplorer - E:\Plant08\Team08\05Prd Corord
eneral ) ) )
J Fle Edit View Too [Tanamis vy IStame I F‘Euametersl SEiEIOOE I A I

[FEF = s | !' Computer Name | INEIRIE
=7 0508 — |

..... . Tcuh:;_::r;ﬁ;n; Ise Lozal Camputer MHame
..... 111 g e ~Computer Type Computer name

. Computer List: o of the ES
----- A Graphics LNBRE2 e
----- 7 Alarm Logging C inEE-Cliert
----- 11 Tag Logging U
-5p Report Designer Server List

q.a .
----- J e Global Script
----- Text Library

5 Text Distributor
----- i}i User Administra —

List of the computes

0s08\Computer,

MName of the computer in the network

0K | Canced | Hep |

If you retrieve an archived PCS 7 project that was created on another ES and open the
OS, you will be notified that the computer name must be changed.

You can do this by pressing the "Use local computer name" button and then updating
the computer name by restarting the WinCC Explorer.
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3.8.3

The result of the Compile OS function

Once you have compiled the OS, all OS-relevant data of the project is available in the
OS database.

The tag management

Internal tags, process tags, and tag groups (structure types) are managed in the tag
management.

ﬂ Tag Management - WinCC Configuration Studio

File Edit View Help

Tag Management

<

©
al:
- E

>|Find

¥ Tags [ Internal tags ]

=l Tag Management ™ Data type [+] -
# Internal tags 973 [M130/V132/Interlock.AV01#Value#shortcut  |Text reference g
: -1l SIMATIC 57 Protocol Suite 974|M130/V132/Interlock. AVO1_UnitZunit Text reference J a
5 structure tags 975|M130/V132/Interlock. AV02#Value# shortcut Text reference E'
976 M130/V132/Interlock.AV02_Unitunit Text reference
977|M130/V132/Interlock.BypIn01#0p_Level Unsigned 32-hit value

[ll] Tag Management - WinCC Configuration Studio

File Edit View Help

= S

[ JJ_

Tag Management

ES

e ——
¢ Tags [ SIMATIC S7 Protocol Suite ] nd L v\

Ready

£ 14! Tag Management

[ # Internal tags

. Il SIMATIC 57 Protocol Suite
B structure tags

Data type =
Floating-point number 32-bit IEEE 754
Floating-point number 32-bit IEEE 754
Binary Tag
Floating-point number 32-bit IEEE 754

2663 |R320/TICA325/PID.SP#Value

2664 |R320/TICA325/PID.SP_DnRaLim
2665|R320/TICA325/PID.SP_BExtOp

2666 R320/TICA325/PID.SP_BxtOut#Value

sapadolyg H

[lll Tag Management - WinCC Configuration Studio [_ O] <]
File Edit View Help
T Tag Management <« || i Structure tags [ASMPngJPIDCnnL@ L v\ «
[#-“t§ ASD8Prog OpLmL = ata type |Length |F; B
" Ready %2 ASO3Prog/OpTrig 1 [R310/TICA315/PID |AS08Prog/PIDCONL 0 3
ﬁ -7t ASO8Prog/PA_CPU LRBZD/TICABZS!P]D AS08Prog/FIDConl 0 -g
1 iRBBDFICABBS!P]D AS08Prog/PIDConL 0 1 &
[-%¢ ASO8Prog/R3x0 | 4 |R340/TICA345/PID (AS08Prog/PIDConL 0 ®
%2 ASO8Prog/TriGen | 5 |TICAS15/PID AS08Prog/PIDConL 0
[ ASOBProg/VivL J %
rr— Incl. S7-Prm -
I“ JM ﬁ n M L H4rH Structurt g 3 L
Ready German (Germany) Table: 5 Structure tags | 100% (=) [} (%) P
¢ Internal tags: The internal tags generated during OS compilation are mostly text
references. These are static and are not required by the automation systems in
runtime. Classic examples are the character strings defined by the unit and ID
parameter attributes.

e Process tags: These tags are required by the automation systems in runtime. The
logical connection to the automation systems is the S7 connection configured in
NetPro. The named connection is given the name of the assigned S7 program.

e Structure types: The structure types represent those block types that can be operated

and controlled and have been used in the CFC charts. The instances of these block
types are referred to as structure elements.
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The tag logging

Compiling the OS creates an archive called SystemArchive in the tag logging. All

archive tags that have been identified as a
interfaces are assigned to this archive.

rchive-relevant in the properties of block

I!I Tag Logging - WinCC Configuration Studio

File Edit View Help S7_archive
Tag Logging « || Archives [ SystemArchive ] Find R v| «
=l ] TagLoggin Standard archive |.Processtag Acquisition cycle |Re|evant long term  |+|| 4
; - Timers Jl M110/LIA114/MonAnalog.PV_Out#Value |2 seconds = E
2 |M120/L14124/MonAnalog.PV_Out#value |2 seconds 5
3 |M130/LIA134/MonAnaleg.PV_Out#Value (2 seconds o
4 |R310/Gen/TriR310/TriGen310.Man 2 seconds | @
5 |[R310/Gen/TriR310/TriGen310.0ffset_Out{2 seconds &
6 |R310/Gen/TriR310/TriGen310.V#Value |2 seconds
7 |R310/TICA315/0pR310.Man 2 seconds [l
8 |R310/TICA315/0pR310.MV#Value 2 seconds =
9 |R310/TICA315/0pR310.PV_Cut#Value |2 seconds [l
10 |R320/Gen/TriR320/TriGen320.Man 2 seconds =
11 |R320/Gen/TriR320/TriGen320.0ffset_Out{2 seconds ]
HOEE e T A . |12 R320/Gen/TriR320/TriGen320.V#Value |2 seconds (& hd
1 it 1o 4 4 » M| Tags  Process-controlled tags [l v
Ready | German (Germany) 7 Tags | 100 % IE'ZI {}

l 2 x OB cycle J

The acquisition cycle is calculated from the cycle time of the cyclic interrupt in which the
block is called with the parameter.

In general, the following formula applies: Acquisition cycle = 2 x OB cycle

However, when the OB cycle is less than the minimum acquisition cycle defined for
compiling, the cycle time is increased to the minimum value.

The alarm logging

Static properties of messages, such as event texts, origin, and message classes are
transferred to the alarm logging when the OS is compiled.

Creating messages

Subtype AS cobj.No. 0S obj.No. Area Message dgrp Object name/Origin
- . [ i - Wi = - "
ALARM BP 34.01 671088724 Egii Text Library - WinCC Configuration Studio
- Tle Edit View Help
ALARM 8P 84,02 €79477332 | TextLibrary <« || [ Text [All] [Find Lol «
~EF Text Library D English {United States) = e
1192|1192  |R320 Reactor Level Switch 1 activated ]
a ===
ALARMfl' P 84.03 687065940 1193|1193  |R320 Reactor Level Bxternal message 2 -§-
y . = . = . 1194|1194 _ |R37(Baask 9 @
I Alacar o000 IR G onfmratm S Ridi 1195|1196 |R320 Reactor Level PV - High alarm hr@ .
Eile Edit View Help 11961196 |RI20=R I | PV - Hinh wan I 2d _|
" — I . 1197|1197 |R320 Reactor Level PV ; High tolerance limit violated
Alarm logging « ||& =2 [AS ges] 1198|1198 |R320 Reactor Leve] - Low tolerance limit violated
#-£4 Messages Humber I |50UVC9 |.ﬂ 1199|1199  |R320 Reactor [#€el PV - Low warning limit violated =
Message blocks 56 671088700 R320/L1A324/MonAnalog F | M A T fl - eoriond e 7 0ER| I 3
[ Message groups 57 |671088f21 R320/P323/Motor F — =
Fea et nado Ready | N (United States) | Table: 2074 Text | 100% (= 5! (@)
&, System messages 58 |67108f722 R320/V322{Valve R - -
2] Analog alarms e - 320/TICA325/PID Reactors eactor Temperature External messageK @
60 |571088724 R320ICA325/PID Reacto |R320 Reactor Temperature PV - High alarm limit violated )
BL U7TUEE 20 R320/TICA325/PID_cpm  Reactors - High alarm limit violated "
62 |671088726 R320/M326/Motor Reactors  R320 Reactor Stirring motor Motor feedback error
""" 63 |6571088727 R330/L1A234/MonAnalog Reactors D230 Dose tank Level Limit value (low) for absolute gradient viola
s 64 |671088728 R330/L1A234/MonAnalog Reactors D230 Dose tank Level PV - High alarm limit violated
Tag Management = .
65 |671088720 R330/V231/Valve Reactors D230 Dose tank Inlet valve 1 Feedback error
M Alarm logging 66 |671088730 R330/V232(Valve Reactors D230 Dose tank Inlet valve 2 Feedback error
67 |671088731 R330/V233/Valve Reactors D230 Dose tank Inlet valve 3 Feedback error
& 11 s - | e=ls7ingov27 D330 AmR21 AL o D220 Bamrtar Talat wahin Eandharck aeene i
LW e 4 4+ M| Messages . Text lists ) | v
Ready | English (United States) ‘ Table: 993 Messages | 100 % ":—:.' {}
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The message number defined at the AS block is converted to an OS object number with
the signal number. This identifies the line with the message properties in the alarm

logging.

The OS areas

The areas defined in the PH play an important role in the OS. Not only do they
represent the top level of the picture hierarchy, the user administration and report
system are also based on the OS areas.

EI@ Materialtanks
----- 5 Materialtanks(M110
""" @ Materialtanks/M1z20 FnCC Configuration Studio OS areas [_ O[]
----- £ Materialtanks(M130
""" @ Materialtanks/M-General <« || @ Authorizations [ OperatorLevel5 ] v [Find Pl «
[—:I@ Buffertanks - Function Enable |React0rs |Materia| Tanks |Euﬁer Tanks |S\gna\on <l -
..... @ Buffertanks/E410 1 |User administration | E
Els | 2 |Authorization for area 5_
----- £ BuffertanksiB420 i 3 |System change 3
— o
=58 Reactors siiwop |4 |Monitoring
_____ Littot | 5 |Process controlling
@ Reactors/R310 Li1102 | 6 |Higher process controlling 0 ] O O 0 I
----- @ ReackorsiR320 | 7 [Report system ]
_____ @ Reactors(R330 =|| 8 |web Access - monitoring only [ [} 0 | ]
| 9 |Highest process controlling ] ] ] O O
""" @ ReactarsfR340 | 10 |Advanced operation 1 ] = |1} = [}
..... @ Signalbos: - |11 |Advanced operation 2 ] 0 ] [ [} -
6 14 4 » »| Authorizations - [ | 3
English (United States)  Table: 11 Authorizations | 100% (=) y) @ .

For example, you can specify that operator actions in faceplates by the logged-on user
are prohibited in certain areas or prevent area-specific messages from being displayed.

The block icons

}{ @PCSTTypicalsAPLVE.PDL

Family: Drives

-99999,99 "
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The "Create/update Block Icons" function is called during compilation of the OS.
This checks within the plant hierarchy to determine whether blocks that can be operated
and monitored are used in the charts of the same hierarchy folder or any lower-level
hierarchy folders. Once the list of these blocks is generated, the GraCS picture directory
is searched for pictures that begin with the name root "@PCS7Typicals". These are
sorted alphanumerically in descending order, and the search for block icons is
performed in the top 20 template pictures. Block icons that belong to the found block
types are inserted into the associated pictures.

The template pictures that were searched and their modification date are logged in the
file OS/I@@PCS7Typicals.csv".

The figure shows that the template picture "@PCS7TypicalsAPLV8.pdI" from Advanced
Process Library V9 is the last to be searched.

3.84 The OS Project Editor

In the "OS Project Editor", you make settings for the user interface that the plant
operator uses for operator control and monitoring in process mode. The data you have
already created in SIMATIC Manager is automatically applied when the OS is compiled.
If you need specific settings in process mode, you can change the default settings.

The layout
In this tab, you select the desired layout for the area overview with the corresponding
screen resolution. The figure shows the selection of the standard layout that is used
primarily for single stations.

" DS Project Editor [ 2] x]

ELayout ’g lessage configurstion I Message display I Eﬁp.ﬂrea I Huntime window I Q Basic data I Geneml |
Layout of the

area overview Standard 128071024
Available layouts: Layout Description:

" IMATIC Standard-Layout for screen resolution of
Picture Name Fzm‘mﬂ

ESIMATIC Standard 1024768
SIMATIC Standard 1152°864
=+ SIMATIC Standard 1280°1024

8%, SIMATIC Standard 160071200 Number of area keys: e
{8 SIMATIC Standard 168071050

% SIMATIC Standard 192071080 Number of server keys:

8%, SIMATIC Standard 152071200 Overview extended corfiguration: Detal... |

E SIMATIC Standard 2560°1600

Screen
resolution

™ Rurtime Help avaiable

§
Parameter assignment of
the area overview

c  m C ) ) o m C m)
C ) O ) ) ) = = =
ok | camed | sl |

You can use "Overview extended configuration" to set the number and arrangement of
keys in the OS area overview.
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The OS areas

In the "Area" tab, you configure the arrangement of the area buttons for the overview
area. Here, you also specify the users' access to areas for which they have no

authorization.

" 05 Project Editor
ELayout I g s m I [E Message display %{}'Nea |Rurmme window | @Baslc data | E&' General |
 Amangement of the areas in the overview
Preview |

Visible areas Areas not required
@Matarial Tanks o | 2 <Empty Button>
@Signale(
@Readurs B3 |
X <Empty Buttons
43} Buffer Tarks < |

< |

Arrangement of the
OS areas in runtime Seqver anangement i the area ovenview:
<docal computers
Up | down | Up | down |
i~ For areas with missing authaorization:
% Picture selection not possible
" Picture selection possible with area button
" Picture selection possible with area button and group display
ok | Cancel || ey |

The list of "Visible areas" displays all the configured plant areas in the sequence in
which they are displayed as area buttons in the overview area. For the standard layouts,
the sequence of the buttons is from left to right and from top to bottom. To define area
buttons for any future extension of the plant areas, you can insert empty area buttons as
placeholders even during the project creation stage. Do this by using "Empty Button",
which you place at the required position in the "Visible areas" list.

The runtime window

You can make the settings for the number and arrangement of the pre-configured
picture windows in the "Runtime window" tab. In runtime, pictures and faceplates will be
opened and superimposed over the work area in these picture windows.

" 05 Project Editor [z
ation | [E]Message display | Eﬁ}!.ﬂma [ Runtime window | Q Basic data I ' General I
~ Loop display / Process window
Maximum number of windows 8 3: 1 ——i——=1 16 ¥ Userdefined
Humber of windavws harizantally Mumber of windavs vertically
( Fa o [ Fa 1
S Parameter
assignment of the
r~ Group display / Process window L size and posmon
Maimum number of windows f = 1——F—— 1 Deail. ||
 Trend group display
Madmum number of windows 4 3: 1 — 8 Detail.. |
r F
Maxdimum number l?. 1 —— 8 Mexdmum number I?. 1 — 38
per monitor & = T oo per picture module 2 = AR
Ficture Tree Navi
’7 [~ Close window on picture selection
ok | canced | iy |
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3.9 Exercise and checkpoint

Exercise: Configure the starting project

Task
Unpacking and adapting the starting project, operator control and monitoring of the
process in Runtime
In the first exercise, you activate a template project as a starting point for all other
exercises in this course. The template project is a single-user project with one AS and
one OS that is started on the engineering station.

Checkpoint

How would you answer?

e What is a process object and where do |
find the information as to how many are
used?
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4 The Client / Server Configuration
4.1 Learning objectives

The participant will learn about

e The client-server structure
e The client PC stations

The participant will be able to

e Configure a client-server structure

e Download a server and client

e Generate and assign server data

e Configure the standard server for clients
e Configure the referenced client

4.2 Preparations

4.2.1 The procedure

Once you have successfully commissioned the single-user project, you can reconfigure
it into a multi-user project.

‘"‘.!""' 05Proj0& (Cross-project network view - Team08) -- E:\Plant08\Team08\05Proj0s,

M= B3
Former ES, now an
OS server

Systembus
Industrial Ethernet

New ES

PROFIBUS
PROFIBUS

1 o
Profinet08

Industrial Ethernet =
| | _’l_l

Since you will still need the current single-user project for future exercises, you will copy
it and reconfigure it to a server-client structure. You will convert the PC station of the ES
to an OS server and add a new PC station for the ES. This is necessary because the
OS of the engineering station is already fully configured, and you want to transfer this
configuration to the OS server.

Following this, you will convert the single-user project into a multi-user project, and then
configure the OS server and OS clients.
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4.2.2 Folder sharing
The folders must be shared to allow access to the project directories over the network.
Sharing is required for the following:
¢ Directory of the PCS 7 multiproject when distributed engineering is to be performed
e Destination directory of the OS servers
o Destination directory of the OS clients

Since each PCS 7 user with access to an OS project belongs to the SIMATIC HMI user
group, at least this group must have full access to the shared folder. If there are no
security concerns, full access can also be granted to "Everyone".

= l Plant0s

anced sharing. ..

M Plant08 Properties [<] | n Permissions for Plant08

"General  Sharing |Secun’ry| Previous Wersions I Piretamiza | fERrETETE |

r~ Metwork File and Folder Sharing Eioir Or userTames.

Plant08 [¥ Share this folder AL Everyone
| | Shared £2 SIMATIC HMI (LNBREZ\SIMATIC HMI)
: rSetingg—————————————
Network Path:

Share name:
SWESD8"Plart
| Plantos
Share... |
Add Hemaove
r~ Advanced Sharing Limit the number of simultaneous u
Set custom permissions, G’EW Permigsions for SIMATIC HMI
advanced sharing options.
g opt Comments: Full Control
'E‘;' Advanced Sharing... Change
Read
P i Protection
People must have a user account and passwon Permissions Caching r
computer to access shared folders.

To change this setting, use the Network and Sk
OK |
— Leam about access control and pemissions

I OK I Cancel Apply

Close Cancel Apply |

&=  All computers must be configured so that logon is required, and the user names and
passwords of all computers should be identical.

‘\ NOTICE!
The sharing of the project folder must be enabled before the project is created.
‘\ NOTICE!

The name of the shared destination folder on an OS station must not bear the name
of the OS. Due to the nesting of directories having the same name, this would result
in problems when downloading the OS.
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4.2.3 SimaticRights

Permissions of the users or user groups must be set not only for sharing but also for
local access. Following the installation of PCS 7, these rights are set automatically for
the default project directory "SIEMENS\STEP7\S7Proj".

However, since the project directory often deviates from this path, you must explicitly set
the permissions. This is accomplished with the SimaticRights application, which you
can find on the PCS 7 Engineering Toolset DVD 1 in the folder
"Additional_Products\SimaticRights".

#l SimaticRights [ x]
Storage location:

M Plant08 Properties [x] M Plant08 Properties

 General | Sharing  Security | Previous Versions | Customize | IE:\F'IantDS Genersl I Sharing  Securty | hiemotsjifersns I S I

Object name:  E\Plant08

Group or user names: Group or user names:

52, Autherticated Users W
ESIMATIC HMI (LMER

82, SYSTEM < . C HMI)
g §2, SIMATIC HMI CS (LNBRE2\SIMATIC HMI C5

Object name:  E:\Plant08

Administrators (LNBREZ\Administrators)
52, Users (LNBREZ\Users)

T, o [ KPBEF 2% Adoini,
‘. | »

SimaticRights - : -
To change pemmissions, click Edit. Edit.. | To change pemissions, click Edit. Edit...

Permissions for Administratars Hlow Derty - Pemissions for SIMATIC HMI Allow Deny

Full contral =] Full control v =

Modify Modify v

Read & execute Read & exscute +

List folder contents List folder conterts v

Read o Read J o

Write - Write v -
For special permissions or advanced settings, | For special pemmissions or advanced settings, Ad = |
click Advanced. jdieniced click Advanced. e
Leam about access control and permissions Leam about access control and pemissions

oK | Cancel | e | ok | cancel | ey |

You start SimaticRights, enter the path for the project or browse for it, and set the
permissions with "OK".
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4.2.4

Simatic Shell

The PC stations can have multiple network adapters with the TCP/IP protocol.
Therefore, you must communicate to PCS 7 which network adapter is responsible for
the connection to the terminal bus.

This is done with the Simatic Shell application. You select the communication module
for the connection to the terminal bus that you will use to configure and download the
PC stations.

B simatic Shell =]
& "
G\ )v | .~ Computer - Simatic Shell e [‘g] I Search Computer
Organize *  Properties  System properties Uniw Map network drive  Open Control Panel ;,‘i * i (%]
‘r Favorites Eﬂ Simatic Shell ect | Smh.Js | Object type | Computer
L Station up STRTM LNBRE2
] Timestamn WinCC | ice | NRRF?
=3 Libraries "y Communication Settings x|
. Metwork Adapter Selection
1M Computer
Network adapter | mac | e | Cancel |

£
—v[ NetWOrk adapter to L - Systembus (SIMATIC Miniport CP1623 PCL.. 08:00:06:00:FF:07  192.168,20.7

=t Terminalbus (Intel(R) 82574 Gigabit Netw... 00:1B:1B:09:45:77  192.168.10.7

i >

[ terminal bus / L VMware Network Adapter VMnet1 (VMwar,.. 00:50:56:C0:00:01 192,168, 10.254
(= Daten (F:) = VMware Network Adapter VMnets (vMwar... 00:50:56:C0:00:08  192,168.214.1
—a Projekte (G:) Help
- OSE (1:)

[ Multicast Time to Live (TTL) T Encrypted communication

I 1 =
€ Network =l Pt Seh,

—

~Multicast Proxy Part allocation Far TERUEE in 1024 - 65535 range

| s potin Ea

Remaye |
™ Migration mode

Set the network connection for the terminal bus as follows:

e Select the PC station (workstation) in the tree view in Windows Explorer.
e Select the "SIMATIC Shell" folder.

e Select the Settings command from the shortcut menu.

e The "Selection of the terminal bus" dialog box opens.

¢ In the "Network adapter" group, select the communication module that you want to
use for communication on the terminal bus.

Encrypted communication can now be configured between PCS 7 OS-Stations. When
encrypted communication is activated, only communication between OS-Stations is
established that have the same PSK-Key (Pre Shared Key) defined.
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4.3 The configuring of the ES

As previously explained, you need an additional PC station for managing your
engineering station. To accomplish this, follow these steps:

Add the PC station of the ES to the project of the OS server
Set the station name in the properties of the ES station
Configure the hardware of the ES station

Delete the OS from the ES station

Configure the ES-AS connection

Configure the ES station

Download the ES station

Note the following when configuring:

The name of the PC station should match the computer name of the ES. You set this
in the properties of the ES station.

In the hardware configuration, you configure both the network adapter for the system
bus as well as a WinCC application. Make sure that the configured network adapter
is connected to the system bus.

Configuring the WinCC application also creates an OS, which is not needed on the
ES however. Therefore, delete the OS from the WinCC application in SIMATIC
Manager.

The remaining WIinCC application is needed to configure a connection between the
ES and the AS. This is required to obtain a process connection to the AS during the
simulation of the OS. This requires that the connection between the ES and AS has
same name as the connection of the actual OS and the AS.

For configuring the ES station, the network adapter connected to the terminal bus
may need to be declared with Simatic Shell.

For downloading the ES station, set the STONLINE access point to PC internal.

After downloading the ES station, the name of the station in the Station Configuration
Editor matches the name of the ES station in SIMATIC Manager. A yellow arrow
identifies the ES station as the assigned SIMATIC PC station in SIMATIC Manager and
in the network view.

&

Remember that the ES must be configured and downloaded first. The other stations

on the system bus can only be downloaded when the Station Manager has been
correctly configured.
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4.4

44.1

Configuring the OS server

The properties of the OS station

To make it easier to assign a PC station to the actual target computer, it is usually given
its computer name. For this reason, you enter the name of the target computer in the
properties of the OS station and select the "Computer name identical to PC station
name" option to specify that the station name corresponds to the computer name.

¥ Team08 (Component view) -- E:\Plant08\Team08\Team08

E@ TeamDd I Object name I Symbalic name I Tvpe I Siz
B i |, MR bt oG etioee
Properties - SIMATI(|

Station name

General | Settings | C

Name:
; {11 Shared Declarati LAt PSF‘mj I il
& MDLib3
Storage location E:*Plant08" Team 080 5Pmoj08 -
of the project: -
Authar: |
Date created: 01/29/2018 09:19:51 AM
Last modffied: 01/06/2018 11:43:15 AM
Comment: |=]
Station name same as =
computer name
Computer name
¥ Computer name identical 16 PC station name
Computer name: 05508
Cocd | top |

This setting facilitates subsequent configuration tasks, since the target station on the
terminal bus can then be derived directly from the station name.
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4.4.2 The properties of the OS

In the properties of the OS, you specify the symbolic computer name and the path to the
target OS station.

¥ Team08 (Component view) — E:\Plant08\Team08\Team08

E--@ Team0s Object name PH Aszignment Tupe Size

SProjld +r B41D JohnssorsBuffer Tanks\B...  Picture 14233
SFroils P BufferT arks JohnssonsButfer Tanks Picture 43008
 Ests ¥

“inCC Appl.
3, 05508

General Target OS5 and Standby 05 Computer Shared folder on
target computer

Path to the Target OS5 Computer

]
MDLib03 ? [“05508\W0BPRI\0508'0508.mep Search ... |

Symbolic computer name

& |Plart02

E Standby-05 Must be adapted

ﬂ— <none > -
LI- ¥ Create/update archive tags

¥ Transferto extemal archive server

If tanget OS5 computer is identical to ES computer:

Assign archive server |

QK I Apphy Cancel |

The symbolic computer name

The symbolic computer name is formed by default from the name of the project and the
OS. Since this symbolic computer name is used in many places, for example, to label
the server selection, change it to a more descriptive name that reflects the task of the
OS within the system.

Path to the target OS

During the preparation of the stations, you created a shared folder on the computer of
the OS. The project of the OS is downloaded to this folder.

You set the path to the target OS by browsing through the network or by entering it
manually.

@& If you enter the path to the target OS manually, use UNC syntax without a drive letter
in the form:

\\[Name of server]\[Directory name]\...\

‘\ NOTICE!

The name of the shared destination folder must not bear the name of the OS. Due to
the nesting of directories having the same name, this would result in problems when
downloading the OS.
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4.4.3 Selecting the multi-user project

When you configure a PC station with a WinCC application, the OS project type is set to

"Multi-user project” by default.

Project properties
Operation mode I User Interface and Design
| Bl Edt wew 1 General | Update Cycles I HotKeys I Options
REREAE B
. General Data of the Cument Project.
E_#
..... @ c Ut

----- 1IN Tagmanagel  Type: Singl =ct i

_____ ‘y\ Graphics Des Creator: Single-lser Project

..... A Alarm Loggin Creation Date: 'Cllent Projectl :

----- J_|_| Tag Logging

; ﬁ Feport Desic

Changed By: IWinCC-ijed-Manager

i :’B Global Seript Last Change: I_ 1/2018 8:20:12 AM
Text Library Version: |
-5y Text Distribu GUID: |.3.3_.3.3_]_];_: 4 18_14_42 12
----- fil User adminis
!}II Comment: ;I
----- i Cross-Refers
Change project type

% The project type was changed.
¥' Do you want to delete the startup list?

Mo Cancel

es
SN

Do not delete the
startup list!

But since your project is based on an existing "Single-user project”, you must change

the type to "Multi-user project"”.

Answer the question about deleting the startup list with No. Otherwise important

applications, for example, for managing the time synchronization and the group

displays, will be removed from the startup list.
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4.4.4 The HW Config of the PC station

When you insert a new OS station in your project, you must also rebuild the hardware
configuration. Since you have taken your OS station from the ES station, you only need
to adapt the hardware configuration to the target station.

\Plant08\Team08\Team08

WinCLC Appl.

{1 Shared Declarat
MOLibO2

Object name

Symbolic name Type

IE“'I Cnnfinnratinn

@l staton Edit Insert PLC

FI% HW Config - [05508 (Configuration) -- 05Proj08]

I

CP 1623
WinCC Appl.

af ||| e | e ra| - | L

| |

:Iﬂ 0] PC

Index | I odule

[1 & criezs

Press F1 to get Help.

b MAC address:

P ztatinn confinuratinn

|  Parameters |

¥ | Set MAL address £ use S0 protacal
IDE—DI}-DE—D'I -A1LC

™ IP protocaol is being used

Gateway
% Do not use router

View e
Properties - Ethernet interface CP 1623 (R0/S1) | |

£ Use router

Address: I

IP address: 192.168.0.1
Subnet mask: 255.255.255.0
Subnet

MNew...

Networked with ]

Properties... |
_>| Delete |

system bus J

Cancel I

Hep |

Ensure that the correct network adapter is configured with the associated MAC address.
This adapter must also be connected to the system bus.
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445 Configuring the PC station

Once the hardware of the OS station is configured, it must be transferred to the Station
Configuration Editor of the target station. This process is known as "Configuring the

PLC".
¥ Team08 (Component view) -- E:\Plant08\Team08\Team08 [ _ (O] |
S8 [ T R T R
=P ASProi0d E“l Configuration PC stz ]
SPrai0f “WinCC Appl Wi Tocal network. conng N
ES08 ::{i:: CP1E23 | Terminalbus j
Ll . K (=3 |
. LC = Station name same as
""" e Download Cirl+.
-] Shared Declarations computer name
- @ MDLib08 Compile and Download Objects...
¥ Use configured computer name
Compare. ..
1 arget computer:
|ossos
Dizplay... |
< | Messages:
4] | |

LCloze | Help |

The "Configure PLC" function requires a network connection with TCP/IP. This is
usually the terminal bus.

You can select the terminal bus for the network connection in the "Configure" dialog.
This lists all stations that can be accessed on the terminal bus.

If the station name is the same as the computer name (property of the station), the
target station is set automatically.

If this is not the case, the "Use configured computer name" option must be cleared and
the target station selected from the list.

The result of the configuration is displayed in the "Messages" window.

@&  Configuring the PC station only transfers information about the components in the
rack, but not their properties. This must be done with a download.
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4.4.6 Downloading the PC station
You have used the "Configure PLC" function to populate the "slots" of the Station
Configuration Editor with the components used.

Now their properties will be downloaded. This takes place over the system bus. For this,
the ES station must have been downloaded error-free beforehand.

(% Team08 (Component view) -- E:\Plant08\Team08\Team08 [_ O] =]
E1-{2a] Teamdd Object name Symbalic hame Type

g ASFroj08 ly Corfiguration PL staticn configuration

-5 OSProjlli 1 winCC Appl "WwinCT Application

e ES”&_ ot Horie P

g~ PR Station Configuration Editor - [ONLINE] x|
inCC Aprl Compenents | Diagnasties | Canfiguration Infa |
o 2 O open Object Ctrl+Alt+0
Sh . ’— . ’7

@ WDLib0S cut Ctrlax Station: (05508 Mode: RUM_FP

C crl+C
= Index | Mame ‘ Type | LED-.. | Status | Run/Stop | Conn ‘ -
Faste: Chrl4,
1 i criez {iF cPieza
Delete Del 2 |[] wincC Appl. [3 winCC Appl. 5]
PLC Download 3
o Pu—— > Configure... Ctrl+K 4
ceess Trotection Compile and Download Objects... 5 i
Print , E Components ready for
Compare... —

Rename F2 L operation and started

Object Properties... Alt+Return

Add.. | Edt.. | Dz, | FashlED |
Station Mame... | Impart Station .. | Dizable Station
oo |

@& Check the status of the components after the download. If errors have occurred, this
is indicated in the system tray by a flashing yellow triangle on the Station
Configuration Editor.

You can find additional information on the result of the download in the "Diagnostics"
tab.

@ If the download was not successful, it is often because the ES station has not been
downloaded. Do this and then repeat the download of the OS station.
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447 The AS-OS connection

You configure an S7 connection in NetPro to enable communication between the OS
and AS in process mode. The connection runs to the CPU of the AS starting from the
WinCC application of the OS station.

Systembus
Industrial Ethernet l

AS08
i |||||| CPU MFIIDF | IF \PN-ID [CE 1PN-ID
I 410-5H ES(M—DP 443-1
B E =
PROFIBUS 2 2
PROFIBUS
Profinet08 Update existing
Industrial Ethern connection =
< ' [ | _»r'

Active connection p| Subnet

' E5 SystembusAS

An appropriate connection is already configured since you have taken the OS station
from another project. Only the communication parameters have changed.

When you save in NetPro, the new connection path is detected and the existing
connection is updated.

You download the connection to the Station Manager of the OS station.

&=  Ensure that the symbolic names of each connection (OS-AS, ES-AS) are identical.
This is essential if you plan to simulate the OS on the engineering station for
purposes of testing all the functions following completion of the configuration.
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4.4.8 Compiling the OS

The next step is to compile the OS. This compilation transfers all the OS-relevant
configuration data to the OS configuration database.

Select the previously configured S7 connection as the network connection for the AS.
Itis called a "named connection” in the OS.

Since this is a first-time compilation on this named connection, "Entire OS with memory
reset" is preset. This means all previously existing data will be deleted and regenerated.

£ Team08 (Component view) — E:\Plant08\Team08\Team08

B2 Teami? Mhisct nams [Ty — Tima
- Wizard: Compile 05

? . Select the network connections for the 57 Programs associated with the areas.
WinCC Apr

B, 05508

Operator stations and areas: 57 programs and network connections:

g ubnet | Subnet type | WinCC unit | Address
Buffer Tarks (E2 ASProjD8 AS08 2 ASDE Sym.conn.  MNamed C...
-] Shared Declar: Signal Box
42 MDLiB0S
Select the data you want to compile and the scope of the compilation. Configured S7
—Data Futher options  ———————— connection
Minimum acquisition cycle of the archive tags:
[V Tags and messages 1 second ,I
¥ SFC Visualization ™ “with interconnection partner [ SFC option |
[~ Compression Sell&l
IV Picture Tree I j
¥ Create server data
— Scope Connecti |
N on...
C & Entie 05 ¥ With memory reset ) =
" Change:
Cacel | Hep |
_— language seitings
Multiple languages are installed in the STEP 7 multipraject. This has an impact on the i
duration of the 05 compilation. Do you want to start the wizard for the language seltings? 3
< Back | Mest » I Finish Cancel Help

With regard to the subsequent configuring of the OS client, it is interesting to note that
the server data is generated as well when the OS is compiled.
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449 The server data

The server data contains all the important information for the OS client. This server data
is created automatically when OS servers are compiled or downloaded.

¥ Team08 (Component view) -- E:\Plant08\Team08\Team08

E--@ Teamls
-E8 ASProi08

SProj02

=& Es08

- @[] WinCC Appl

B 0ss08

Object name PH Asgsignment Type

-fr B410 JohnssonhBuffer Tanks\B...  Picture
-fr BuferTanks JohhssonhBuffer Tanks Picture
- M-General JohnssontMaterial Tanks..  Picture
- M110 JohnszontMatenial Tanks..  Picture
P M120 JohnszontMatenial Tanks..  Picture
P M120 JohnszontMatenal Tanks..  Picture
0] Shared Declr  Display compiation log... aterial Tanks F'fc:ture
@ WOLib0S Display load log. . Aeactors\A-Ge... F'fcture

Generate server data feactarsti3N0 - P
Reactors'R320  Pig

AeactorshR330  Fi
Basctart BN Din

Storage in the server
project

Assign OS server...
Start 05 simulation
Import WinCC objects

‘G(j)v| . = Daten2 (E:) - Plant08 - Team03 - OSProj08 - wincproj - 0S08 ~ ES08~ Packages - I‘QJ

Name “ | Date modified | Type | Size | |

|| Plant03.pck 18.01.2018 11:20 PCK File 1.303 KB

l Packages H[=]

) ( ;;v| . = Computer - Daten2 (E:) = Plant08 ~ TeamD& ~ OSProj08 - wincproj ~ OSC - Packages l‘nl

Mame “ | Date modified | Type | Size /—/

|| Plant8.pck 18.01.2018 11:20 PCK File St(.)rage m. =
client project

If you make changes to the OS project that does not require compilation of the OS, you
can also manually generate the server data.
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4.4.10 Downloading the OS

After you have compiled the OS and completed all of the configuring steps for the OS,
you download the OS project to the target computer.

This download is performed via the terminal bus, so you must ensure that the network
adapter responsible for this has been declared beforehand using Simatic Shell.

¥ Team08 (Component view) — E:\Plant08\Team08\Team08

E‘@ Tear03 Object name PH &szsignment Type =
ASPr0|.DE j‘r B410 JohnszonBuffer Tanks'\B...  Picture
0SPreil8 j‘r BufferT anks JohnzzonBuffer Tanks Ficture
% EgDESDS j‘r -General JohnzsontMatenial Tanks...  F [ loading to target system
05508 j‘r 110 Johnzzorhatenial Tanks.. F
E| WInCC Anol. j‘r 120 Johnzzorhatenial Tanks.. F Copving project.
] Lg £ Pr M120 JohnszonMatenial Tanks..  F
5 P JohnszontMaterial Tanks F
| JohnssonReactors\R-Ge... F
Access Protection F
F
L[] ]]
Target system: YOS50/ 08PRJLS 0840508 mep Ermian

Download entire Start compilation before downloading =
project the first time

— Scope
& The entire WinCC project

! Changes Details | (8 | Canicel

—

o

TFie entire WinCC project will be tranzferred to the runtime 05,

QK I Cancel | Help |

When the download starts, the project data, for example, the server data, is first
checked to ensure it is up-to-date and updated if necessary. The OS project is copied to
the target computer during the download. Then the OS project is remotely opened on
the target station and adapted to the target computer. This involves, for example,
changing the computer name in WinCC Explorer from the name of the ES to the
computer name of the target computer.

The download process is interlocked using 2 lock files. This prevents another ES from
starting a download to the same OS. These interlocks are created when you start the
download on both the ES and OS in the root directory of the OS project and have the
name:

OS name.WinCC.Ick

If the download finishes correctly, the interlock files are deleted.

NOTICE!

If the download process has to be forcibly terminated, the interlock files are not
deleted and subsequent downloads are prevented with the error message "Another
ES is already downloading the OS". Delete the interlock files manually in this case.
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Online downloading of changes

If no structural changes have been made and you can limit the scope of the Compile OS
function to changes, the OS servers can remain in runtime mode during the download
process. Runtime mode must be stopped for a complete download of the OS.

Because of inconsistencies in the configuration data on the OS server, only minor
changes (10 to 30 process objects or 500 changes in total, for example, to tags, archive
tags, and messages) should be configured and transferred during online downloading of
changes.

Online downloading of changes is not suitable for transferring bulk data. It is intended
for adding individual process objects to a project.

& Never make changes to the OS projects directly on the individual OS servers and

OS client stations themselves, because then you cannot use the "Download changes”
function. You would then have to download the entire project.

All changes are made on the ES and then downloaded to the various OS stations.

Exceptions to this are redundancy settings for OS servers and settings for the Web
server.

While the "Download changes" function is running, there is a temporary data
inconsistency between the AS and OS data. For this reason, you should first
download the changed data to the automation system, before you download it to the
OS. This will reduce the duration of the data inconsistency.

L!!| See also [121] PCS 7 Compendium Part A - Configuration Guidelines - 03_2018,

11.1.3 for a list of actions that allow downloading of OS changes.

Complete download with OS stop

If the following changes have been made, you can no longer use the "Download
changes" function:

e Change of the OS name

e Complete compilation of the OS

e Change in the path to the target computer

e Change in the master-OS/standby-OS assignment

e Change in the configuration of redundant OS servers

e Change from a multi-user system to a single user system (by removing OS clients)
e Change of the project properties of the OS

e Change of hotkeys in the OS

e Download of server data of newly added OS servers to existing OS servers
e Change of alarm configuration

e Change to "Derive diagnostic pictures from plant hierarchy" setting

e Change of computer name (requires full new installation)

e Change of computer properties (restart of operating system)

e Stop/abort during downloading of OS changes

e OS Project Editor (depending on the setting for "Activities when processed by the
project editor" in the "General" tab)
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4411 OS simulation

TN

You can simulate an OS from process mode in SIMATIC Manager. You can use such a
simulation to check the appearance and function of your configuration data, for
example.

There is no communication among the various operator stations in your project during
simulation. Therefore, current data from other servers cannot be displayed, for example,
the data of another OS server in an online trend control.

The communication between the OS and the AS can also be simulated. To make this
possible, you must have configured connections between the OS — AS and ES — AS
having the same symbolic name.

Note that operator actions you perform in the OS simulation have an impact on your
process.

Here is how to start simulation:

¢ Open the component view in SIMATIC Manager and select the OS for which you
want to simulate process mode.

e Select the menu command Options > 0OS > Start OS Simulation.

The OS configuration data is copied to a temporary directory and runtime is started from
there.

@& When simulation is started again, the data in the temporary directory is updated.

&=  While the OS is in simulation mode, you cannot change the configuration data of

the OS.
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4.4.12 Exercise and checkpoint

Exercise: Configure an OS server and simulate it

Task
The single-user project you activated serves as a template for the multi-user project you
will create next. Because the single-user project will be used for configuring graphics
later in the course, make a copy of it and use the copy to create the server/client
configuration.

Checkpoint

How would you answer?

e How can | easily implement
communication from OS server to OS
server?
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4.5 Configuring the OS client
45.1 Configuring the OS client station

The OS clients are also managed as PC stations in the project. You insert a new PC
station and configure it as a WinCC Appl Client.

E® Team08 (Component view) -- E:\Plant08\Team08\Team08 - O x|

E@ Teamld Object namme Symhbalic hame Tupe
ASPm'_DS Bl Corfiguration PC station config
O5Proils WinCC Appl. Cli.. WinCC Applicatic
E@HW Config - [05C08 (Configuration) -- 05SProj08]
E“l Station Edit Insert PLC View Options Window Help 18] x|
. 0= 2 | = ?|
e DS 98]0 @B B
- MDLib08 ﬂ EE
Find: [ ﬁ:|= ﬁ:l
7 WinCC Appl. Client -
R Erofile:  [PCS7_va0 |
3 -
< B HMI -
( — . SPOSA Appl. 2
No n9t_W°"k — WinCC Appl
required WinCC Appl. [Sthy.)
5 T hd| WinCC Appl Client
‘winCC Appl Client Ref.
“WwinCC Appl Ref.
KN [— [ |
%,
!I:I [0 PC WinCC Application for a'WinCC Client Project =
Index | [ Moduls fiderrumb [ Fi [ M |1 [ |
Press F1 to get Help. [ [ v

The OS client is connected only to the terminal bus and communicates with the
assigned servers via TCP/IP. Therefore, no Station Manager is installed on the OS

client by default and no network adapter needs to be configured in the hardware
configuration.
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45.2

The properties of the OS client

Only the setting of the path to the target OS computer is important in the properties of
the OS client. You can browse for the path or enter it manually.

[£% Team08 (Component view) -- E:\Plant08\Team08\Team08

Declarations

{] Shared

- MDLib0g

Client-05 - Properties: 05C

"General Target 05 |

Path to the Target OS Computer

IO SCO8\W0B05CWOSCMOSC mep

Shared folder on
target computer

Apply

[ox ]

Properties - SIMATIC PC Station

= @ Teamid Object name I Symbolic name i Type i
By i

General | Settings I Configuration I
Name: joscus
Project path: PSF‘mjDB\OSCDB ﬂ
Storage location E:\Plant08%Team08405Proj08 =
of the project: ¥
Author: |
Date created: 07/01/2018 12:35:12 PM
Last modffied: 07/01/2018 12:37.40 PM
Comm . =]
Not required for =
client
Compi
¥ Computer name identical to PC station name
Computer name: Io SCo8
Crce | _ v |

If you enter the path to the target OS manually, use UNC syntax without a drive letter

in the form:

\\[Name of server]\[Directory name]\...\

The name of the PC station of an OS client has no functional significance, in contrast to
the OS server. The PC station is neither configured nor downloaded. Therefore, the
computer name is usually selected as the station name.
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45.3 The assignment of the server data

Each OS client that wants to access the data of an OS server needs its server data.

You use the "Assign OS server" function to select the server data of the desired server
and assign it to the OS client.

(% Team08 (Component view) -- E:\Plant08\Team08\Team08

Object name

Symbalic name

Open Object Ctrl+alt+0

[l 0S server assignment for 0SC
Cut Cirl+x - "
! 05 Information | Symbolic computer name |
Copy Ctrl+C -
OSPrej0s - 0508 Plant0g

Easte Chr{H

Delete Del

Starting point is

Available servers in

client PLC ' the multiproject
Access Protection 4
Compile Cirl+B
Display load log...
Print R
Rename F2

Object Properties... Alt+Return

QK I Cancel Help

I'I'he WIinCC project was opened

S

The OS server data only have to be downloaded once to the OS client. Each time an
OS client is restarted in process mode or when OS server changes are downloaded, the
OS server data is automatically updated. Note that this updating is performed from the
ES. This is possible because the computer name of the engineering station is located in
the server data of the assigned OS server, from where the initial download is performed.
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45.4

The layout of the client

The server view is often configured as the layout of the OS area overview on the client.
In this view, the selection of OS areas in divided into two different sets of keys.

You configure the server selection keys on the right. These keys allow the operator to
select the desired server in runtime. The number of keys you need depends on the
number of assigned servers.

Preview of the OS A=
overview

\ [T [[TTT]]
| IERERE) [0 | [[T[]]
\ [T ALTTTT] [TTTT1]
N
**' 0% Project Editor
‘g"eﬁa_:e configurstion IMessage display | S Area | [ Runtime window | £ Basic data | B General
Cument layout JSIMATIC Standard 132071200
Available layouts: Layout Description:
e =] IMATIC Lsyoust for scrsen resolution of 12801024 fth
T n— - election of server.
= SIMATIC Sgy 168071050 /
’ N Number of area keys 3 /
% With server selection T e
%:m:gg ::a”:a:;‘?é;;gi Overview extended corfiguration: Detai, |
anaar
15 5 IMATIC Standard 128071024 I Runtime: Help available :]E
5 5 IMATIC Standard 160071200
15 SIMATIC Standard 1630°1050 Display
15 SIMATIC Standard 1920°1080 ~ Username Py
15 SIMATIC Standard 1920°1200 =l
~ Monitor configuration
c C () (] (] ) C )
- o
LI ) ) ) = ==
ok | cencel | epy |

The area keys are configured in the left half of the area overview. You can use them to
navigate to the areas of the selected server.

The standard layout provides another configuration option. If you choose this, the server
selection keys are omitted. The OS areas of all the assigned servers are shown "flat" on
a single level in the area selection.
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455 The OS areas of the client

You can change the number of areas to be displayed and their order in the Area tab of
the OS Project Editor.

" Area preview

| Reactors [TTTTLI ]I MateriaiTanks | [ [ [ [ ][]
| SignalBox | I I I I |D | Buffer Tanks | | I I I |D ‘ PlfntOB N
| [TITTICT] [TTTTIT | AN
" OS Project Editor BE ' Sym bolic
B2 | ayout |3 fessage configuration |Message displayﬁumime window | £ Basic data |Geneml I i L CompUter name
[~ Amangement of the areas in the overview :
Visible areas Areas not required
B X <Empty Button>
%M;aedn:ﬁanks ﬂ P
Signal B E
%Bff:;T:ks —>|
[]
[ Order of the PH ] =
Server amangement in the area overview:
I D s P N T A H

Order of the server ]

. o | . selection

r~ For areas with missing authorization
& Picture selection not possible
" Picture selection possible with area button

¢ Picture selection possible with area button and group display

QK Cancel Apply

Server assignment in the area overview
The areas are arranged for servers that are available for a layout with Server view.
The "Visible areas" and "Areas not required" lists are refreshed when a server is
selected. You now arrange the areas for the overview for the selected server.
The list is not enabled if you have selected a layout without a server view on the
"Layout" tab. Only the entry "<local computer>" appears. The "Visible areas" and
"Areas not required" lists will then contain all available areas.

Visible areas
This lists the areas that are arranged in the overview area for runtime.
The "Up" and "Down" buttons are enabled when you select one or more areas. Use
these buttons to move the selected areas in the overview area up or down by one entry.
The selected entries can be moved to the "Areas not required" list with the arrow
buttons.

Areas not required
This lists all of the available areas that are not required in the overview area for runtime.
When you select one or more areas, you can apply the selected entries to the "Visible
areas" list using the arrow buttons.
The "<Empty Button>" entry functions as a placeholder for plant areas yet to be
configured and can be added as often as desired to the "Visible areas" list. The entry
remains in the "Areas not required" list.
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45.6 Configuring the standard server

£ WinCC Explorer - d:plant08'team08'0sproj08 wincproj',05C',05C.mcp M=l E3

| File Edit Wiew Toos Help
=

RERETN AR SEr

..... I Tag Management

..... M Graphics Designer

ﬁ Report Designer
e -

----- J e Elobal Seript

operator messages

Text Library l Compaonent I Sumb. co;nputer name E I
Alarms PlartdS bessssssssanssnnnnnns
Text Distributor -

. B Archives <MNo standard zerver:

M= e dnnEtat; Pictures <Muo standard server:
Cross-Reference iS5 PIantUS'"""""""""":
WL i Tags <Mo standard zerver: :

..... D) Time syr UUE;I |tng. v ' | Test Library <Mo standard zerver: :
_____ |--.‘. - ROStel |ser Archives <MNo standard servers :

L] Lifsheat  Canfigure..

=i

..... #, 0S Proje Delete. ..

""" P4 Process  propetties

% s - 1 Ok I Cancel I Help I

----- P web Navigator

| Picture compositions and trend groups

4

OaCiServer datal, |17 abjeck(: |

Each OS client is a standalone OS with local configuration and runtime data. For
example, trend groups can be created locally on a client. Screen arrangements are also
managed locally and are not available to other clients.

In order for these data, including locally generated operator messages, to also be
available on all other clients, you configure a standard server for the client.

Standard server for the "Alarms" component:

For operations performed on one OS client, operator messages are created and stored
on the standard server.

Standard server for the "SSM" component:

Picture compositions and trend groups composed on one OS client are stored on the
standard server. They are then available to any connected client.
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45.7 Downloading the OS client

E® Team08 (Component view) — E\Plant08\Team08\Team08

[=-{25] TeamlB Object name Sembolic name Tvpe
ASProj08
OSPmj08

Target path
Download 05

= [@ WinCC Appl. Client Target syster “4\05C08%W0OEBPRJYISCADSC.mep

| o
|

{27 Share & The entire WinCC project

- MDLbOS Access Protection T Charges Dety
[ Start compilation before do

Download entire

project
= The entire WinCC project will be transferred ta the runtime 05,
Copying project.
& | ak Cancel Help
([ s
| Error

[k | [Eance]

| 4

After all of the configuring steps for the OS client are complete, you download the
project to the previously specified shared directory on the target computer.

Only a complete download can be performed for the OS client. However, in principle
this only has to be performed once, because thereafter the OS client is updated
automatically each time the server data is updated.
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458 The referenced client

OS clients are often operated with identical projects in a PCS 7 system. The "referenced
client” was introduced to avoid having to create an OS project for each individual client.

Example:

If you need 10 identical clients, you only have to create and configure one completely
new client. This client is called a base client. The remaining 9 clients are created as
reference clients that reference the base client. If the configuration of the clients must be
changed, for example, by adding a user, this change only has to be carried out for the
base client. The change is nevertheless downloaded explicitly to each individual client,
whereby the base project is duplicated.

¥ Team08 (Component view) -- E:\Plant08\Team08)Team08 [_[O] e e A E A R ) =
=-{25] Teamild Object name: Symbolic name General 05 client reference options |
ASProj0g
QO5Proj0s
,.@. ES08 Path to the OS5 target computer
B, nscos |o SCOBR\WOBPRJNDSC\DSC.mep |
PP
| = WinCC Appl. Client Fisf.
: RS SY 050 Reill)
= 05 Basis
josc |
Template project
D8 % (&) e daldo %8| ok | ey | cocd |
g
Find: I nﬂ ) ||
i < Profile: IStandard j
No network I \ : SPOSA Appl -l
required WinCL Appl.
| WinCC Appl. [Sthy.)
7 = WwinCC Appl. Client
° ! L sy |
| WinCC Appl. Ref. _I
Press F1 to get Help. v

@& You must not change the name of the referenced OS; it is assigned automatically
during the assignment of the base client.
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45.9 Exercise and checkpoint

Exercise: Configure an OS client and configure its standard server

Task
In this exercise, you configure two OS clients. The described procedure refers to an
individual client. You use the same procedure to configure the second client.
The task is complete when it is possible to perform operator control and monitoring of
the process with two OS clients.

Checkpoint

How would you answer?

e Why is it not possible to operate a
referenced client on the engineering
station in Runtime?
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5.1

5.2

5.2.1

The Server Redundancy

Learning objectives

The participant will learn about

e The functions of redundancy
e The main failure scenarios

The participant will be able to

e Configure a redundancy partner

e Configure the scope of the
redundancy synchronization

e Configure the preferred server of
the client

Overview

In SIMATIC PCS 7, you can configure two redundant OS servers to enable fault-tolerant
operation. This ensures operator control and monitoring capability for your process at all
times. If one of the two OS servers fails, the OS partner server takes over the process.
This solution also ensures that data will not be lost during the downtime or interruption
of one OS server because the redundant OS partner server also archives the process
data.

The two OS servers synchronize themselves to the current process data when a failed
OS server comes back online. If one OS server of a redundant OS server pair fails, the
internal master/standby identifier is passed from the failed OS server to the partner
server. The master identifier remains with the OS partner server, even when the failed
OS server comes back online.

The functionally identical configuration of the server pair is ensured by the fact that only
the master project is configured and then downloaded to both the master and standby
PCs.

What is synchronized?

e Alarm and tag archives after a failed server comes back online.
e Alarm and tag archives after disruption of the process link.

¢ Internal alarms

¢ Internal tags

e The automatic switching of clients between the redundant servers if one of the
servers fails

e The automatic switching of clients in case of a process connection error
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5.2.2 Failure scenarios

Assuming the project has been created without errors, the following scenarios for a
server failure can occur:

The project is not activated on the redundant OS partner server.

Error in the network connection from the OS server to the redundant OS partner
server

Error in the network connection to the OS clients

Interrupted process link to the AS

The consideration of these failure scenarios can help you at least narrow down the
scope of devices, software, and configurations to be tested.

5.3 The requirements

5.3.1 Requirements for the physical computer

Both computers must be identical (identical models with identical hardware).

The same operating system must be installed on both computers, and Windows must
be configured exactly the same way.

If you create an image of the first computer and copy it to the second computer,
make sure that SQL Server and PCS 7 have not yet been installed. You can no
longer change the computer name once SQL Server and PCS 7 are installed.
Rename the computer before you install SQL Server and PCS 7.

If you are using a Siemens computer, an image containing Windows, SQL Server,
and PCS 7 is included in the scope of delivery. This image ensures that the computer
name will be changed at the conclusion of the restoration.

5.3.2 Redundancy monitoring

The monitoring of redundancy, the so-called health check, can be performed over
3 different connections.

&

Ethernet card:
The use of an additional Ethernet card ensures the best performance for
implementing the health check.

COM port:
You can also use the RS232 port of PCs for the health check. You need a null
modem cable for this.

Terminal bus:
If neither an Ethernet card nor a COM port is configured, the terminal bus will be
used by default to transfer the health check frames.

The described interfaces are only used for monitoring. The synchronization of the
data always takes place via the terminal bus.

SIMATIC PCS 7 — The Server Redundancy
Course folder, V9.0.0, ST-PCS70SE



SIMATIC PCS 7 OS Engineering

54 Configuring in SIMATIC Manager

54.1 The steps for configuring

The following configuring steps must be performed in SIMATIC Manager:

Steps for configuring a redundant OS server
Add the PC station to the project of the OS server
Set the station name in the properties of the PC station
Configure the hardware of the PC station as WinCC Appl. (Stby.)
Set the path to the target OS computer
Configure OS (Stby.) - AS connection
Configure OS (Stby.) station
Download OS (Stby.) station
Assign OS (Stby.) to OS server

Generate server data of the OS server

o

Assign server data to clients

In the following, only the green-marked steps will be explained, since the other steps are
already familiar.
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5.4.2 The WIinCC Appl. (Stby)

You must insert the PC-Station of the standby server into the project of the master
server.

In HW Config, you insert both the WinCC Appl. (Stby.) as well as the network adapter
that is connected to the system bus.

¥ Team08 (Component view) -- E:\Plant08\Team08\Team08

E-{=a] Teamdd

) ASPoj0a
) 0SPro08
-1 ES08

-8, 05C08

[l Hw Config - [0SSOBSTBY (Configuration) -- 0SProj08]

Name derived
from master
@) Station Edit Insert PLC View Options Window Help =1

L 1
E]-".%Eggr;dDeclaratlo \J O = &~ B | §|| 2 ||ﬁ g1 E | ag | k?‘

Bl

Find | ﬁﬂ nj

Profie:  [PCs7 ve2 =l

=0 HMI B
l | » ; SPOSA Appl.
WwinCC Appl.

WinCC Appl. [Stby.)

WinCC Appl. Client

"WwinCC Appl. Client Ref.
WiCE Aol A _’|;I

<| | <|'

Press F1 to get Help. v

As mentioned previously, WinCC Appl. (Stby.) is not used to create a complete OS
project. The actual project, which is downloaded later, is the project of the master.

@& Thereis no reason to change the name of the created standby OS. The name is
derived automatically from the assigned master OS.
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5.4.3 The assignment of the

standby server

The master OS and standby OS are assigned in the properties of the master OS.

¥ Team08 (Component view) - E:\Plant08\Team

-t B410

ﬂ— M-General
- M120

- MaterialT ank
- R310

-t R330

- Reactars
P TrendMT

D Shared D eclarations
[ MDLiE03

Properties - 05: 0508 B

General  Target OS5 and Standby OS Computer |

Path to the Target OS5 Computer

I"-."-.OSSDE»"-.w 08pi" 050840508 mep Search .. |

Symbolic computer name

|Pantos

s
0508

StBy

sterOpdate archive tags
¥ Transferto extemal archive server

QK I Apply Cancel |

Once assigned, the name of the standby OS is automatically changed to

Master name_Stby
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5.4.4 The connection to the AS

The standby OS communicates with the AS at the same time the master does. This is
active redundancy, in which the master and standby receive the same data from the AS.

Therefore, you configure an S7 connection in NetPro for the standby as well.

@&  Always use the same name for the AS-OS connections of the standby server as for
the corresponding connections of the master server. There is only one configuration
for both servers, and it accesses these connections using their symbolic name.

=l 05Proj08 (Cross-project network view - Team08) -- E:\Plant08\Team08\05Proj0s

-1 ry
ES08 05508 05S08STBY
g CF_|WinCC CF_|WinCC
1823 | Appl. ey | 1823 |Appl.
o] m
Systembus
Industrial Ethernet
AS08
2 TFU  WFIIDF, TFND [CF BWee
_r””” 410-5H © . H !
; " =
2
PROFIBUS
PROFIBUS e
Identical connectio
name M|
S
¥
Local I Aﬁner I Partner Type Active connection partner il
AS03 53 ASProjl& / ASDS / CPU 414-3 PN/DP | 57 connection s =
N ; ; ; | sy
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5.5 Configuring in WinCC Explorer
5.5.1 The Redundancy Editor

After you have configured the standby station, you make additional redundancy settings
in the Redundancy Editor of the master server.

‘ Redundancy [
General I User Archive I
Server:

[Este

[V Default Master

Redundant partner server:

IOSSDSSTEY Browse... |

Local Computer Settings

Connection with redundant partner via network adapter:

None j
Connection to redundant partner via serial interface (optional): |COM1 =

" Synchronize all data of the outage period.

¥ Synchronize failures of last |2 days only.

Cptional Settings

¥ Synchronization of Tag Logging after the partner server comes back online

¥ Synchronization of Alam Logging after the partner server comes back orline

¥ Oniine synchronization for Alam Logging

¥ Synchronization after disruption of the process link {Tag Logging + Alamm Logging)
¥ WinCC client switch in case of a process connection emor

Enables the synchronization for all specified options and user archives:
¥ Activate Redundancy

0K Cancel Help

Server

The name of the computer for which redundancy is configured is entered in the "Server"
field. This is the ES during the configuring phase. After the project is downloaded, the
computer name is changed to the name of the target computer.

Default Master

You can use the "Default Master" option to define which of the redundancy servers will
be activated as the master and standby servers by default, when both servers are
booted at the same time.

In Runtime, the redundancy master can be recognized by the fact that the redundancy
tag "@RM_MASTER" is set to 1.

Redundant Partner Server

You enter the computer name of the partner server in the "Redundant Partner Server"
field.

The "Browse" button assists you in selecting the partner server.
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Local Computer Settings

The interface that is used for the status query of the redundant partner server (health
check) is specified in this group. Since the configuring of redundancy is performed on
the ES, these settings must be made after downloading to the target computer.

e Connection with redundant partner via network adapter

Specifies whether there is a connection to the redundant partner via a network
adapter. The connection via a network adapter is preferred over a serial connection.
The network adapter can be a physical connection, such as a network card or
Firewire port. A TCP/IP connection is used for logical connection.

The redundancy status is controlled using this connection. The purpose of the
connection is to ensure the status query of the redundant partner server.

e Connection to redundant partner via serial interface

Specifies whether there is a connection to the redundant partner via a serial
interface.

Synchronize all data of the outage period

You use this option to specify that all data for the entire outage period will be
synchronized. Depending on the length of the outage period, the synchronization may
take a very long time. Therefore, it is preferable to limit the synchronization to a certain
period of time.

Synchronize failures of last X days only

In this field, you specify, for example, that only the last 2 days should be synchronized
after a failure.

Optional Settings

e Synchronization of Tag Logging after the partner server comes back online

Specifies whether synchronization of the Tag Logging will be performed after the
partner has returned.

e Synchronization of Alarm Logging after the partner server comes back online

Specifies whether synchronization of the Alarm Logging will be performed after the
partner has returned.

¢ Online synchronization for Alarm Logging
You can use this option to specify whether or not a synchronization of the Alarm

Logging operation alarms and the other alarms should be performed. Only alarms
with internal alarm tags and alarms without tag interface are synchronized.
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e Synchronization after disruption of the process link (Tag Logging + Alarm Logging)

You use this option to specify whether the archives will be synchronized in case of

a network connection error between servers and their configured connections to

the AS.

When this option is selected, the corresponding server monitors all configured
connections for lifebeat.

A server identifies a disruption in the process link to an AS, when the affected AS
returns no acknowledgment to the server.

If a network error has been detected for one or more automation systems in this way,
all alarms, process data, and user archives of all automation systems in the project
are synchronized. This means that the archives of automation systems that have not
failed are also synchronized.

If this option is not selected, the runtime load on the server is reduced. Because an
error that occurs in the network of the AS cannot be detected, no archive
synchronization is performed in this case.

e WiInCC client switch in case of a process connection error

With this option, you specify whether an OS client should switch to the redundant
partner server in the event of disruption of the network connection between a server and
its configured connections to the AS.

When the process connection error is corrected, the OC client switches back to the
server with which it was originally connected, provided that this server was configured
as the preferred server.

Activating synchronization

o
‘/—\\

The "Activate Redundancy" check box specifies whether the redundancy system is
activated. This box is mainly used to disable the redundancy system during
configuration, if necessary.

If you select the "Activate Redundancy” check box while redundancy is active (indicated
by a check mark), a security prompt appears with the question "Do you really want to
deactivate redundancy?". This gives you the chance to cancel the deactivation of
redundancy.

During commissioning, OS Runtime is frequently enabled and disabled on the server
computers. When redundancy is active, the archives are synchronized each time the
OS Runtime is enabled or disabled, and this may result in significant deterioration of
the OS Runtime performance.

To avoid this, we recommend deactivating redundancy during commissioning.

Notice!

In runtime, only those changes that pertain to the synchronization of the archives take
immediate effect without having to restart runtime.

Changes to the other options only take effect after a restart of OS Runtime.
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5.5.2 The preferred server

In normal mode, all clients are connected to the server that is designated as the master
server. Although the standby server maintains communication with the AS, it does not
have to handle any clients.

You can balance the utilization of the server pair by configuring half of the clients so that
they are automatically connected to the master server computer, and the other half so
that they are connected to the computer of the standby server.

(E" WinCCExplorer - E:\Plant08\Team08\05Proj08\wincproj\0SC\0SC.mcp
J File Edit Wew Tools Help

IR e | (e = & 2
----- f’\ Graphics Designer ;I MName | Type
&} Report Designer & Plantos Plant0s.pck
12 Global scri 7
ve Global Script # Configure the Server Data HE
Text Library
Text Distributor E
Liozmp  Computer name:

i}i User Administrator
Cross-Reference symbalic hysical redundant FPrefered Server
..... EL cerver data Plant0s ass0a O55085TRY 055085TEY -

..... [

) jEz=sdy Aktualisieren...
""" 4} Horn Standardserver...
Lifebeat Mol EEGRT B I
..... #,, 05 Project Léschen...

% SFC

----- P Web Navigator

By

o Preferred Server

Eigenschaften

05C\Server datal,

QK I Cancel | Help |

| Y.

This assignment of the servers to the clients is configured using the preferred server.
As an example, let us consider a system consisting of redundant OS servers A and B
and three OS clients:

— Server A is set as the preferred server for client 1.

— No preferred server is set for client 2.

— Server B is set as the preferred server for client 3.
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Normal operating mode:

The following figure shows the normal operating mode:

ks

Server B
Server A Status “Standby”

=

OS client 1 OS client 2 OS client 3
Server A is No preferred Server B is
preferred server server preferred server

Process link error on server A:

There is a process link disruption on server A; however, server B is running error-
free. The number of defective logical connections on server A is greater than on
server B. Server A therefore receives the "Error” status. OS clients 1 and 2 therefore
switch to redundant server B.

Server A has
failed

Server B
Server A Status “Master” [ All clients point to
“Error” status \ fault-free server B

OSclient 1 OS client 2 OS client 3
Server A is No preferred Server B is
preferred server server preferred server
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End of the process link error on server A:

Once the process link error on server A has been corrected, server A has "Standby"
status. Because server A was configured as the preferred server for OS client 1, this
client will switch back to server A.

OS client 2, however, remains connected to server B, because no preferred server is
set for it and server B has now become the master.

Return of
server A

Server B Client 3 remains at
Server A Status “Master” server B
Status “Standby”

\ (preferred server)

=

Client 1 returns to
server A (preferred
server)

OS client 1 OS client 2 OS client 3
Server Ais No preferred Server B is
preferred server server preferred server

Client 2 remains at server B
(No preferred server)

5.5.3 The server layout

An OS server is no longer released for operator control and monitoring beyond 5 clients.
For this reason, you configure the SIMATIC server layout in the OS Project Editor.
All operator inputs on the interface are disabled, with the following 5 exceptions:

Server: OSS08
Master
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e LOGIN input dialog box

e Select User Administrator

¢ Plant configuration

¢ Display the plant picture (lifebeat monitoring)

e EXxit Runtime

&= The SIMATIC server layout cannot be used for the Web Navigator.

554 The redundancy settings

The communication interface for monitoring the redundancy status cannot be selected
from the ES, because the interfaces of the physical server are required.

Therefore, after downloading the redundancy pair you must open the Redundancy
Editor locally and select the interface.

To avoid having to open WIinCC Explorer locally on the server, SIMATIC Shell offers an
alternative approach.

B simatic Shell _[O0]
G( )v | . = Computer ~ Simatic Shell = 1‘5_11 I Search Computer (D]
Organize ¥  Properties  System properties  Uninstall or change a program  »» ji | - E] Iié]
-f@ Simatic Shell | object | status | object type | computer |
S Update Station up STRTM 05508
icenseLimit Timestamp 6/... WinCC.License... 05508
g ey Confiquration  WinCCProject  (0S508
Dormnain Structure “= Redundancy Settings
IP Segments
Object Types r— Optional connection ta redundant partner
Settings ... — Sernial port: Cancel |

Re

— Metwork adapter

Terminalbuz  [Intel[R] 82577LM Gigabit Hetwork, Connection)  8C:73:6E:08:3D:34 ‘ISj

The simatic Shell > Redundancy Settings function allows you to select the
connection, in which case this setting is equivalent to the setting in the Redundancy
Editor.

One connection path is permitted between the two PC stations in a redundantly
configured server.

@& One connection path is permitted between the two PC stations in a redundantly
configured server.

|!!| See [511] PCS 7 V9.0 High Availability Process Control Systems - Function Manual -
05 2017, 5.5.6: How to set the redundancy connection for OS servers.
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5.6

5.6.1

5.6.2

Downloading and starting redundancy

OS download

If you add a standby server for an existing single server, a complete download is
required. This requires OS Runtime to be stopped and restarted.

For the initial download to the target system, you must perform a complete download for
each server. In this case, the master server is downloaded first, then the standby server.

For subsequent changes, it is sufficient to download the changes only. If you make a
change that requires a complete download, you will typically be informed about this with
a message.

Sequence when loading redundant OS servers with "Changes-only
download" function

The "Changes-only download" function of a redundant OS server is only available if
both partner stations are in process mode (runtime).

For safety reasons, downloading is not performed to a redundant OS server pair at the
same time:

e The standby server is downloaded first. This is the OS server with the configured
application "WinCC Appl. (stby)".

¢ Once the downloading of the OS server with the configured application "WinCC Appl.
(stby)" has been successfully completed, with the master server will be downloaded.
This is the partner station with configured application "WinCC Appl.".

The computer name of the server for which the download is currently in progress is
displayed at the bottom of the window.

After the download, the serial redundancy connection or Ethernet redundancy
connection must be set on each physical server. Open the SIMATIC Shell on the
physical servers and configure the COM port or Ethernet port. This only needs to be
done once,; it is stored on the computer afterwards.

If, for some reason, the content of the target OS folder is deleted, you must configure
the redundancy connection again after the initial download.

See [511] PCS 7 V9.0 High Availability Process Control Systems - Function Manual -
05 2017, 5.5.10 for more details.
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5.7 Redundancy/synchronization tags

When both servers are in runtime, the monitoring of the process link is started. The
number of defective logical connections to the master server and the redundant partner
server is determined cyclically.

o If the master server has more defective logical connections than the redundant
partner server, the server status becomes invalid ("Error").

e The clients are switched to the redundant partner server, which now has the master
status.

5.7.1 Redundancy/synchronization tags

&= The "Error” status is indicated in the "@RedundantServerState" tag and not in the
"@RM_MASTER" system tag.

@LocalMachineName

This internal tag contains the name of the local computer.

@RedundantServerState
This tag indicates the redundancy status of this server. Range of values:
0: Undefined status (initial value)
1: Server is master
2: Server is standby
3: Server has an error

4: Server is standalone (no redundant operation)

@RM_MASTER
This tag identifies the server as ...
TRUE = This server computer is the master

FALSE = This server computer is the standby

@RM_MASTER_NAME

This tag contains the name of the master server.

@RM_SERVER_NAME

This tag contains the name of the server to which a client is connected.
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5.7.2 Use of redundancy tags — scenario 1

This scenario explains the redundancy characteristics when the project has been
disabled on server 2.

Server 1:

* Save date/time of server 2 return

* Return message

» Synchronization of servers 1 and 2 begins
* Clients switch to preferred server 2

Server 1:
» Save date/time of server 2 failure
* Failure message

* @RM_MASTER =1

* @RM_MASTER_NAME = Server 1
* Clients switch to server 1

i
|
SR L Server 1
: : failure
. 1 O D)
L . .
| |
Server 2 Server 2 : :
failure I I Repeat
| f failureof [
A) B) : server 2

|
Server 2: !
» Save date/time of server 1 failure

* Failure message

* @RM_MASTER =1

* @RM_MASTER_NAME = Server 2

« Clients switch to server 2

Server 2:
* Save date/time of server 1 return

* Return message

» Synchronization of servers 2 and 1 begins
* Clients switch to preferred server 1

Time A) Server 2 is disabled (failure)
1. Server 1 stores the time of failure (date and time) of server 2.
2. Server 1 reports the failure of server 2 with a system alarm.

3. If server 1is the standby server, it assumes the role of the master by setting the
@RM_MASTER tag. The @RM_MASTER_NAME and @RedundantServerState
tags are changed accordingly.

4. The clients connected to server 2 switch to server 1.

Time B) Server 2 comes back online

The failure period means that there is a gap in the archives of server 2. This gap will be
filled by the following measures:

5. Server 1 stores the time of return (date and time) of server 2.
6. Server 1 reports the return of server 2 with a system alarm.

7. A redundancy synchronization is performed for alarms, process data, and user
archives from server 1 to server 2.

8. The @RM_MASTER tags on both servers remain unchanged, i.e., the
@RM_MASTER tag on server 1 remains set and the @RM_MASTER tag on server
2 remains reset.

The @RM_MASTER_NAME and @RedundantServerState tags also remain
unchanged.

9. Clients configured with server 2 as the preferred server switch back to server 2.
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Compared to online synchronization, archive synchronization after a server failure takes
much longer, depending on the number of records that need to be synchronized and the
computer/network utilization.

When there are alternating failures between the two servers (for example, the failure of
server 1 in the figure above, at times C and D), they are synchronized sequentially. After
synchronization, all data will be available in both archives.

&=  All these processes run automatically in the background, independent of the process
tag archiving and alarm archiving of the lower-level automation system that is
operating without error.

5.7.3 Use of redundancy tags — scenario 2 (lifebeat monitoring of the
application)

In this scenario, an error occurs in the software of server 2, but this software is
monitored on server 2. At the time the error occurs, server 2 is the master and server 1
is in standby mode. Several clients are connected to each server. If the lifebeat
monitoring of the application detects an error in the WinCC software, the following
processes are initiated:

Server 1:
» Save date/time of server 2 return
» Synchronization of servers 1 and 2
begins
i » Clients switch to preferred server 2

Server 1:

* @RM_MASTER =1
* @RM_MASTER_NAME = Server 1
* Clients switch to server 1
* Software error message

Server 1 : |
|
1 1
| |
| |
Server 2
Sarvar 2 Software
error
A)l B)

4| 1
Server 2: :

» Status check of application reports error
» Tag @RedundantServerState = 3 (failure)
* @RM_MASTER =0

Server 2:
» Tag @RedundantServerState = 2 (Stby)
* @RM_MASTER =0

)

A) Software error on server 2

1. The status check of the application reports the redundancy error. The status of
server 2 is set to "Error" in the @RedundantServerState tag. The @RM_Master
tag is set to "Standby".

2. The @RM_Master tag on server 1 is set to "Master". The @RM_MASTER_NAME
and @RedundantServerState tags are adapted accordingly.

The clients connected to server 2 switch to server 1.

4. A control system alarm warns the user that a software error occurred.
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B) Correction of the software error on server 2

5. The software error can be remedied by disabling the server project and restarting
the server. When the project is enabled again on server 2, the archives are
automatically synchronized.

6. The @RedundantServerState tag on server 2 is set to "Standby". Server 1 remains
in "Master" mode.

Server 1 stores the time of return (date and time) of server 2.

8. Redundancy synchronization is performed for the user archive from server 1 to
server 2.

L!!] For more details about failure, switchover and restarting redundant OS servers see
[511] PCS 7 V9.0 High Availability Process Control Systems - Function Manual -
05_2017

@&  If the status check of the application detects a software error that results in a client
switchover and a control system alarm, the affected server must be disabled and the
computer must be restarted. Only then can the clients be reconnected to the server.
The archive synchronization is performed only back to the point in time at which the
software error was detected by the server.
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5.8 Status of client/server connections in OS Runtime of the
client

The connection status of the server can be displayed in OS Runtime of the client.

5.8.1 Standard display

Connected server

If your project includes redundant servers, you can see which of them is connected to
this client (to the left on the message line).

Display of server status

There is a square button at the top right in OS Runtime of a client. When you click this
button, a window appears showing your servers (including CAS). The server name is
displayed in green or red to indicate that there is a good or a bad connection to this

server.

|

@j |1r23rzu13 7:58:39 P
-

= Regitz
State of connected servers -
Connection OK I
—

Plantos 08508 “ oss08sTRY ;
u The servers are operating and are in state "OK"
E One or more servers are in state ,,faulty".
i flashing The state faulty is not acknowledged.

One or more servers are in state ,,faulty,, and redundancy is disturbed

flashing The state faulty is not acknowledged.

Qﬁ) One or more servers are in state redundancy adjusting.
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5.9 Exercise and checkpoint

Exercise: Configuring the server redundancy

Task
In this exercise, you configure the redundancy partner of the OS server. For this, you
use the PC of one of the clients or, if present, the PC of the referenced client. The task
is complete when all OS stations work together in Runtime and the redundancy case
has been successfully tested.

Checkpoint

How would you answer?

e What is the preferred starting sequence
of the redundant server pair and the
associated clients?

SIMATIC PCS 7 — The Server Redundancy
5-22 Course folder, V9.0.0, ST-PCS70SE



SIMATIC PCS 7 OS Engineering

Contents 6

6 Multi-user CONFIGUIALION .....oeviiiiiie e e e e e e e e 3
6.1 Learning ODJECHIVES ...t e e e e e e e e e e e nreees 3
6.2 LifeDEAt MONITOTING ...eiiteiiei ittt e et e e e e st e e e e sibr e e e e sbreeeeans 4
6.2.1 [ aTidoTo [UTo1 i o] o IR PP PRTR PP 4
6.2.2 The structure of the Lifebeat Monitoring EditOr ... 5
6.2.3 Configuration of the automMatioN SYSIEMS ........coiiuiiiiiiiie e 6
6.2.4 Configuring the Operator STAtIONS...........cueiii i seeeee s 7
6.2.5 Updating the Plant PICTUIE ........ooiiiiie et e st e e st e e s snbeeeeeans 9
6.2.6 Designing the plant configuration PICTUE ...........ocueiiiiiiiiie e s 10
6.2.7 Configuring 0N the OS ClIENT.......coiiii e e e rrrereee s 11
6.2.8 Lifebeat monitoring in the OS Server rUNtME ..........ovvee i 12
6.2.9 Lifebeat monitoring in the OS client rUNtIMEe..........coovviiiiiiie e 13
6.2.10  EXercise and ChECKPOINT.........coiiiiiiiiiiiie et e e e e e e e e s e e e e e e e e neeeeees 14
6.3 TiME SYNCRIONIZALION ....ccciiiiiieiiieii et e et e e st e e e e sbeeeeeaa 15
6.3.1 OVBIVIBW ...ttt ettt oottt e e e e 4o e bbbttt e e e e e e o e abbbe et e e e e e e e e aabbbeeeeaaeeesannnnbeneaaaaeas 15
6.3.2 Architecture for time MAaSIEI/SIAVE .........cooiiiiiii e 15
6.3.3 Time SYNChronization MOAES ..........uuiiiiiiiiii e e e 16
6.3.4 Configuring - OS SEIVEE @S MASLEN ......ccuviiiiiee e e e it e e e e e s s e e e e e e s e s e e e e e e e s e sanraareaaeeas 17
6.3.5 Configuration: AS as slave for SIMATIC MOAE .........oevviieiiiiiiiiie e 22
6.3.6 Configuration: AS fOr NTP MOE ........ooiiiiiiiiiee et eeaa e 26
6.3.7 Configuration: OS ClIENt @S SIAVE.........cocuuiiiiiiiii e 28
6.3.8 Configuration: OS engineering station with DCF77 as client .............cccccviveveei i, 29
6.3.9 Time synchronization with external time tranSMItters.........ccccov e 30
6.3.10 Exercise and CheCKPOINT.........coiuiiiiiiiiii ettt e e e 30
6.4 0 LTS = o 01T T IS3 (= 14 RS PERRR 31
6.4.1 L@ 1Y =T 1= 31
6.4.2 Configuration of the user admiNiStratioN .............ooouiiiiiiie e 33
6.4.3 ViISUANIZALION OF USEIS ... .ttt e e e e e e e e e e e e nbaeeees 35
6.4.4 EXercise and ChECKPOINT.........coii ittt e e e e e e e e e e e 36
6.5 Y112 I (@3 0T T W] o1 o o SRR 37
6.5.1 =0 [T =0 =T o1 £ PRSPPI 37
6.5.2 Windows settings for SIMATIC Logon (ES COMPULED).......cciveeiiiiiiiiiieeee e ceiiiieeee e e e 37
6.5.3 WinCC settings (all OS projects on the ES COMPULET) .....evvvveeiiiiiiiiieiee s ceeieeee e 40
6.5.4 5] 112N (@3 o T T o W 0] oo [V = L1 o] o TSP 41
6.5.5 Exercise and CheCKPOINT..........cooiiiiii e 44
6.6 WINCC QULOSTAIT ...oeeeeiieiiiiieie ettt e e e s e st e e e e e e s s aaa b e e e e eeessannsnteeeeeaeeesnnenneees 45
6.6.1 L@ 1Y =T 1= 45
6.6.2 Configuration on clients and Web servers (PCs without installed SIMATIC Net) ............... 46
6.6.3 Configuration on OS servers and engineering stations (PCs with installed SIMATIC Net). 47
6.7 RUNNING PCS 7 OS 8S @ SEIVICE.....uuutiiiiiieei ettt e e ettt e e e e et e e e e e e s s sanbeeeeeaaeeaaannns 49
6.8 Additional knowledge: Windows settings for automatic user 10gon............ccccceeveeeeeiicivnnen. 50
6.9 Exercise and CheCKPOINT..........coiiiiiii e neaee s 50
6.10 The central configuration of BULtON SEtS ..........eveeiiiiiiiiie e 51
6.10.1 Configuration of the BULION SETS........cciiiiiiiiiiiiiie e e 51

SIMATIC PCS 7 — Multi-user configuration
Course folder, V9.0.0, ST-PCS70SE 6-1



SIMATIC PCS 7 OS Engineering

6.10.2
6.10.3

6.11

6.11.1
6.11.2
6.11.3

6.12

6.12.1
6.12.2
6.12.3

Configuration of user-defined operator BUttONS ...........oovviiiiiicii e, 54
EXEercise and ChECKPOINT.........ciiiiii e e e e e e e e e e e s snn e e e e e e e e e annns 57
Expansion of the process tag BrOWSEN ........c..eiiiiiiii i 58
10T 0T 4o o PRSI 58
Expansion of Selection Of STAES .........ocviiiiiiiiii e 58
S (o1 PR PPRRRPR 61
CUSEOMET SPECITIC UNIES....eiiiiiiiiii it s e e 62
a1 g0 T0 (U111 o] o IR PP PPRRRPR 62
The file APLCUSIOMUNIES XML ...ciiiiiiiiiie ittt 63
EXBICISE ..ttt e ettt e e e e e e bbbt e e e e e e e e e a bbb e e et e e e e e e anberneeaaeeaaaane 63

SIMATIC PCS 7 — Multi-user configuration
Course folder, V9.0.0, ST-PCS70SE



SIMATIC PCS 7 OS Engineering

6 Multi-user configuration

6.1 Learning objectives

7/

The participant knows

e Start a PCS 7 OS as a service

The participant can

&

e Configure lifebeat monitoring for the AS,
server, and client

e Synchronize the time of a PCS 7 plant

e Set up the user administration based on
Simatic Logon

e Configuring the standard button sets

e Extend the process tag browser

e Automatically launch PCS 7 OS projects
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6.2 Lifebeat Monitoring

6.2.1 Introduction

In a process plant, it is important to know the function state of the components.
Therefore, the process control system PCS 7 offers status monitoring of the plant, or
"Lifebeat Monitoring”. With the help of this function, you can monitor the automation
systems and operator stations operated on the system and terminal bus.

An operator station is usually selected as lifebeat monitor. The station executes the
monitoring functions and also provides the configured plant picture.

Monitored _
OS client
component
] . I ! | ! Terminal bus
OS server
Lifebeat Monitored
Monitor ! component System bus

J

Monitored
component
Automation
station

&

L1

Lifebeat monitoring checks the connection to the components in a configurable cycle.
As soon as an automation system or operator station does not respond to a monitoring
request, the lifebeat monitor generates a process control message.

If you are using a Maintenance Station in a plant, configuration of lifebeat monitoring
with Lifebeat Monitoring is not approved.

Refer to [104] PCS 7 V9.0 Operator Station - Configuration manual - 03_2017, 14.1
for additional details on lifebeat monitoring
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6.2.2 The structure of the Lifebeat Monitoring Editor

The Lifebeat Monitoring Editor box is divided into the following areas:

! Lifebeat Monitoring - [0S08.mcp] [ ]
Device List:
Device Name Device Type Connection Close
LA ASD8 AS-dxx AS08
2 |AS03 AS-50¢ AS03 Updato
3 055 0S Server
4 josc 05{Client Clientl
5 [osc2 0SClient Client2 [ Add |
6 |0SC3 0S{Client Client3
Delete
System Configuration:
Print

A —

M Printer Setup
[ =1
- - Edit Picture:
Device: Pasitioning in the System Configuration | Monkoring Cycle Priarity: L]
" Automatic  User-defined 55 105 1 min
1. Device list The name of the Lifebeat object is derived from the device name. All of the

connections to the lifebeat objects that are to be monitored are entered in the
device list. You can change the number of device lines with the "Add" and
"Delete" functions. The device name may not exceed a length of 21 characters.

2. Buttons The buttons are used to insert, delete, print, etc. the devices in the device list.
You launch the "Graphics Designer" editor by clicking "Edit picture". You edit the
plant configuration picture in the Graphics Designer.

3. Plant configuration All configured connections are displayed within this area as a schematic plant
configuration. This plant configuration is created automatically when you click
"Update".

4. Monitoring cycle You use these option buttons to set the monitoring cycle of the connection. The
default setting is 10 seconds.

5. Positioning of the You use these option buttons to define whether lifebeat monitoring should

devices in the plant specify fixed positions and display forms for the lifebeat objects, or whether

configuration user-defined positions and display forms should be retained during updates.

6. Priority This text box allows you to specify a message priority for the process control

messages of the lifebeat monitoring. It can lie between "0" and "16".
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6.2.3 Configuration of the automation systems

The Lifebeat Monitoring Editor is available for configuring lifebeat monitoring. The
components are configured in the project of the operator station that was selected as

lifebeat monitor.

For AS monitoring, you can use Industrial Ethernet connections of the "SIMATIC S7

PROTOCOL SUITE".

£ WinCC Explorer - d:'plant08'team08]
| Fle Edit View Tools Help

| Il L, -

| K& |

-'!."":." Picture Tree Man B | ifebeat Monitoring - [0508.mcp]

| E Name of picture to
[ s be displayed

;‘| Device Lisk

'!i.} - - ... |Device Name |Device Type
", 05 Projec 1 |ASOB [AS-230¢

t4 Process Histori

10 Componenti Descriptive name

System Conhgusation:

B o ]

 Device positioning in the: spstem configurstion
& automatic " wser-defined

[Connection | Close ]
|4508Prog |
Update:

Tag Managemenit « Add row

= I SMaTIC 57

brotocol Suite ﬂ Pint ]
MPI
PROFIELS Preview
Industrig Ethernet :

Printes Setup
Slot PLC
TCRfIP | Easom |
PROFIBLS (11} ity 0
Industrial Ethernet (II)
=

1. Double-click the Lifebeat Monitoring Editor to open it.

2. Click on "Add" to add a line.

3. Double-click on the "Device Name" column and enter a description of the device
that you want to add, for example "AS08". This is the name that is displayed in

Runtime.

4. Inthe "Device Type" column, select the device type to be displayed from the pull-
down menu. You may need to click the field twice for the pull-down menu button to

appear.

5. Inthe "Connection" column, select the named connection by which the OS

communicates with the AS.
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6.2.4

Each operator station in Runtime has automatically started an OPC server. An OPC
connection is therefore used for monitoring operator stations. Monitoring via the OPC

Configuring the operator stations

connection is limited to operator stations.

1. Add an OPC channel driver in the "Tag Management".

m Tag Management - WinCC Configuration Studio

File Edit View Help
Tag Management « || i@ Tags [All] Find Pl «
= 1 Tag - Name Data type Al o
0] @ Int ﬂ, Add new driver » SIMATIC S7-1200, S7-1500 Channel Text tag 16-bit character set -§
a1 ' ) Text tag 16-bit character set i
i UIMATIC S5 Serial 3964R Text tag 16-bit character set o
SIMATIC S5 Programmers Port ASS11 | Text tag 16-bit character set *
SIMATIC S5 Profibus FDL Text tag 16-bit character set
" ] Export Signed 32-bit value
oTTe thernet Layer = >
il SIMATIC S5 Ethernet Layer 4 s
Il Tcepe Upsgne 32-bit value
“ PROFIBUS (I1) SIMATIC TI Serial Blnary Tag
I Industrial Ethernet (I1) SIMATIC TI Ethernet Layer 4 Lot 16-b!t character set
a0~ . i Text tag 16-bit character set
ennectians SMATIC RS TCER Text tag 16-bit character set
- Ao Text tag 16-bit character set
..... Allen Bradley - Ethernet IP 9 e
: - Text tag 16-bit character set
W 1 ﬁ e Mitsubishi Ethernet 9 z
al« | | 4
Ready | Modbus TCPIP gs I 100 % @ {} @ ,;

2. Create a new connection for the OPC channel driver with a descriptive name.

File Edit View Help

OPC

m Tag Management - WinCC Configuration Studio

_[ofx]|

¥ 05C08

( Connection name
I

Ready |

£

5| Export

Il System parameters

Tag Management « ||[Find £ ~|| Il Properties - Channel unit »
1 Industrial Ethernet || Name 4| B|Selection RNES
1 slot pLC B Object type Channel unit
I Tcpjp 2 Object name OPC Groups (OPCHN Unit #1)
1 PROFIBUS (I1) 3] Bl |General ‘
I Industrial Ethernet (I1) 4 Name OPC Groups (OPCHN Unit #1)
5 | Number 1 14
= 1 Named Connections ) D 29
6
¥% AS0BProg E3 B |Assignment
i softpLC il Communication driver|OPC
= 4 orc o) — |3 |Properties
= 11 OPC Groups (OPCHN Unit # - Byte Access v
New Connection DA A = bt

tates)
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3. Click the "Connection Parameters" menu command to open the "OPC connection”
dialog.

Enter the name "OPCServer.WinCC" in the "OPC Server Name" box.

In the "Start the server on this computer" field, enter the name of the computer that
you want to access.

uﬂ Tag Management - WinCC Configuration Studio | _[O] x]
Eile Edit View Help

Tag Management « ind # =||| ¥* Properties - Connection #
1l SlatpLC Al Iname ZI B/ Selection :'
Il 1ceie | 1 1 -
Il PROFIBUS (11) | 2| WinCC OPC
Il Industrial Ethernet (I1) 3 OPC connectio N
= 1l hamed Connections 4
¥ ASOBProg |5 | Server forc DA |
6
Il softpLc 2 OPC Server Name
= I opC ] OPCS e
5 8 erver. WinCC
=1 OPC Groups (OPCHN Unit #1 | —— = Test
19 Start the server on this computer: =
B o Server

N
(- Structure tag ® | New Group ( IOSCDS )

[of 13 copy

f_AfaEbility test |

4 a i3 Name of the
Delete actual computer " Device ‘
Ready nglish (Unif
_—— Rename —_— _ _ .
Specify here which OPC server and computer you wish to
] Export ACCess.

.' * Connection Parameters ‘ ITI Cancel | Help

4. Add the OS devices in the Lifebeat Monitoring Editor in the same way you added
the AS devices, except how use the OPC connections you just created in the
"Connection" column.

M | ifebeat Monitoring - [0508.mcp]

Device List:
iDevice Name Device Type Connection Cloge |
—Sah =t AL
2 |oscos 05/Client 0SC08
3 |OSCDER 0SC08Ref
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6.2.5 Updating the plant picture

Once all devices to be monitored are added to the device list, you can create the picture
for representation of the plant configuration. The picture @Config.pdl is created in the
process and graphic objects are added according to the device list and interconnected

with the devices.
Proceed as follows to update the plant picture:

1. Inthe "Device positioning in the system configuration" field, select the "automatic" or
"user-defined" option at the bottom left. If "user-defined" is selected, any manual
positioning you have made is retained.

2. Inthe "Monitoring Cycle" field at the bottom right, select the desired time interval in
which the picture is to be updated.

3. Click the "Update" button to start the automatic configuration of the lifebeat
monitoring picture and the tags.

M |ifebeat Monitoring - [0508.mcp]

Device List:

... |Device Name Device Type Connection ! Cloge |
1 |AS08 AS-Axcx ASDS
2 |0SCo8 0SJClient OSCI]B |

+3 |OSCOBR 0 ; R =

Graphics for AS
and 0S8 The Lifebeat objects in picture @CONFIG.POL will be positioned
l L automatically.

The position of the Lifebeat objects will be lost.

Syztem Configuration: Do you want to continue?

==
S -

Plart picture @COMNFIG.FDL is being created.
Frinter Setup |
- Edit Screen |

ttioning in the system configuration——————————— "Monitoling Cucle Priority: ID

r~ Device

@automatic " user-defined 10 1 rmin

@& You have to open and update the "Lifebeat Monitoring" editor on all monitored
servers in order to create the internal "@LBMRTConfigState" tag.
Otherwise, the non-updated server in the "@Config.PDL" picture of the OS client will
be shown with the "Disturbed" state in Runtime. The diagnostic window of the
GlobalScript shows a non-existent tag.
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6.2.6 Designing the plant configuration picture

As mentioned above, you can design the plant configuration picture for specific projects.
The following options are available for this purpose:

e Specifying custom positions of the lifebeat objects

¢ Inserting graphic objects into the plant configuration picture

e Specifying custom display sizes of the lifebeat objects

e Specifying custom display forms of the lifebeat objects

@& Itis important that you have selected the "user-defined" setting in the "Device
positioning in the system configuration" selection box. If you have not, the properties
of the graphic objects and their positions are reset to the default setting.

Display size of the lifebeat objects

The function for inserting the lifebeat objects works just like the function for inserting
block icons. It will also give you the option to configure different versions of a device

type.

Several display sizes for each lifebeat object are saved in the template picture
@@ConfigTypicals.pdl. As default setting, Lifebeat Monitoring uses the lifebeat object
with the object property type" = "<device type>/1 when updating the plant
configuration picture.

To change the display size, replace version /1 in the Type attribute of the lifebeat object
with the desired size. Then refresh the plant configuration picture.

User-defined lifebeat objects

As with inserting the block icons, you can use multiple template pictures in the lifebeat
objects. If the supplied display forms for lifebeat objects available in the template picture
"@@ConfigTypicals.pdl" are insufficient, you will need to create your own template
picture.

e To do this, create a template picture with the name construct @ConfigTypicals...pdl.

e Create a copy of the existing display forms for the device type for which you wish to
generate a new display form.

e Enter a new identifier (version) for the "type" object property of the new object.

¢ Now you can change the display form in the new object.

Now change the identifier of an existing object of the same type in the @Config.pdl
picture and update the plant picture.

The user-defined lifebeat object was added.
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6.2.7 Configuring on the OS client

Once the OS server has been configured as lifebeat monitor, you must generate and
update the plant pictures of the OS client. Because the OS client does not have a direct
connection to the process, the device states must be accessed via the server data.
Therefore, it is important that you have assigned the server data packets of the servers
to the OS client before configuring lifebeat monitoring on the OS client.

The device list of the OS client is therefore already filled when you open it. The humber
of lines in the device list corresponds to the number of loaded server packets.

The OS client can access the OS servers with the help of the server data packets and
therefore also has access to its lifebeat monitoring picture.

Proceed as follows when configuring the OS client:

1. Open the Lifebeat Monitoring Editor in the client project on the ES. Each server
whose server data packet has been assigned to this client is listed automatically.

2. Click the "Update" button to start the automatic generation of pictures and tags.

M |ifebeat Monitoring - [0SC.mcp] HE
Device List:
... |Device Name Device Type Connection Close |
*1 Plant08 05-5tatus

=

[relete |
8\
System Configuration: / \_,///
> / Print _|
Preview |

1~ Device pazitioning in the spstem configuration- 1 i~ Monitoring Cycle- 1 Priority: ||j
& automatic " user-defined C 5g @ 10s 1 min

The plant configuration picture can also be adapted for specific projects on an OS client.
Make sure that the positioning of the devices is set to "user-defined".

& If the Lifebeat Monitoring Editor can no longer be opened, check if the temporary file .
"Lbmcs.tmp" exists in your WinCC project directory. If yes, delete this file. Start the
lifebeat monitor.
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6.2.8 Lifebeat monitoring in the OS server runtime

Once you have downloaded the OS servers and started their runtime, you can open the
plant configuration picture.

@ | & s
Material Tanks E v I SignalBox ! SIEMENS

Reactors Y @
Buffer Tanks E L] @ =]

05CO8R

Disturbed

B Lestavisnes

stabishea Open the "Plant
configuration" picture

P =
2] b (o) ||| 2] #)|® e | |2 5o )0 i | <

The devices can take on 2 different states in the OS server:
e Disturbed: A monitored device has failed.
e Established: The connection to the device is established.

In addition to the changed display of the monitored components, a process control
message is generated automatically when a component fails.

We have to consider two different cases for automation systems.

o Lifebeat monitoring reads the current operating status of the AS and generates a
process control message when a status change occurs, for example from "Run" to
"Stop".

¢ The lifebeat monitoring sends monitoring requests to the AS. If, for example, the

power supply or the device fails or the connection is interrupted, the AS can no
longer respond to the monitoring requests and a process control message is

generated.
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6.2.9 Lifebeat monitoring in the OS client runtime

Once you have downloaded the OS clients and started their runtime, you can open the
plant configuration picture. The picture initially shows the configuration of the servers
with packages that have been loaded.

When you click on a server icon in the plant configuration, its plant configuration is
displayed. This is not possible, of course, if the server itself has failed. In the "Disturbed"
state, the disturbed lifebeat objects can be displayed.

& |
B = s Material Tanks |
Material Tanks ™[ 4 SignaiBox . Reactors
Reactors M E L
—— E - 2 i Buffer Tanks |
ossoe O5CHE OSCO8R

Plant configuration

!JL—E m— of the server :] [;‘l i I-ﬂ'-

pr AL 1 T

Display the assigned
i

| DR D | sl || ||| @ | ol
Established
SISREIEENE
0SS08 0SS07 0SS06
Established Disturbed Failed

The servers in the plant configuration are represented as follows on a client:
e Established - The connection to the server has been established.
e Disturbed - A device monitored by the server has failed.

e Failed - The server itself has failed.
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6.2.10 Exercise and checkpoint
Exercise: Configure lifebeat monitoring for all stations

Task

In this exercise, you configure lifebeat monitoring for the AS and the OS clients.

Checkpoint

How would you answer?

¢ Why is the OPC channel used for
monitoring the OS stations?
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6.3 Time synchronization

6.3.1 Overview

Time synchronization means that a system component (the time master) provides the
exact time of day for all other components (the time slaves). The date and time
information can be distributed by the time master or it can be requested by the time
slaves. All components within the system must evaluate this date and time information
for tasks that span the system.

As soon as an OS server that has been designated to be the time master is configured,
it checks to see if another time master is active. In other words, it waits for a predefined
time period for the arrival of a time frame. If no time frame arrives, it sends a time frame
to the system bus. This server then takes over the role of the active time master.

If this server fails at some point, an OS server with the appropriate configuration
takes over the role of the time master.

An OS server that has an external time signal reception service (DCF77/GPS) forces
the role of the time master.

If this involves a redundant server pair, either of the two servers can be the active
time master.

You can also perform time synchronization on a redundant system bus.
The automation systems must be configured to operate as time slaves.

All OS servers can be configured to operate as time masters.

6.3.2 Architecture for time master/slave

Time master

OS servers and SICLOCK are configured as "time masters". A "time master" can
operate in an "active time master" mode or "passive time master" mode. The active time
master sends time frames to the time slaves and the passive time masters every ten
seconds.

A passive "time master" checks every 40 seconds for the presence of an active "time
master". If the time frame of the active time master is not detected after two consecutive
checks, then a "passive time master" assumes the role of "active time master".

Time slave

OS clients and automation systems are configured as time slaves. The time slaves
receive the time frames and then set their internal clocks.
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Typical example for time master/slave

0s Web

= = I

Terminal bus
ES/ = =
= client m ‘* ] H"W-‘f -[m *9
MM _ - Passive Passive

: Time slave : Time slave | Time master Time master

i D |

' Time slave

Plant bus

[s]
o |. o

6.3.3 Time synchronization modes

SIMATIC mode (MMS = Manufacturing Message Specification)

As soon as the CP receives MMS time frames, its local clock is synchronized, provided
NTP mode was not configured.

@& The advantage of this mode lies in its accuracy, which is generally superior to the
accuracy that can be achieved with NTP mode.

NTP mode (Network Time Protocol)

With NTP mode, the CP sends time requests (in client mode) at regular intervals to NTP
servers on the subnet (LAN). Based on the replies of the servers, the most reliable and
most accurate time is calculated and the time of day on the station is synchronized.

@& The advantage of this mode is that it enables time synchronization across subnets.
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6.3.4 Configuring - OS server as master

Unless there are other instructions, the following steps must be performed for the
project on the ES.

Check for the presence of the CCTMTimesync.exe application

Make sure that the CCTMTimesync.exe application is listed in the "Startup” tab of the
"Computer properties" dialog in WinCC.

e To simplify troubleshooting, select "Edit" for this application and enter "-v" in the
command line ("verbose" setting). Another dialog box opens that displays the "Time
Sync" frames.

Computer properkties

EiG o Scnpt Buntime
[w] &larmn Logging Runtine
[w] T.ag Logging Runtime
[ |Report Runtime
-

"Time Sync"
application

it ASSEQPROT _
Edit... |

Additional Tasks/Applications:

o Add

CCTMTimesync. exe

Serverexe
CCPerfmon. exe FizmeE |
CCCSigRT Serverexe "oy "
CCTTRTServer exe Add "-V"to hav_'e Time
O5LTMHandlei< axe Sync” frames displayed
SFCRT.EXE
STICBASX EXE T

Os5tateMachinei. exe
As05HearBeat< exe

IMServers. exe j Edit... |

Sequence of "WinCC tagks that are started when the WinCC project iz activated.

Ok I Cancel | Help |

@& The "Time Sync" frames contain information, for example, about the time updates of
the active time master (every 10 seconds) and the requests of non-active time
masters (every 40 seconds).

Check the default settings in the "Parameters” tab
e PLC clock setting = The PLC is set to Universal Time Coordinated (UTC)
e Time basis for time display in runtime = Local time zone

e Central time and date formatting = Configure individual components

@& UTC stands for Universal Time Coordinated.

UTC is not dependent on time zones and is used internationally. This time
corresponds to the Greenwich Mean Time (Central European Time minus one hour).
In UTC, there is no daylight saving time.

Internally, WinCC works with the Coordinated Universal Time as a time base and
converts to the selected time zone for the displayed time.
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Computer properties
Detau Language at Runtine: [Engish [United States) =]
‘ [ Check default settings ]
Drizable Eeys:
I Disablle shortcut keys for opesating system access
I Time base fi fime display i runtime: [Local tine zone =l
PLC clock satting:
& UTC)(c uri ing)
—=
" Local winter time (al yaar)
Ceentral time ard date fomating
% Corfiguse indrvidual 5
IS0EE0 -Force fomat for s components
Ok Cancel Help

Checking settings for time synchronization in the CP1623

The "Time of day" and "Slave (time receiver)" properties must be set as shown below
for all CP 1623 cards of the OS server and the standby server.

FLY HW Config - [05508 (Configuration) - 0SProjos]

@) Station Edit Insert PLC View Options Window Help & x|

D@8 &5 | » e dda

Properties - CP 1623

' Generl I Assignme ll @gnostics I

i1 CP 1623

2 WinCC Appl. J

3

; * Slave ftime receiver)

6

7 —Send Keepalives for Connections

i [ | Activate (20 seconds]

5 xl

— Settings for TCF protocol
NDIS |P address I

KN —
Press F1 to get Help.

ree | o

@& This ensures that the CP1623 cards that are currently functioning as slaves can
receive time signals from the active master.
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Configuring the Time Synchronization Editor in WinCC Explorer

0 Time Synchronization - [0S08.mcp] E3
e =]
[ Use time reception service
™ Deactivate time synchronization Cancel

1~ Synchronization via Terminal Bus (Slave) —

C Usatt

Time sync
CP1623

Symbolic
¥ Synchronization via System Ex
Access point 1

| <cp1623(150) (1)>

Cm
<Nore> -
l XS
@hphysyﬂboknumofﬂteaccesspoﬂs
~ Process Control Messages ~ - Project Documentation
V' Send once Print I
o I—_: Preview
: o= |

e Select the "Synchronization via System Bus (Master, Slave)" option.
e Select the check box "Display symbolic name of the access points".

e Select "<CP1623(1)>" as "Access point 1". In the event that the OS server contains
two CP1623 cards, you can select "Access point 2" for the second card. This causes
the time frame to be sent to the CPUs of the system bus.

@& Ifageneric IE card (generic Ethernet) is available, it can also be used as an access
point that assumes the role of master. This requires ISO mode to be used.
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TimeSyncState tags

e Time Synchronization - [0S08.mcp] | 7] %]
Faes [E=]
I Use time reception setvice
™ Deactivate time synchronization Cancel I
™ Synchronization via Terminal Bus (Slave)
€ Use the time from & connected WirfcC server
s e Fr
[ [
u“ Tag Management - WinCC Configuration Studio A= E3 J
File Edit View Help o 5
Tag Management  « Pl «|
= P inemaltags 2 [l ]| e Bpdnmtnse Sisan Bl Ot S
& Diagnostics |t s J Access point 1
’ ° | I & master
& Group Signals 3w | <cp16230150) (1)> Ral
% Hon /’ e e Ay
& e e e
® script 180/ - aracter set l\ Access pont 2 i
] = C \Macter
@ Spit Screen Mar v | 181 7 mber 64-bRt [EEE 7% " [<Sione> =1 ke
ul [ _QFloating-point number 64-bit IEEE 7% | P —————— e
¢ Status of the server '_QUE|Floating-point number 64-bit IEEE 75 _ =
| o " v e T— R T— v Display symbolic name of the access points
M NE WD on port 2 ] 3 57l
Ready English (United States) = Selection: 1Tags | Table:3374Tags  100% (- L) (+) .| [Process Control Messages —  ~Project Documentation —
W Send once Print
er lﬁ Preview
Setup

After you have configured and activated the time synchronization of the OS servers, two
tags are created in the SSM directory of the internal tag management. The
@TimeSyncDevicelState and @TimeSyncDevice2State tags signal the status of the
server on the access point 1 and access point 2 interfaces. Possible states are: Active
Master, Passive Master, and Slave.
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Communication settings

To check if these settings have been applied, select the following path on the OS
server:

"START > Siemens Automation > SIMATIC > SIMATIC NET >
Communication Settings".

¢ Under "Time of day", make sure that "Time-of-day adjustment" is activated.

e The "Received time" will only be synchronized when a time master is active and this
card is not the time master.

@ Siemens Communication Setfings

File Language Help
P L SIMATIC NET configuration
¥ @ Modules
v m cpi623
IV General
[V Address
Y TCP parameters

g e o o)

1 comLs7

[>]

The properties of this module cannot be edited here because the module is in
“Configured mode”. To be able to edit the properties of the module, you will need to
change the mode of the module to "PG mode” in the "General” tab.

Description: | The CP can receive time-of-day frames and use them to
synchronize an internal clock.

Version
ST test
SR test

Operating data

Time-of-day adjustment: .ac‘. vated \) |v|

CP1623.150.1
CP1623.RFC1006.1

<] I}

Cancel

(<]

b

b

b

L

¥ Firmware trace
=]
=]

Access point of the OS server

When you have selected a symbolic name as access point in the Time Synchronization
Editor, you must assign a real interface to this name on the OS server. This assignment
takes place in the communication settings of the OS server.

© Siemens Communication Settings

File Language Help
» [ SIMATIC NET configur. 54
» _m Modules v =y
b (=) Trace seftings v
Agces{nnm Interface nacameter assignment
- o |olhmeis
¥ Set memory card parar @ >
M LopPDCP Y REARR R e access pont
Access point;
M8 PNIO Adapter e |2 Y ¢ Ao stotd
=i systeminformaton @ 3] cPf |<CP1623(50) (1>
> cpg Beetlst. Associated interface parameter assignment:
2) SUPSONLINE [ Intel(R) 82577LM Gigabit Network Connection.ISO. 1 v
>| FWL_LOAD !
3] MPI Module.
S GTONNE PG mematicea | INIHR) 82577LM Gigabit Network Connection
If you change an access point of 3 PROFIBUS module to another interface
<] il J > parameter assignment of the same module, all other access points that

e DOINt tO the old interface parameter assignment will be remapped to the
new interface parameter assignment.

Take great care with the spelling when naming the access point. The must be identical
to the name selected in the Time Synchronization Editor.
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6.3.5 Configuration: AS as slave for SIMATIC mode

The CPU and the CP modules must be configured so that they work together with the
time synchronization.

CPU

The CPU module must be configured in HW Config under "Properties”. Normally, the
AS is NOT configured as the master in PCS 7.

Properties - CPU 414-3 PN/DP - (R0/S3) [x]
General I Startup I Synchronous Cycle Interupts I Cycle/Clock Memory | Retertive Mernoryl Memory'l
Intemupts I Time-of-Day Intemupts I Cyclic Intermupts | Diagnostics/Clock | Protection I Web
— System Diagnostics
I™ | Extended functions
¥ Report cause of STOP
™ Acknowledgment triggered reporting of SFB33-35
MNumber of messages in the diagnostics buffer: IBDDD
Clock
Synchronization Time Interval
In the PLC: IH-:-na j
[ the MEI: I“':'”a vl
e the FT: IH-:-na j
Comection factor:
Cocd | teo |

¢ In the "Diagnostics/Clock" tab, the "As slave" option is set for the Synchronization
Type in the PLC. This allows the CPU to accept a time frame from the time master on
the system bus.
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CP443-1 (Ethernet)
The Ethernet CP module must be configured in HW Configuration under "Properties”.

e Select the "SIMATIC Mode - Forward time of day" option in the "Time-of-Day
Synchronization" tab.

¢ Do not select "Use corrected time". Click on "OK".

Properties - CP 443-1 - (R0/55) [ =)

IP Access Protection I IP Configuration I Diagnostics
General I Addrezzes I Options I Time-of-Day Synchronization
 SIMATIC Mode

¥ Forward time of day

[ Use comected time

& Automatic " From station to LAN " From LAN to station
~NTP Mode
™ Activate NTP time-of-day sprchranization

™ Tiirne-af-day sprichrarization o the full minute

I~ Sceept time of dap from hon-synchronized MR senvers
¥ | Fanard|time of day ta station

HTF zemwer addiesses (P addresses];

Add...

Edit.. |
Delete |

I::GMT +01:00) Bedin, Bem, Brussels, Rome, Stockholm, Vienna j

Tirne 2one;

Update intenval [seconds]: 60
[Flange of walues 10- BE400]

Greel | __teb |
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CP443-5 (Profibus)

The Profibus time can also be synchronized when configuring the Profibus CP as the
DP master and time synchronization slave. This must be configured in HW

Configuration.
Properties - CP 443-5 Ext - (R0/S6) =
' Generl I Addresses . Options I Diagnostics I

 No DP

< & DP master )
elaptime [mz];

Properties - CP 443-5 Ext - (R0D/56)

Sa— I
Pass on time-of day frames:

o+ Off + From station to LAN " From LAN to station

General I Addresses I Operating Mod

Time-of-Day Synchronization

Field Device Paramet

I Activate datarec| Pass on time-of-day frames
from this module to the J

Profibus LAN

rca_| i

e Open the "Properties" of the CP 443-5.

e Make sure that the "DP master" option is selected and "DPV1" is set for the DP mode
in the "Operating Mode" tab.

¢ In the "Options" tab, select the "From station to LAN" option and the "Activate data
record gateway" check box.
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Checking the time synchronization

Once you have downloaded and run the CPU, verify that the synchronization was
successful.
e Open the HW Configuration for the AS on the ES and go online.

¢ Right-click on the CPU to open the shortcut menu, and select "Set Time of Day".

e Set the "Time difference compared to time on the module" to reflect the time
difference between your local time and UTC.

e Select the "Take from PG/PC as UTC" check box and click "Apply".

3 Teamo08 (Component view) - E:\Plant08\Team08\Team08
E@ Team08 ] | Object name I Symbolic hame I Tvpe Path: |ASProiDS\ASDS\EPU 105H
=B ASFroida [Ex1 4508 ST P
E-El A508 B Conmections Comn Onine: (™ OrderMo:  BEST 841-0CC05-0vAS
_ =y p— Name:  CPU 410-5H
Copy Chrl 4+ B i ——
Paste el == fme o e
= L -~ ‘ PGP time: |02/02/2018 [13:34:51 PM ‘
- w4l P44
(7] Shared Declar:  Insert Mew Object » )
= 8 03Ps copvranmron.. | Mk [ema [aase
- MDLib02
e Access Protection 3 CPU Messages. .. ' Take from PG/PC
Run-Time Properties... Display Force Values Less << |
Monitor Modify Variables —
Rename F2 MModify
Object Properties... Alt+Return Hardware Diagnostics (Ll i 02/02/2018 [13:34:51PM
Spedial Object Properties 3 Module Information. .. Ct : )
Operatingoce... x| L dercscompacdo E
Clear/Reset...
W ¥ Indicate as daylight saving time
Compare .
Curent status of the module:
Modulelocal time difference: +1h
Time iz daylight-zaving time
Apply | i Cloze I Help

@& The module time changes to the local time and returns after a few seconds to the
synchronized UTC time.
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6.3.6 Configuration: AS for NTP mode

Requirements

e CPU with integrated Ethernet interface

e These CPUs may only be used in PCS 7 configurations with a system bus and

terminal bus.

CPU Properties, Diagnostics/Clock tab

Properties - CPU 414-3 PN/DP - (R0/S3)
" General I Startup I Synchronous Cycle Intemupts | Cycle/Clogk Mamany | Betentive Mernoryl Memory
Intemupts I Time-of-Day Intemupts I Cyclic Interrupts Protection I Web

— System Diagnostics
[~ Estended functions
¥ Report cause of STOP
™ Acknowledgment-triggered reporting of SFBE33-35
Mumber of messages in the diagnostics buffer: ISDDD
rClock
Synchronization Synchronization Type Time Interval
In the PLC: QAS master ) j QD seconds_) j
e bhie KAR: I None j II'-lone j
O the MFL: I None =l II'-lone =]
Comection factor: ID ms
Crcel | __teb |

The CPU with integrated Ethernet interface can only be synchronized using NTP mode.
The automation system is configured as the time master for time synchronization.

SIMATIC PCS 7 — Multi-user configuration
Course folder, V9.0.0, ST-PCS70SE



SIMATIC PCS 7 OS Engineering

Time-of-Day Synchronization tab for integrated Ethernet

Properties - PN-10-X8 (R0,/53.8)

General ] Addresses | PROFINET | Synchronization
Media Redundancy Time-of-D.ap Synchronization Options
— SIMATIC Mode
Type of synchronization: Time intervak:
[None 3 =
“NTP Mode

nable time-of-day synchronization in NTP mode

I™ | Time-of-day synchronization to the full minute

NTP server addresses:

Add... |
Edit.. |
Address of the timer

Delete I
Time zone: I[GMT +01:00) Bedn, Bern, Brussels, Rome, Stockhalm, Vierna ﬂ
Update Interval [Seconds]: Im—
[Wahue range 10-86400]

Concel | e |

If Ethernet is integrated in the CPU (PN), the "Time-of-Day Synchronization" tab

appears in the Ethernet object properties of the CPU.

e Select the "Enable time-of-day synchronization in NTP mode" option in the "NTP
Mode" group in the "Time-of-Day Synchronization" tab of the PN-IO.

e Enter the IP address of the central plant clock (SICLOCK TC 400 or SICLOCK TM)

as the NTP server address.
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6.3.7 Configuration: OS client as slave

Startup list of the client

Check whether the CCTMTimesync.exe application was added to the "Startup list" of
the computer.

"Startup" tab on client - "Time Sync" application

8 Time Synchronization - [0SC.mep]

-~ General Settings 1
™ Use time recesve utiity
[™ Deactivate tme synchronization Cancel

1% [nchvonzaon v Tomina s Save
& Uza the time from & connectad WinCC sever
8 the tirmes [rom a specific computer

" Let time be ot by external (31 - paity) components

I~ Synchies

- Proces: conbroling meszages 1 Project documentation
[¥ Send once P |
=l

In contrast to the configuration for an OS server, all time synchronization settings on the
ES are made in WIinCC in the client project and then downloaded to the client.

e Open the client project of the ES.
e Open "Time Synchronization".

e Select the "Synchronization via Terminal Bus (Slave)" option and select "Use the time
from a connected WinCC server" check box.

&> This option uses the server data packets that were downloaded to the project in order
to locate the available OS servers.
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6.3.8

Configuration: OS engineering station with DCF77 as client

The WiInCC time synchronization is only active in Runtime mode. Since the ES almost
never switches to Runtime mode, the time on the ES is not synchronized to the control
system by default. We recommend that you use the DCF77 client tool on the ES for

permanent synchronization of the time.

ES time synchronization with DCF77

The DCF77 client tool is located on the PCS 7 installation DVD under:
"Additional Products\DCF77Client".

To install the DCF77 client, run "setup.exe" on the ES computer.

Continue the installation by following the instructions on the screen.

The service must be started with the account of a real user not as "Local System".
Do not perform a restart when the installation is finished.

Double-click the DCF77 tool in Control Panel to open it.

Select the PCS 7 OS server (master) for "Port".

Clear the "Verify time zone MEZ/MESZ" option.

Click "OK" to save the changes, and then restart the computer.

Source I-.'-.-"lruHr =MT MetRemoteT 0D d
= Pot [wPCos | Cancel
Signal | = Info
Timebase Name oftime | =1 . .o .. |
: server
= ¥ Verly time zo Change Setings

[~ Inhibit syncheonization
¥ Use Diift Compensation

First update after |3 Minutes 3
Interval |'| Minutes
M aximum deviation 700 Milkzeconds
— Fwentinn
&8 Computer Management | _ (O] %]
File Action ‘iew Help
es Hn|Dcs s e un Real user, NOT
—r = =
= .\__,Florage ;l Mafne | Deseriphion | Stakiis | Startup Type Local System
_ =¥ DiskManagement Computer Browser Maintains a.., Started Manual
= Fiy Services and Applications P Manual

Credential Manager

E Provides
[+ W) Internet Infarmation S i
7, Services

G WMI Control

& Message Queuing

.
77

#

Miaclbon Windna Man

des fo...

Started
Started
. Started

Starkad

Automatic
Autonnatic
Automatic

Ak sbic

Local System

1o al Sueckamn

»

\ Extended ), Standsrd /

You can use Windows aids to check whether the DCF77 service is running:

Computer Management > Applications and Services > Services

The DCF77 service must have the "Started" status.
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6.3.9 Time synchronization with external time transmitters

The following time transmitters are used in the PCS 7 environment for synchronization
with an external time transmitter:

e DCF77RS
e GPSDEC
e SICLOCK (DCF77RS or GPSDEC)

& DCF77RS or GPSDEC time transmitters can be connected to the communication
interface of an OS server. We recommend SICLOCK with an external time transmitter
(DCF77RS or GPSDEC) for the most precise time synchronization.

6.3.10 Exercise and checkpoint

Exercise: Synchronize all stations to the time of the master

Task
In this exercise, you configure the time synchronization of your system components.
The master server is used as the time master, and the redundancy partner is configured
as a cooperative time master. Regardless of the CPU used, the AS is synchronized by
means of the CP 443-1 in SIMATIC mode.

Checkpoint

How would you answer?

* How does the switch from standard time
to daylight saving time affect time
synchronization?

SIMATIC PCS 7 — Multi-user configuration
6-30 Course folder, V9.0.0, ST-PCS70SE



SIMATIC PCS 7 OS Engineering

6.4.1

User administration

Overview

The "User Administrator” is used to configure and manage operator authorizations.
Process mode, archive operations, and WinCC system operation can be protected
against unauthorized access. You can, for example, restrict changes to setpoints,
recipes, picture selection, etc., to specific users and OS areas.

maximum 999 different
authorizations

maximum 128 user
groups

maximum 128 individual
users

maximum 256 areas

A logon name has

at least 4 characters.

A password has

at least 6 characters.

Optional smart card for
access control instead of
a password system.

The user administration must be configured for each client OS and server OS.
To simplify configuration, the user administration offers an export function.

Double-click "User Administrator” in WinCC Explorer to open user administration.
The WinCC Configuration Studio opens.

OS areas
User Administrator - WinCC Configuration Studio
File Edit View Help
User Administrat... « | &= Authorizations [ Diehl ] i P il «
=1 §¢ User Administrator | |ID_ Function |Enable lRea‘ctorstaterial Tanks |Buffer Tanks |SignalBox o
% ## Administrator-Group || 1 [1_JUser administration 8
® ## Operators | 2 |2 Authorization for area @ 5
## Programmers 3 |3  System change ™ §
= ##ff Maintenance it Monitoring “
i | 5 |5  Process controlling ¥
| 6 |6 Higher process controlling  [V]
7|7 Report system ¥
SSSEgEpS 8 |1002 Web Access - monitoringo [}
and users " - =
| 9 |1100 Highest process controlling
| 10 |1101 Advanced operation 1 [ [
— 11 |1102 Advanced operation 2 [ B &
4 11 2F & 1 v | — —r ‘ f
!” > !!,Ll ﬁ n !UJ 4 4 » ¥ Autbizations _’._I‘ 457
Ready Operator United States) = Table: 11 Authorizations 100% (— } (+)
authorizations
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The authorization levels relate to functions in Runtime and have the following meanings:

Level Designation Meaning
1 User management Open the user authorization
Display plant configuration, select picture, select picture/process tag by name,
2 Approval for area storefretrieve screen arrangement
3 System changeover Deactivating runtime
4 Monitor Language switchover, SFC selection box
Acknowledge, adjust tolerance limits, process operations (e.g., adjust setpoints),
5 Operator inputs operating mode switching,
SFC: Switch on, switch off, stop, acknowledge
Lock/unlock messages, adjust controller parameters and alarm limits (e.g., KP,
6 Higher order operator inputs TN, TV, FP),
SFC: Command output ON/OFF, Auto/Manual, assemble new trends online.
7 Repaort system Repart system operator control
i . APL only, activation of the block simulation, release of the process tag for
1100 Highest order operator inputs maintenance purposes
1101, Extended operator . . -
102 input 1 and 2 APL anly, free project-specific operator permission
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6.4.2 Configuration of the user administration

Creating a group

You create a new user group with a right-click on "User Administrator" and selecting the
"New group" function. Enter the name of the new group.

You specify the authorizations of the group in the "Authorizations" tab. You can pass on
this authorization to members of the group.

User Administrator - WinCC Configuration Studio

File Edit View Help

| User Administrator « || # Groups [AL.. Find A+l «
| = §7 User Administrator Group name Logon with smart card | Type of (4} | o
@ i Administrl 8 New Group Administrator-Group None E

= §##§ Operator: Operators None i

#4 Programn Fe) Programmers None [ || &

### Maintenal @ Maintenance None @

7] Export
Enter group name

Operator authorizations S[=] B3

User aaministrator - winLL Lonnguration Studio

WA FE i 1 © - File Edit View Help of the group
Ready | engl| User Administrat... « o= Authorizations [ Maint...r 0 ol «
= §§ User Administrator ID  Function Enable Reactors Material Tanks 4| -
@ ##§ Administrator-Group || 1 |1 User administration @] é
® §## Operators | 2 |2 Authorization for area ] s
# Programmers | 3|3 System change ™ &
##% Maintenance | 4 |4 Monitoring ]
|'S|s Process controlling &)
i_i 6  Higher process controlling  [¥]
| 7|7 Report system =
""" | 8 |1002 Web Access - monitoring o | ] £ ll
W Bl - ' <> 0| Users | Authorizations © [[s y .A\
Ready | | Selection: 1 Authorizations | Table: 11 Authorizations | 100% (=) V), @

Creating users

Create a new user either by right-clicking on the desired group and then selecting the
"New user" function. The properties of the user can either be specified in the main
window for a selected group or in the properties window for a selected user.

User Administrator - WinCC Configuration Studio
File Edit View Help Min. 4 characters
\ User Administrat... « = § Users [ Maintenance] |rind Pl «
=-§9 User Administrator |User name Group name  Password Logon with smi4}| -
& ##§ Administrator-Group || 1 | Diehl Maintenance  [eeeeee =] O é
### Operators 2 5
## Programmers 73<" ‘ Min. 6 characters - §
= §§§ Maintenance 4
ilf NewfUser
43 Copy
T , -
= » » | Users / Authorizations | » 4
—=_ elete : — —
Ready I English (United States) = Table: 1 User | 100% (=) {) (+)
e —— Rename -
>:] Export
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Exporting / importing authorizations

In a server-client system without SIMATIC Logon, all stations must be administered
locally with regard to users. Only for referenced clients is the user administration copied

when loading the PC station.

The WiIinCC Configuration Studio supports the import and export of configuration data.
This function makes it easier to synchronize station-bound user administrations.

The scope of the exported user data depends on the selected node in the navigation
area. This means you can export all data, individual groups or even only individual

users.

User Administrator - WinCC Configuration Studio
rild Navigation area

| User)\dministrator « | § Users[Opera...lr-“-;rd

| Password

=-§9 User Administrator | User name Group name -
# ##§ Administrator-Group || 1 [OperatorLevel5 Operators sessee g
= §#§ Ope==* | 2, |OperatorLevel6 Operators seceee i
= Mai § New User | |OperatorLevel1100 |Operators eccoee s
il ” | |OperatorLevel1101 |Operators ssccee
|| “opy | |OperatorLevel1102 |Operators esceee
| & | |oHIO Operators sescee
Delete —
! Rename Il
e o ) : . IS
i o J’I’. - lubxpedt « » | Users ¢ Authorzationgll«] | | 4

[[12

|

The two file formats "Office Open XML Workbook" .xIsx and "Text file" .txt are available

for the export.

The import of user data does not depend on the selection in the navigation area and

always takes place in the main menu.
Edit > Import

Make sure that the import of data cannot be undone.
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General | Member OF | Profil |

& Miller

Full name: IJoe Miller

IMATIC Standand-Layout for screen resolution of

Owverview extended configuration:
[™ Runtime Help available

6.4.3 Visualization of users
If you wish to display the logged-on user in a process picture or report in a WinCC
project, use one of the following two tags:
@ If you do not use the "SIMATIC Logon" option, the user ID of the logged-on user is
entered in both tags.
- = [rervizsress o
.| SIEMENS  lru0soin
| | m 128071024
D] Jeemiter
T
MNumber of server keys:

Description: IPCS? Operator

[ User must change password at next logon
= Wser canmat change passwiord

™| Password never expires

[ Account is disabled

= Aecount is lacked out

o ]

Cancel |

Apply

Help

P> {+ Username

" UserID

/
o Tags [ Internal ta}{ ]| Find

R4

Data type

34 |
135 |
36
3 |@CurrentUserName
| 38 | @DatasourceMameRT
| 39 |@DeltaCompiled
| 40 |@Deltaloaded
|41 |@DEVICE08(1)

~

g

Unsigned 16-bit value
Unsigned 32-bit value

Text tag 16-bit character set
Text tag 16-bit character set
Text tag 16-bit character set
Unsigned 8-bit value
Unsigned 32-bit value
Signed 32-bit value

LD

T

In the OS project editor, select whether the full user name or the user ID of the user
logged on is to be shown in the plant overview picture.
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6.4.4 Exercise and checkpoint
Exercise: Configure groups and users

Task

In this exercise, you configure three different users with different profiles. This
configuration is necessary on all OS stations.

Checkpoint

How would you answer?

¢ How can | implement automatic logon in
OS Runtime?
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6.5 SIMATIC Logon option

6.5.1 Requirements

Overview

SIMATIC Logon is a software package you can use to assign user rights to SIMATIC

applications and plant areas. It contains the following components:

6.5.2

Windows groups

SIMATIC Logon Service: Responsible for access protection of SIMATIC applications

SIMATIC Logon Role Management: Responsible for the users of SIMATIC
applications

SIMATIC Electronic Signature: Responsible for activation and logging of actions with
digital signatures for SIMATIC applications

Windows settings for SIMATIC Logon (ES computer)

A number of Windows groups are created when the SIMATIC software is installed.
During the installation of SIMATIC Batch, the "SIMATIC BATCH" group is created and
the currently logged-on user is automatically made a member of it. SIMATIC Manager
requires groups to be used to identify the users who are allowed to log onto the PCS 7
os.

e Users are assigned to Windows groups. One of the advantages of groups is that it

allows authorizations to be assigned once to a group instead of having to configure
them for each individual user.

To do this, select the following command in the Windows Control Panel:

Administrative Tools -> Computer Management -> Local Users and

Groups

You can also right-click "My Computer" on the desktop and select "Administrative
Tools" from the shortcut menu.

&8 Computer Management | _ (O] x|
| Fle Acton View Hep
|
"f?q}!ﬁ',,f?lig H &
".l; Computer Management (Local) F_N_m_;e [ Description I E
= {f} System Tools & Event Log Readers Members of this group can read eve...
&) @ Task Scheduler & Guests Guests have the same access as me...
@ [d] Event Viewer $1s_jusks Built-in group used by Internet Infor...
B ) Shared Folders &% Network Configuration Operators Members in this group can have som...
= _-b; Local Users and Groups % Performance Log Users Members of this group may schedule...
UGrsers Q; Performance Monitor Users Members of this group can access p...
o VA s & power Users Power Users are induded for backw...
# () Performance re 2 : tecl €
4 Device Manager - Required for SIMATIC A A e
B &8 Storage Q Repl L Di ti replication in a domain
LJ. 3 & User] ogon biagnosucs vented from making ac...
=2 Disk Management =3
@ Fly Services and Applications & e
: #esos ES08
:k Extended Logon Administrator SIMATIC Logon Diagnostics
& Logon_Administrator SIMATIC Logon Administrators —
% Siem Engineer Administration of Siemens TIA products
) C HMI GROUP
Required for SIMATIC C group for configuration
Logon Administration C group for read only access
S sz 1C NET Group =
]
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e To add groups, simply right-click on "Groups" and select "New Group...". Enter a

name and a description.

ﬂ Computer Management

=13

File Action View Help
Rl 2 ] ) NERER] ? Hae
;&‘ Computer Management (Local) Name
= [i} system Tools PeventLog! Groupname:/” [Operators
(5) Task Scheduler B uests
E] Event Viewer &1 usrs Deseription: IPIant Operators
5L Shared Folders * Network C
= Q_' chal Users and Groups % Performard Members:
| Users % Perfi
- ak Pow
(R Perform ower L
= Device I Vi
B ESstorage
= DiskMa  Refresh )
_-:-)- Services an Export List... Bediener
- PESOB
Help Extended L
® Logon_Adn o
% Siemens TL
% SIMATICH Add.. I Femove |
& smaTIcH
& smaTICH
"-'?-: SIMATIC N Help I Create Close I ﬂ
Creates a new local group.

e To add users, simply right-click on "Users" and select "New User...". Fill in the "New
User" dialog box, select the password characteristics, and finally click the "Create"
button, as shown in the figure below.

ﬂ;!Com puter Management

File Action View

Help

L Al Sl 7]

;k Computer Management (Local)
= '[['j System Tools

@ Task Scheduler

E] Event Viewer

G =

& vmware_u...
#, administrator
¥, Guest

Ty Services am

Creates a new Local User account.

Miller Properties

[ Shared Folders ;r_ Midler e
=N Local Users and Groups - p— Full name: IJoe Miller \
Z Groi WINUSR_DCS... Description: PCS7 Operator
(%) Perform ‘j
=y Device
= g Storage ¥ User must change password at next logon
=¥ Disk Mai = Wser carmot chatge password

General | Member Of | Profil |

k' Miler

= Password never expires
[ Account is disabled
™| Accountis locked out

Cancel

Apply Help
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e To add your users to groups, open the Member Of tab in the Properties for the user
and click "add. . .". When the "Select Groups" dialog box opens, either enter the
group name directly or select it by pressing Advanced and "Search Now..".

Miller Properties [ 7]
ﬂCom puter Management ] !Iil B
M Ackn View Feb General  Member OF | Profl |
| 1M RE = HEE —
;& Computer Management (Local) Name % Users
=l [f} System Tools B vmwe
@ Task Scheduler #, Adminis|
E] Event Viewer #, Guest
] Shared Folders Miller Select Groups HE
= k Local Users and Groups & aciller
" Users "’_ Select this object type:
- B ntbaspc -
s Groups ',"A-NUSR IGroups Object Types... |
.@\ Performance B X .
<25 Device Manager From this location:
B E5 storage IOSDS Locations... |
=¥ Disk Management
-=.‘. Services and Applications Enter the object names to select (examples):
Check Names |
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6.5.3

Settings in the User Administrator

Add user groups to the WIinCC user administration that correspond exactly to the
previously created Windows groups (for example: Operators) and select the “SIMATIC
Logon" option.

User Administrator - WinCC Configuration Studio

created in Windows

Groups that match thosel’

» 'j - {7 Properties - User Admin... »

WinCC settings (all OS projects on the ES computer)

=] B3

ﬁ Operators

-
w

Wt B W -

=

5[] ]e[e[~]on = w]s]-]

Group name \Logon with smart card |4 B | Selection
Administrator-Group Object type User Administrator
Operators Object name  |User Administrator
Programmers

|SIMATIC Logon [V )

Logon
C
Select me>
"SIMATIC Logon™
= S A

-

» ¥ | Groups ( Users | «| |

|v
o,

Ready

English (United States)

Table: 3 Groups

100% (=) v, ORF

Caution!

9

Selecting the "SIMATIC Logon" option requires a complete download of the OS.
OS Runtime must be first be closed and then restarted before the changes will take

effect.
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6.5.4

SIMATIC Logon configuration

You open the "Configure SIMATIC Logon" dialog with the menu command

Start > Siemens Automation > SIMATIC -> SIMATIC Logon ->
Configure SIMATIC Logon

You must log on (Windows user name and password) in order to access the SIMATIC
Logon Service.

SIMATIC Logon Service - One-time logon

User name:

Passwaord: | “““
Log on to: [ os0s(this computer) =]
[0]4 I Log off | Change password. .. | Cancel |

| Miller

&

You must be a member of the "Logon_Administrator" Windows group to obtain the

necessary access.

Refer to [224] SIMATIC Logon - Configuration Manual - 08_2017, 7.2 for more
details.

L

"General" tab

Configure SIMATIC Logon

rking envircnmentl Logon device I Automatic Ioch'Fl
IEninsh j

[~ Date / Time display according to IS0 8601

Language:

[~ Use the following data if the user is not explicitly logged on:
Group:
I DefaultGroup

User:
I Default User

I 0 ﬂ Days for reminder of password expiration

Lpply Cancel | Help |

e e — in the Windows user management.

I DefaultGroup ‘é/r/i

— 3

PR N RO S S P oY }

i v Dhne explizite Anmeldung folgende Daten benutzen:: This group;user must not be created

I Default User

S

e Select the display language in the "Language" drop-down list.

o If the date/time display according to ISO 8601 is desired, select the "Date/Time
display according to ISO 8601" check box. Otherwise, the local time format will be
used.

e To select a group and a user who will be logged on automatically at system startup or
after logoff of the user select the "Use the following data if the user is not explicitly
logged on" box.

¢ If you have assigned passwords that are subject to time restrictions, enter the
required value in the "Days for reminder of password expiration" box. A value of "0"
means that no reminder occurs.
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Automatic logon

After startup and during operation, you would like to reach a minimum availability of your
operator control and monitoring system without having to use the Logon box. However,
the Logon function is to be retained for higher-level operations.

In addition, a default user is to be logged on automatically when an operator logs out;
the rights of the default user are assigned in the User Administrator according to your
needs.

SIMATIC Logon konfigurieren

' Arbeitsumgebung I Anrnelde—Gerétl Automatisches Abmelden I Zert’ﬁkatl

Sprache: IDeutsch A I

[ Datum- / Zeitanzeige entsprechend 150 8601

This user group must
available in the WinCC

User Administrator l“i”se'tmmme"t here> =l This user is automatically set by
with the required N = the system.

[ Bei Anmeldung folgenden Hinweistext anzeigen:

permissions. E v Dhne explizite Anmeldung folgende Daten benutzen::
E Gruppe: Benutzer:

E I DefaultGroup IDefauIt User

H

No manual parameter assignment!

.
A N NN NI EEEE RN RS

I 0 j Tage vor Ablauf an Passwortwechsel erinnern

oK I Ubernehmen I Abbrechen I

With these settings, the "Default User" is automatically logged on when
starting the WinCC Runtime and logging off other users.

|_I__._| See FAQ entry ID 19141675: "How can you automatically log on to a default user
after a reboot without using the Logon Box?"

https://support.industry.siemens.com/cs/ww/en/view/19141675

@&  The described path applies to SIMATIC Logon V1.2 and higher. Previous versions
work script-based and use a "SilentLogon" function.

Keep in mind that a default user must also be authorized for OS areas when the
default setting "Messages with area approval" is selected in the OS project editor.
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"Working environment" tab

SIMATIC Logon must know the storage location for the group data and user data to be
used.

Configure SIMATIC Lonon

"General, Working environment [Logon device | Automatic logoff

Get user data from:
& this computer or a Windows domain

™ another computer

Mame:

r Indude only global groups of domains (safety groups) and
local groups of the computer

Appl | Cancel | Help |

e If "this computer or a Windows domain" option is selected, the group data and
user data of the local computer are used.

o If the "another computer" option is selected, you can specify the computer from
which the group data and user data are to be taken (enter the computer name).

"Logon device" tab

Configure SIMATIC Logon B=

"General I Working environme: AutomaﬁclogoFFI

' Logon via keyboard

' Logon via the following smart card reader:

JozMicra ccIp sC Reader 0 =l
I™ Do not permit albernative logon using keyboard,
" Logon via another device

I™ Do not permit albernative logon using keyboard,

[~ Use on-screen keyboard

I osk.exe _I

Apply | Cancel | Help |

You can select the utilized logon method in the "Logon device" tab.

&= The manufacturer is responsible for providing the necessary drivers for the "Logon
via another device" option. Ask your Siemens dealer about available devices and
appropriate drivers.

|!!| See FAQ entry ID 22014042: "How can | realize logon via smart card in PCS 7 with
SIMATIC Logon?"

https://support.industry.siemens.com/cs/ww/en/view/22014042
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"Automatic logoff" tab

In this tab, you can configure automatic logoff when there is no mouse or keyboard

activity.

" General I Working environmentl Logon devidk  Automatic logoff |

™ Use SIMATIC Logon automatic logoff
Delay time:

30 Minutes
Time until automatic logoff:

a0 Seconds

apply | Cancel | Help |

¢ Inthe "Delay time:" field, you can set the delay time after which a logoff is started if
there is no activity.

e Once the logoff starts, a dialog box appears indicating that the user will be logged
after a specified waiting time. This additional waiting time is set in the "Time until
automatic logoff:". The inactivity counter is reset when the mouse is moved or a key
is pressed.

6.5.5 Exercise and checkpoint

Exercise: Configure users with SIMATIC Logon

Task
In this exercise, you set up the user administration based on the Windows operating
system. Once this has been configured, the SIMATIC Logon dialog is used for logon in
Runtime.

Checkpoint

How would you answer?

¢ Which IT process can | use to centrally
manage the user administration on the
OS stations?
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6.6 WinCC autostart

6.6.1 Overview

"Autostart Configuration" tool
When you boot your computer, WinCC can be started with a selected project.

Specify the project to be opened using the "AutoStart Configuration” tool. The function
was slightly revised for WinCC 7.4 (PCS 7 V8.2 and higher).

The revised function "AutoStart Configuration" provides the following options:
e Autostart configuration independent of open project

e Set up autostart for the local PC

e Set up autostart for another PC in the WinCC system

e Set up WiInCC logon during autostart on a client without its own project

e Set up automatic WinCC logon for all Windows users

e Temporarily deactivate Autostart for a PC and activate it again

@& The disadvantage of the "AutoStart Configuration" function in WinCC is that the
startup of the station configuration editor of the respective PC station is not waited for
during autostart. This function is therefore used when there is no station configuration
editor. This is the case for OS clients and OS Web servers in the PCS 7 environment.

Function in the communication settings: "Autostart"

This property page lets you set the automatic feature for applications and services
after startup of the PC station.

Local administrator rights are required for making changes.

Each entry consists of the complete path name of the application and the call
parameters.

@& This function is only available when SIMATIC Net is installed. This is usually the case
in the PCS 7 environment when the respective PC is used as ES/OS, OS single-user
station or as OS server.
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6.6.2

Configuration on clients and Web servers (PCs without installed

SIMATIC Net)

Autostart configuration tool

When you boot your computer, WinCC can be started with a selected project.

project

(" Ppath for alternative l | * The project is started in Runtime.

Ve

Complete removal of
the project from
Autostart

Read current Autostart
configuration
~Set up Autostart on the Following computer:
IOSSDB Local computer | _I Read configuration |
[~ WinCC Project
| 1\055081WISPRICS0S10508, mep _l

Mo Autastart data is configured

*  WIinCC starts up.
* The project is opened in the WinCC Explorer.

[V Autastart active

¥ activate project at startup

If the project was activated when you last
exited, Runtime starts.
L

I llow "Cancel” during activation

Client without its own project

Lagir

Passyyord

*  WIinCC starts up.
*  WIinCC Explorer is not opened.

P

I~ automatic login Far Windows users, |

If the project is started in Runtime, you can use
the "Cancel" button to cancel activation of the
| project.

E\l- fleernative [ redundant project

Delete input fislds Apply I QK | Cancel |

Steps for configuring autostart

1.

7.

Inthe "SIMATIC> WinCC" group select the entry "Autostart".
(Alternatively, look for "autostart” in the Windows Search box).

The "AutoStart Configuration" dialog opens. The settings of the local computer are
displayed.

Enter the computer name, select the local computer or select a computer in the
network path.

To display the current configuration of the selected computer, click "Read
configuration”.

Select the required project by clicking the button beside the "Project” box.

The project file and its full path are entered in the box. The project type is displayed
under the path.

Configure the settings for the autostart behavior.
Select the "Autostart active" option.
If the option is not selected, autostart is not executed for the configured computer.

Confirm your settings with "Apply" and close with "OK".

Result: The next time you boot the computer, WinCC starts automatically and the
selected project is opened.
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Removing WinCC from autostart

6.6.3

If you no longer want WinCC to start automatically when your computer boots, you can
remove the project from autostart.

e Temporary deactivation of autostart: Clear the options for autostart.

¢ Final removal of autostart Click "Delete text boxes".

Configuration on OS servers and engineering stations
(PCs with installed SIMATIC Net)

Function in the communication settings: "Autostart"

»
»

[ 5]
=

dae A

9 Siemens Communication Settings

Fil= Language Help
¥ D SIMATIC NET configuration S T T 1]

b g5 OPC settings d
boll Autostart o
Jodues v Applications to be started after startup of the PC station:
Trace seltings o ' Path name of the application | cail parameters
Access points [+
Set memary card parameters @ [
LLOP/DCP - m Br_ows.e for
PNIO Adapter Launch services = applications or
automatically when "Station services

System informati

You can specify which project is to be opened by using the SIMATIC NET
"Communication Settings" tool.

Use this tool when SIMATIC NET is installed to ensure that the "Station Configuration
Editor" of the PC station is fully started before the OS project attempts to open and start.
If the "Station Configuration Editor" of the PC station is not fully started, the OS will not
start up correctly.

e Open the communication settings
In the Windows Start menu, select the command

"Start > Siemens Automation > SIMATIC > SIMATIC NET >
Communication Settings".

If you expand "SIMATIC NET Configuration -> Applications -> Autostart”, on the right
you will see a configuration window that is shown in the figure below.

Launch applications
automatically when " Station
Configuration Editor" starts

Configuration Editor" starts

Services to be started after startup of the PC station:

Service

Cancel
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Autostart configuration of a PCS 7 OS

@ Siemens Communication Settings

File Language Help - .
R et [ o WinCC automatic startprogram
b B OPC settings ] =" ?
by hviosar o -

LA [Moches = Applications to be started after startup of the PC station;

P & Trace saltings ] | Path name of the application | Call parameters |
M Access poinis ° [w]  C\Program Files (x ] arRT. p fActive:yes /
T oset eonjcar PR eters ° Path name of the application: |C Program Files (xS86ASIEMENSWINCC\bin\AutoStanR T.exe
W@ LLDPIOCP [*]

M PNIO Adapter ® Call Dararneters |E WOEPRJOS0SVOS0S. ITICE fActiveyes [LANG=ENU /EnableBreak:yes
=} system information [ ] / / )_’
<] ; I>]

Parameters added to -

end of application . e e
A | Service |
Pathto OS "IActive:yes" "LANG=NEU" "/IEnableBreak:yes"
project
OpensOSiin Shows messages Allows cancellation of

— Runtime only in English the "Autostart" sequence

1. Inthe "Applications to be started after startup of the PC station:" box, add the
application "Siemens/WinCC/bin/AutoStartRT.exe".

2. Parameters entered in the "Services to be started after startup of the PC station:"
box are appended to the application.

3. Add a path to the project to be started with the "Call parameters".

4. Add various parameters to the path in the "Call parameters" box.

— Active = Open project only in WinCC Explorer or directly in Runtime.

— LANG: = Show Runtime language (DEU = German, ENU = English).

— EnableBreak: = Operation of the "Cancel" button when running "Autostart"
(possible: Yes/No).

5. Parameters entered in the "Call parameters" box are appended to the application
that is to be started after startup of the PC station.
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6.7 Running PCS 7 OS as a service

Restrictions

The OS can run as a service project on the server PC. WinCC Runtime then starts as a
service.

e Operation without logged-on user

A service project can run without an interactive user being logged on to the computer.
If no interactive user is logged on, interactive operation is not possible.

e Operation with logged-on user

Interactive operation is generally not desirable in service projects. However, an
interactive user can log on, for example, for maintenance purposes. In this case, the
user can activate the Graphics Runtime mode of the service project.

e Automatic start

With automatic start, WinCC Runtime starts automatically when the server is switched
on and the specified project is activated. Automatic start can be performed without an
interactive user being logged on.

¢ Manual start

With a manual start, the user must log on to the server and then activate the project.
When the user logs off from the server, WinCC Runtime continues to be active.

e User logon and logoff

As long as the project is active, the interactive user can log on to and log off from the
server at any time.

A service project is subject to the following restrictions:
e Scripts

Since an interactive user is not normally logged on for a service project, C scripts and
VB scripts lead to problems in the following cases:

— If interactions are required, e.g., (text) inputs
— If windows with messages are displayed
There is no common data area for C scripts in service mode. Therefore, global C

variables cannot be exchanged between "Global Script" and the "Graphics Designer",
for example.

e With a service project, you cannot add additional programs and tasks to the startup
list.

¢ No OPC access is possible via the "Connection station” for service projects.

e As ageneral rule, a user is not logged on to a server with an activated service
project. WinCC cannot display diagnostic information on the server. WinCC therefore
forwards diagnostic information to the clients. For more information, refer to the
"WinCC Information System" under the path:

Working with WinCC-> Working with projects -> Appendix -> WinCC
diagnostics window and license information.
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6.8

Additional knowledge: Windows settings for automatic user

logon

Benutzerkonten [ x|

[&+] Administrator: G\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76811]
Copyright (c)> 28879 Microsoft Corporation. Alle Rechte vorheh

IC:~Users~S[EMEHNS >control userpasswords2 .

6.9

- Kennwor far SEVENS

.); Dracken Sie Strg+Alt+Entf, und wahlen Sie "Kennwort andern”,

Sie kiinnen den Computer so einrichten, dass Benutzer weder
% Benutzernamen noch Kennwort fir die Anmeldung eingeben miissen.
Geben Sie einen Benutzer fiir eine automatische Anmeldung an:

Benutzername: I SIEMENS
Kennwort: I sasssne
Kennwort bestatigen: I LLLLLTL

OK I Abbrechen |

Benutzer | Erweitert |

{{’ Verwenden Sie die unten stehende Liste, um Benutzern den Zugriff
iy auf den Computer zu gestatten bzw. zu verweigern und um

Kennwarter oder andere Einstellungen zu dndern.
cese

[l' Benutzer massen Benutzernamen und Kennwort eingeben

Benutzer dieses Computers:

Benutzername I Gruppe

Hirzufiige...

l‘: ntbaspes? Logon_Administrator; Siemens TI...

4 SIEMENS Logon_Administrator; Siemens TL..

Entferren Eigenschaften

@'y umlhr Kennwort zu dndern.

Kenmvart zuriicksetzen, , |

< | oK I Abbrechen | Ubemehmenl

Exercise and checkpoint

Exercise: Configure autostart for all OS stations

Task

All OS stations are to launch PCS 7 OS Runtime automatically when switched on.

Checkpoint

How would you answer?

 Why is autostart by means of the
"Communication Settings" the preferred
method?
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The central configuration of button sets

The PCS 7 OS has multiple button sets to call important functions, such as the user
administration. These are located along the lower edge of the screen in RT.

These button sets often have to be adjusted for specific projects. The reasons for this
may be as follows:

e Removing unwanted buttons

e Adding buttons to realize additional functions, such as display of the plant
documentation

e Locking buttons for specific operators by changing the operator authorization

However, project-specific modification of plant pictures always has to be viewed as
critical. For one thing, these changes have to be made in all OS projects; on the other
hand, these plant pictures can be overwritten with the original once again by the OS
project editor.

For these reasons, the option was created to change default button sets centrally and

then update them in the all operator stations of the multiproject.

|!!| Refer to [104] PCS 7 V9.0 Operator Station - Configuration manual - 05_2017, 6.3.8

for additional details.

6.10.1 Configuration of the button sets

To select operator buttons for default button sets, start the function

Options -> Central OS settings > Button sets in Runtime in
SIMATIC Manager.

E SIMATIC Manager - [Team08 {Component view) -- D:\Plant08\ Team08'Team08]

) File Edt Insert PLC View | Options Window Help =8 x|
D |22 & ‘ ¥ i,  Customize... Ctrl+Ak+E Filter > EIVa @ | =B M N2
- Access Protection > -

=) =y Team08 Chagelog > I Type I Slzel Author I Last

[+ ASProj08 ;
R g sl LTI Sen sk ... Pictue 639464 10116
=~ s, 48... Picture 638464 10/16
=& C°3_ Text Libraries » Picture 47104 0713
=@ Yemct el Language for Display Devices... s.. Picture 481792 10716
23 B ko | N
R ; Manage Multilingual Texts s... Picture 7663976 10216
#{_] Shared Declarations ;
3 - E 5 s.. Picture 766976 10416
+ o Lib08 el PR AN AR DR :
B e N s 1vio
s Picture 59304 06704
05 » 287744 10/16
05 Import... 2098... 10/16
Migrate OS projects 2208... 10716
Central OS settings 05 Multiuser engineering 2208... 10716
‘Compile Multiple OSs' Wizard »  WebNavigator 2208... 10716
Publish to Web server 97280 07726
Sxins Button sets in Runtime 1302... 10716
Cinfiore Process Discnoctive 86016 06/04
L | 2
Z
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Select the "Configure" function in the message box that appears.

Button sets in Runtime

I Configure I Transfer to 05 Cancel

This opens the configuration dialog for button sets.

First select the button set you wish to change. The selection window includes both
default button sets 1 and 2 and the button sets for selection of message lists.

laﬂutton sets configuration !EI E

“Button set selection -

I [

Button set 2
Message lists when "Messages with area enable” is set in the OS Project Editor
Message lists when "acknowledgeable messages in separate list" is set in the OS Project Editor
Ay Messaqge lists when "aAcknowledgeable msas on separate page (switch-selectable)” is set in the OS Project Editor

In the next step, select the monitor resolution of the OSs. This is required to calculate
the space available for the buttons and to correctly display the preview.

Because this is a central setting of the button sets, it is advantageous when all operator
stations have the same resolution. If this is not the case, the display may be faulty
because not all buttons can be displayed due to a lack of space.

IZ]Button sets configuration [_ |Of x|
 Button set selection
|Button set 1 |
Screen Size: ~|
1024 x 768
; . 1152 x 864 .
Available keys: 1280 x 1024 Selected Keys:
. 11600 x 1200 T
Key | Descripl 1680 x 1050 Key I Description
1920 x 1200
2960 x 1600

|

e e Pl e e il R A e — i e ]

You can now configure the selected button set. If you are not using the logging function,
for example, you can deselect the associated button. It is then moved into the list of
available buttons.
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EButton sets configuration [_ (O] x|
[~ Button set selection
IButtnn sefl j
SCreen Jize: lm
Available keys: Selected Keys:
Ke | Description B | Descripion ;I

%@ Acknowledge messages

password

|
=5 List of pending ackntwledgea

sz j

ﬂ outgoing alarm list trend system
— Remove button
f;fl outgoing alarm list, quitable | tag point by tag

Reports

Ke
|;|_| List of pending messages J alarm logging o
| o

- -
N —| 3 0 v
Save configuration | Dielete configuration | Preview

[~ Authorization check for selected key

Check: IParmlsslnn for the pickure in the working area j Reset bo

defiault
Authorization level: IAuthDrizatiDn For area j
oK I Cancel |

P

The preview gives you control of the configured button set and, if necessary, even a
correction of the position.

[N Preview M= B3
B > (L3 %] [@] [@][®][] [(S]a]ww] [Fa] =) (0] di | < |
Eo e

"Reports" button
is removed

Button sets in Runtime
Button sets configuration

o

configwe | [ Transfertoos |

o

Once you are done with this work, close the configuration dialog and transfer the
selected button set to all OSs of the multiproject with the "Transfer to 0S" function.

& The associated projects must be opened for transfer to the operator stations. This is
why this function can only be executed when no OS project is open.
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6.10.2 Configuration of user-defined operator buttons

The default button sets can also be expanded by user-defined buttons with the "Button
sets in Runtime" function.

For this purpose, first create the required button in a picture. It is recommend to copy a
button from one of the @Button1x pictures and adapt it. Doing so, the C- and VB —
Scripts needed for the authorisation check are copied as well.

# Graphics Designer - UserCustomR TButtons.pdl|

File ols Window Help
2l 3 | [ [T a1 N ® Q@ 100% v i Avial
ORtaPLSITaghame v Tl By [ 2 0 | AN R Zh s S| Tl S ok e F s ] R
UserCustomRTButtons.pdl X | = )
5 =l 9
10; i
8 12 g
LN ) E
o
\‘ %
g
C
Object Properties v o X
Properties IEventsl ‘=
Colors | | Attribute | Static Dynamic | Update... | Indrect | | | |2
Styles Display hg 3
Font _J Tooltip Text K Q O
Flashing Configured Languages| Set tooltip text ’—“—
Miscellaneous Adapt Border No ® O =
Fﬁ'.g X1 lshartenr (. L' §
‘w':_lOb;ed Properties _[-J Tags =] Output Window —library %, Dynamic Wizard %
Press F1 for Help. [Eng.liff\ (Urnitved Sfates) }:V@VBtnP(VZSVTVI’agName »";LS)

The properties of the copy must be adapted as follows:

1. Rename the button, the first character must be a @.

2. Adapt the tooltip text, this is the description of the button in configuration and
runtime. Make sure that the tooltip text is configured in all utilized languages.

3. Itis important that you give the object name and the tooltip text of the button a
meaningful name. This information is used by the system for identification and as
description text. Make sure that the tooltip text is configured in all utilized
languages.

4. Next, assign the bit map to be displayed.

The following modifications have to be made in the tab events:
1.
2.

Implement the desired function for the event mouse click using a C - script.

In the VB — script of event operation the names of the graphics used have to be
adapted.
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[N Edit Action K E3
SIS S I T T G0l D o W 0 [ 0 I S R S 5} | Dynamic: Project setting -
ZI Hinclude " apdefap.h”
woid OnClick[char IpszPictureM ame, char® Ipsz0bjectN ame, char IpszPropertyN ame)
{
J SetTagBit ["E@APLShowT ag”, 1GetTagBit ' @4aPLShowT ag");
=] SetTagByte
=] SetTagChar }
] SetTagDateTime Toggle tag for
2] SetTagDouble displaying the tag name
=] SetTagDWord
2] setTagFloat
SetTagRaw
SetTagSEyte
=] SetTagSDWord
4| | »
| oK I Cancel
BOOL SetTagBit (Tag Tag_Name, short int value); Line: 12 Colummio

Save the picture that contains the button under the name

UserCustomRTButtons.pdl

in the PCS 7 product path under
C:\Programs (x86) \Siemens\WinCC\Options\PDL\Base Data Pool\

Also copy the utilized bit map to this directory.

After these preparatory steps, configure the desired button set. To do so, open the
"Buttons sets in runtime" configuration dialog and select the default button set as well as
the screen resolution.

I Button sets configuration [_ O]

- Button set selection
IButtDn seb 1 j
Screen Size: 1920x 1200 B

Available keys: Selected Keys:

K | Description r - - Description B
Add button
PCS 7 ID assword

4

| B E 8 &

PCS 7 measuring point brow alarm logging

\ 4

PCS 7 tagname trend system

S
;l
Route Control Center tag point by tag

& E

=

previous graphic picture picture by name

| o ‘ | o

Save configuration | e e | Breview
[~ Butharization check For selected key
Check:! IPerm\sslon Far the picture in the working area j feset b
default
Authorization level: [ uthorization for area =l o
OK I Cancel |

A

The button you have created now appears in the list of available buttons. The blue font

in the description (tooltip text) shows that these buttons are not part of the PCS 7

standard.

In the list of selected buttons, now select the button in front of which the new button is to
be inserted and insert it.
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Specify the authorization check and authorization level of the selected button in the
corresponding combo boxes.

In the line Check, you can adjust the procedure the system is using to check the
authorization for a button. Therefore, the following five different types exist:

e None:

The authorization level will not be requested. Even without logging on, the selected
button can be accessed.

e Any user is logged on:

If you choose this procedure, it does not matter which user is logged on. Everybody
has access to the button. The user does not require any special authorization rights
in order to get access. But at least one user must be logged on!

e Global permission (not area specific):

In order to get access to the desired button, the user needs the permission for all
(global) of a special authorization level. It is not enough, to have the permission for
only one special area.

e Permission for the picture in the working area:

If the user has the permission for a special area, he has access to the selected
button from this area. If the user is located in the overview area, or in an area without
permission for the button, he does not have access to the button. The user needs to
be located in the permitted area.

e Permission for any area

The user has the right to access the button from any working area. As soon as the
user has the permission for the button in at least one area, he can access the
selected button.

Authorization check for selected key

Check: IP.nv user is logged an, j Reset ko
default
Autharization level: By user is logged on,
Global permission {nok area-specific)
Permission For the picture in the working area

Permission for any area
T ™ Cancel
4
Autharization check for selected key
Check: IPermlssmn for the picture in the working area j Reset ta
default

Authorization level: Authorization For area j =ra

{authorization level in kag): (search)

User administration
Authorization for area Cancel |
System change

Monikaring 4
Process controlling

Higher process controlling
Report system

Activabe remate

Configure remote

Weh Aiccess - monikaring onl
Highest pr ntrolling
Advanced operation 1
Advanced operation 2

The authorization level also can also be spezified indirectly via variable. This
assignment is used e.g. with the button which locks or unlocks messages.
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The preview shows you the result of the configuration.

[ Preview H[=] E3

[ ] Foab Gl e ae]] Sl = EE = 0 <]
Postian: € = — I

New button to
Hide/Unhide tag name

Then save the configuration and transfer the modified button set to the OSs.

&= Create a backup copy of the button set "UserCustomRTButtons" and the associated
bit map. These may no longer be available after a software update on the engineering
station.

6.10.3 Exercise and checkpoint
Exercise: Expand the button set 1

Task

In this exercise, configure an additional button in button set 1 with which the tag name
can be hidden or unhidden.

Checkpoint

How would you answer?

« Why is it important to change a button
set globally and not just in the project?
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6.11 Expansion of the process tag browser

6.11.1 Introduction

The PCS 7 process tags can take on many different states. This means they can, for
example, be in different operating modes, drives can be locked or the operator may
have stored a note.

All this information regarding the states is only available in the pictures that also contain
the block icon of the respective process tag.

You can get a complete overview of the states of the process tags configured in the
plant with the "process tag" browser. It can be called with a button in the second row of
buttons.

A PCS 7 measuring point browser

Selection of states : Selected

TRY : Tl g e
Z 80 E w0 E S W E
FE & & R %

Selection of areas: 4 <4 p> Bl ﬁ ﬂ | @, @ )

i s . |Blockhame |Type |State |Area
F] MaterialTanks 1 |B410AIA414MonAnalog MonAnL Active memo  Buffer Tanks
- 2 |B410/v411fvalve WivL Manual mode  Buffer Tanks
L\ Reactors 13 |B420/va21Valve vivL Manual mode  Buffer Tanks
/| Buffer Tanks 4_
[ SignalBox 5|

Ready aded | [1:20:22PM |

Selection of
0S areas

Depending on the selected OS areas and the selected states, the process tags that
meet the set criteria are listed in a table.

6.11.2 Expansion of selection of states
Even though the process tag browser already has a large selection of states, this
selection can be expanded for specific projects.

The shown default states of the APL and their connection to the process tags are
defined in the PCS7_TagStates_APL.xml configuration file.

This file is included in the following PCS 7 installation path:
C:\Programs (x86) /Siemens/WinCC/Options/SSM

You can expand the state selection by creating additional configuration files.
Requirement is that these files start with the name base PCS7_TagStates_. A name
extension, e.g. PCS7_TagStates_Lock.xml refers to the realized states.

@& We do not recommend a direct expansion of the PCS7_TagStates APL default file,
because it is a system file that is overwritten when a software update is performed.
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Application example

We want to realize a function here as an example that is often requested by users.

Messages from process tags can be locked and enabled in the OS Runtime. This is

possible for entire OS areas as well as for individual process tags. Even though locks
are visualized in the OS area overview, the information about which process tags are to

be locked specifically is still missing.

You need multiple bits of information to realize such a display:

Application example: Table overview of process tags with eventblock

in an OS area

" Tauesion — Resporee

1.  Which tag contains the required

information? managed in the

2.  Which bit in the tag contains the
state?

3.  Which block types are to considered
when displaying the status?

The event state of a process tag is
.EventState tag.

In the .EventState tag, bit 16 signals an
active event block.

Initially, only the process tags of the type
VIvL are to be taken into consideration.

The following graphic shows the layout of the required configuration file.

BIPcs7_TagStates_Lock.xml - Editor
Datei Bearbeiten Formak Ansicht ?

(O]

<Columns:>

</Columns >

<Typess

</Types>

K

<Column id="Lockstate">

</Column>

<Type id="vlwL">

<Type id="MotL">

</Type>

<7xml version="1.0" encoding="utf-8"7>

<PCS7TagBrowser:>

<Name J1cid="1031":meldesperre</Name>
<Mame Tcid="1033">Alarm Lock</Name:

<State id="Lock"> Description of the states

<Icons@8Lock.BMP</Icon> =

<Mame Jcid="1031"*Meldesperre aktiv</Name>

<Name T1cid="1033">alarm Lock aktivek/Name>
</statex

<var id="Eventstate">
<State mask="0x10000" wvalue="0x10000">Lock</State>

<var id="Eventstate">
<State mask="0x10000" value="0x10000">Lock</State>

</var>

|»

Assignment of states
to the block types

The configuration file is always divided into two areas.

e The states are defined between the tags <Columns> and </Columns>.

¢ The states are assigned to the block types which are listed between the tags

<Types> and </Types>.
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States that are logically linked, e.g. operating modes, are initially grouped into a state
group.

The states are defined between the tags <State> and </State>. Here, you specify the
name of the state, the bit map of the button and the language-dependent tooltip text.

</Types:»>

Kl

<Columns > ;I
<Column id="Lockstate"> State group
<name Tcid="1031">Meldesperre</Name> s Tooltip German
<dame Tcid="1033">alarm Lock</Name> Tooltip English
<state id="Lock"> Definition of the state
<Icon>@Lock. BMP</Icon> Button of the state
<Mame 1cid="1031">meldesperre aktiv</Mame> = Tooltip German
<Name Tcid="1033">alarm Lock aktive</Mame> == Tooltip English
</states
</Column:
</Columns >
<] ol

The relationship between the block types and the states is created in the <Types> area.

Here, the tag is specified with the bit that is to be evaluated. A bit mask enables
masking of entire bit patterns, e.g. the signal status.

VIvL block type | I
|
<Types>

<var jd="Eventstate"»

<Type Fd="vlvL"> EventState tag
Assigned state

<State mask="0x10000" walue="0x10000">Lock</State>

<fvar>
AND mask Event lock bit 16

</Types
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Once OS Runtime has restarted, the newly define state is available for selection below
the specified button.

Selection of states :

ZDERAEQODEDES Y MY 5 T
B e & (R

ock
_ sseaonotarss Mg g oo sty (9] B @
LAl | N
[ ] |_None | BlockName | Type |State |Area
1 |B410/V411/Valve VivL Lock active Buffer Tanks
g i 2 |M110N112Mvave VML Lock active Material Tanks
_aieacrs 13 |M120/V122/Valve  VivL Lock active Material Tanks
[V] Buffer Tanks 4 |M130/V132/Valve VivL Lock active Material Tarks
[7] SignalBox 5
2]
<« | 4
Ready Dataloaded | [2:09:31 PM

The order of the buttons depends on the names of the configuration files. These are
sorted from A to Z (in alphabetical order) and the buttons are displayed in this order.

6.11.3 Exercise

Exercise: Expand the process tag browser

Task

In this exercise, you configure an additional button in the process tag browser that
displays process tags whose events are hidden.
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6.12

6.12.1

Customer specific units

Introduction

In the APL, units are defined as integer values at the PV_InUnit inputs of the analog
drivers. This coding corresponds to the units of measurement according to the standard
IEC 61158. The advantage of this procedure is that the unit of measurement must be
defined once at the input and that it can be interconnected multiple times at the driver
output to the PV_Unit inputs of the technological blocks.

In the OS, the string of a unit of measurement to the integer is assigned in a DLL that
cannot be expanded. This is why the units that were not contained in the list had to be
defined using the "outdated" attribute S7_unit.

Hincude apdefap b
void OnPropertyChanged(char” lpszPictureN ame, char® lpsz0bjecti ame, char” lpszPropertybame, double walue)

Hpragma code ["apl_workers. dil")
BOOL APLCorretintTallnitfint, char®, int, int _ int);
Hpragma code(]

Hdd dlnit1"
Hderm corr— UritLinkedl"

if[walue==0]

}

else

Integer

SetPropCharflpzzPictureM ame lpsz0bjectM ame, UMIT, GetPropCharlpzzPictureM ame Jpzz0bjectM ame, LINKEDLUMIT]);

char szlrit]_Mas_PATH] ="
int nLanglD = [int)GetT aghword( @local  @Curentlanguage" ); fReturn-Type: double

AfGet Unit from DIl
i{f[AF'LConvetI kT ol nitffint]y alue, szUnit, sizecflzzUnit), nLanglD, 07)

SetPropCharlpszPictureM ame, lpsz0bjectMame, UMIT, szlUnit);
elze

SetPropChar(lpzzPictureM ame, lpszObjectMame, UNIT, "lundef.");

+
Undefined value

To display the unit of measurement in the block icon, a script evaluates the value of the
PV_Unit input and decides which unit of measurement must be displayed.

User-specific units can now be defined with PCS 7 V 9.0.
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6.12.2 The file APLCustomUnits.xml
You can define and use units that deviate from the standard IEC611582 with PCS 7 V
9.0. To do this, you define the units in a range from 1 to 199 in an XML file.

This file must be named APLCustomUnits.xml and it must be located in the GraCS
folder of the project on the server and on the client.

I8 APLCustomerUnits.xml - Editor 1ol x|
Dakei  Bearbeiten  Format  Ansicht 7
<?xml wersion="1.0" encoding="utf-8"7> ;'

<Userpefinedunitss

<unit id="1"» " <!—— European Brewery Convention --»
<Mame Tcid="1031">EBC</Mame: <l— DE —-»

E Unit ID <Mame Tcid="1033">EBC</Namex> <l—— En --»
<Mame 1cid="1034">EBC</Name> <l—— 5p —->»

<Mame T1cid="1036">EBC</Nama:> <lee Fr —=»
<Mame Toid="1040">EBC</ Mame: - It —-»
< Units|
Language Code
< /Userpefinedunitss> Identifier
<] 4

The XML file is write-protected as long as WinCC Runtime is enabled. If changes are
made on the ES during this time and downloaded, Runtime must be disabled, closed
and enabled for the changes to be applied.

6.12.3 Exercise

Exercise: Configure user-defined units.

Task

Configure three additional units called EBC, FNU and FTU to display the turbidity of
fluids.
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7 The Web option

7.1 Learning targets

7/

The participant knows

e The architecture of the Web option

&

The participant can

e Set up the Web server

e Configure the Web client

e Configure the Internet Information
Services
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7.2

PCS 7 Web Option, Overview

With the PCS 7 OS Web Option, you can use PCS 7 for operator control and monitoring
of automated processes via the Internet or an intranet.

The Web client is any PC
connected over Ethernet.

The Web serveris a PCS 7 client
without graphics display but with
an installed Web server: Software

and license for server and up to
100 clients

It requires no PCS7 license INTERNET
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e The PCS 7 OS Web Option consists of two components:
- PCS 7 OS Web server
— PCS 7 Web client
e InaPCS 7 OS multi-user system, the PCS 7 OS Web server behaves like an OS

client with PCS 7 OS Web server functions. Once an OS client has been configured
as an OS Web server, it may no longer be used as an OS client.

e A PCS 7 Web client uses the Internet Explorer to access process data over the
Internet or an intranet. This data is provided ("published") by the PCS 7 OS Web
server. Operator control and monitoring of processes is supported.
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7.3 Web Option, technical specifications

e Each Web client requires a bandwidth of approximately 10 Kbps.

e Licenses for 3, 10, 25, or 50 Web client connections are available.

e An OS single-user system with installed Web server function supports a maximum of
three Web clients simultaneously.

e The Web server should not be used as a PCS 7 client.

e A Windows 2008 Server is required for the Web server.

e The "Internet Information Services" (IIS) feature must be activated.

7.4 Overview of the configuration steps

The following table provides an overview of the configuration steps for the PCS 7 Web
Option and shows the recommended order of execution.

Where?
1 Engineering Station (ES)
2 Engineering Station (ES)
3 Engineering Station (ES)

4 0S Web server
5 Engineering Station (ES)
5] 0SS Web server

7 0SS Web server

8 0SS Web server
9 Webclient

What?

Publish pictures in the Web View Publisher
Configure user rights, start screen, and language in the user
administration in orderto gain accessto the Web server.

In the Web server, disable the "Graphics Runtime" option in the
"Computer properties" dialog window.

Install OS Web server
Download projectto the OS Web server

Once the projectis downloadedto the OS Web server, check
the settings in the user administration.

Ensure that the graphics processmode is disabled in the
"Computer properties” dialog window.

Run the "Web Configurator".

Installation and operator control settings forthe Web client

7.5 Configuring the Web server

All screens and required scripts are stored on the OS Web server so that they can be
displayed or executed on the Web client. All screens and scripts must be prepared
(published) accordingly. The Web View Publisher is used for this.

@& Inan OS multi-user system, the data of various OS servers can be published
(distributed on) the OS Web server. In an OS multi-user system, the OS Web server
may no longer be used as an OS client, because it cannot guarantee the required
reaction and response times.
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7.5.1 PCin

stallation

A Windows Server operating systems is required for the Web server.
Internet Explorer is required.
The "Internet Information Services" (11S) feature must be activated.

In addition to the OS client software, the OS Web software on the PCS 7 Toolset
DVD must be installed on the PC with the Web server.

See [102] PCS 7 V9.0 PC Configuration and Authorization - 03_2017, 5.3.7 for further
details on installing the Windows function "Internet Information Server (11S)".

@& Use the compatibility tool in Industry Online Support Siemens to determine which
Internet Explorer version you need for which PCS 7 version. In the case of PCS 7
V8.2: Internet Explorer 11
http://www.siemens.com/kompatool
7.5.2 Engineering station — Configuring the Web server

Requirements for publishing

Before you can prepare the data on the ES with the Web View Publisher, the following
requirements for publishing data must be met:

The PCS 7 project is created and fully configured.
The "Compile OS" function has been performed for all operator stations.

The C and VB scripts of all OS servers to which the Web clients are to have access
are present on the OS Web server.

The names of the process pictures that are to be used by Web clients do not contain
double underscore characters (for example, yy__ xx.pdl). The character string before
the double underscore will be interpreted as a separator of the server prefix.

The "@PTN_xx.pdI" pictures are specific to the OS Web server and must be
published by each OS Web server with the appropriate server prefix.

Tag names in plain text (quotation marks) within C scripts contain no spaces.

An OS client that is to be used as the OS Web server is inserted in your PCS 7
project as a PC station.

The server data of the OS servers that the Web client is to access has been loaded
on the OS Web server.

SIMATIC PCS 7 — The Web option
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Publishing data and pictures

The Web View Publisher transfers all pictures or scripts to be displayed or executed on
the Web client to the OS Web server (it publishes them).

Both the local data (faceplates, icons, local scripts, etc.) as well as the server data
(process pictures, server scripts, etc.) must be published.

This requires 1+ n publishing operations, where n is the number of OS servers (server
pairs if redundancy is used) that the OS Web server accesses or whose pictures are to

be published.

The first publishing operation is for the local @ pictures and functions on the OS Web
server. The other publishing operations process the pictures of the OS servers.

Publishing requires the following actions:

1. Project data is compressed and saved.

2. Picture windows in process windows are converted to Internet-capable ActiveX

components.

Scripts are converted so that they are executable on the Internet.

4. Both the local data (faceplates, icons, local scripts, etc.) as well as the server data
(process pictures, server scripts, etc.) must be distributed.

5. To do this, right-click on "Web Navigator" in WinCC Explorer, and select the
"Web View Publisher" menu item. The WinCC Web Publishing Wizard opens.

6. Using the WinCC Web Publishing Wizard, you now distribute the local data
(Web server) and the server data by running the wizard once with the "Server
prefix" check box selected and once with this check box cleared.

SIEMENS

Local data
(Web server)

der CONLEINING YU \AAnl"( rinkirae and tha inidar ~i tha
Server to which you

" WinCC Web Publishing Wizard - Select directories |_ O] %]

Server data

SIEMENS

ining your WinCC pictures and the folder of the
which you will publish your pictures.

E:\Plant 08\ Team08\0 S Proj (8 \wincpro \O SCWeb \WebNavigator\,
Diagnostics:
[T] Show hidden objects

[ concst | [ <ok || Nea> | [ Fmen |
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7. Inthe next three dialog windows, you can select the desired pictures, functions
(scripts), and referenced graphics (graphic files in .bmp, .emf, .wmf format, etc. that
are used by WinCC Runtime).

VB WnCC Web Publishing Wizard - Select pictures

SIEMENS

o E— e —

s Publishis M= E
w4 @1001.POL SIEMEN
AL @CorigTpcasl . o =
A2 @NamEmergercyy
Il 4 @HamEmergencyC Selocted filos
% @AsmGne POL
E 4L @NamGonelp PD
:-'?: gﬁm:n?} " WinCC Web Publish: Referenced
3 @Aamdoumal POL [ > s
41 @ Aamten POL [»] graphics SIEMENS
% @A NewOp POL : acd X remeve Bl
55 @AamOid PDL ekl -
S v O —
£ O ol @41 Dbero all @Certig_RCbeo 2l @Form2 b
A% @HamProcess PDL =l flﬂ@wj_lm ol ECaw b il @fp_popun
! Proces Batc @hmor_2_0bep dle = =]
e 8 il @A 21 bp l #e0be i @HareCopy
Al 1l @Amow L bmp il @ED_opbmp ol @MardCapy
»] ] @A oo all @eXoeed bro il @heto bro
(i @A5- Db il @wxceed_rbmo il @heip_R e
—— 1 @A 0K ke il BEalbmp |l EHddenLst
L @ASA0ibee il @81 bep Lol @tiddenLin
&l @asbre il @EXPORTBMP il @Hdngln
|l @Back bmp il Bopet bbmp |l @tierarchy 4
i @Back2bmp il @EXFORT_REMP Lol @HWCorhql
¢ | il Sthomibmg il @FtrowDown ke fall @HWCanig
[k @bfhom28y bmp il @F ArowLsht brp ol @rfobrp
<< | il @Chert bro il @FhrowFight bep Lol ey bro
[l @Config bmp il @FAmwlip brp d Stoer 1 ok
L2l @Config_rbmp il @Forw1 bepy @F Amow Fight b
Al L2
[ cameet | [ cBoek || mem» | [ feen |

8. Click "Finish" in the last dialog box to start the distribution.

*& WinCC Web Publishing Wizard - Finish

SIEMENS

The WinCC Web Publishing Wizard is finished collecting information.

Conversion |'es:press Finish.

successful

List of result

| Status | Name | Type | -
W) @AlarmJoumal PDL Screen

)  @AamNew.PDL Screen

)  @AamNewOp. PDL Sereen

) | @AamOid.PDL Screen

)  @AamOldOp.PDL Screen

)  @AamOneline.PDL Screen

¥)  @AamOperation.PDL Sereen

W @AamProcess.POL Screen —

| caneet | | <Back || MNew> | | Close |
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Central publishing

The work required in the previously described publishing step increases with the
number of OS servers. A total of 1 + n runs must be started whereby the scope of
publication (pictures, functions, etc.) must be specified again for each run.

To simplify publication, the following function was implemented in SIMATIC Manager:

Options -> Central OS settings > Publish to web

Q SIMATIC Manager - [Team08 (Component view) --

D:\Plant08'Team08' Team08]

=) Fle Edit Inset PLC View | Options Window Help =18 x|
DS (8247 % @ @ Customze... CtrHAR+E [ Y e BB MmN
Access Protection »
8 ﬂ Tfﬁfnr‘ v | UNC path | Path on 'Computer
’}: SIMATIC Logon Service. .. btates) D:\Plant08\Team08...
il —— tates) D:\Plant08\T eam08...
- L Text Libraries » Btates) D:\Plant08\Team08...
& ﬂ WinCC Appl. Language for-Display Devices, ..
¥3 0s08
Manage Multiingual Texts 4
=8 PCS7569 e
=[] WinCC ppl. : :: m
¥3 0369 KU1 1M PORETHIES)»y
=8, PCS7585
= [ WinCC ppl. Client 05 2
é WebServeJ 05 Import...
+ Migrate OS projects
+ @ Web server Central OS settings 05 Multiuser engineering
‘Compile Multiple OSs' Wizard »  WebNavigator
Button sets in Runtime
< | 3|
V/

This function has two major advantages compared to manual publication:

Selection for

publishing Web server

[¥VI0] Team08\05ProjosiWebServer
FE TeamDB\OSPrnJUBﬁ,OSUB

0S8 server ]

Web Publishing
Wizard

Saving the
configuration

Publish

Save

Cancel

1. ltis possible to select multiple Web servers and OS servers. Batch processing is
triggered when publishing is started which includes all selected stations.

2. The pictures, functions, scripts and graphics selected for publication can be saved

in an XML file to call up the configuration again at a later time.

SIMATIC PCS 7 — The Web option
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The configuration dialog opens after starting the function. It lists the stations that have
been released as Web servers. These include the OS clients with their assigned OS
servers as well as the single-user stations.

Once the Web servers have been published completely for the first time, additional runs
are limited to the project-specific pictures and bitmaps. These can be conveniently
applied to a configuration and saved for each station. This configuration can be called
up again and used in subsequent runs.

Settings in the User Administrator: User rights, start screen, and language

User Administrator - WinCC Configuration Studio
Eile Edit View Help
User Administrator « ||[Find £ ~|| ## Properties - Group >
=1-§9 User Administrator |User name Group name || |0bject type Group ;[
- Administrator-Group SPETOT WebOp Object name [webop
i- Administrator % WebOp -.Gen.eral
5§88 Mebep PSS WebOp Login
4 ®|Logout
5 B Web
g T 6 | avigator v L
t WebMaint = \WebNavigator start|@screen pd _‘)
7 =
8 | m‘ —
ol Start Picture of We|
ol ] Web language English (United States)
-
11 —
12 Define the start picture for WebNavigator.
13
14 L4E] Administering users for web access
(=381 L = : >
| ”"""' RN ugers|<|[ |
Ready German (Germany) Table: 3 Users | 100% (=) y; (#+) .

You can control the access that the Web client has to the OS system with the help of
user rights.

You can assign user rights in the OS project for the OS Web server in the User
Administrator editor of WinCC Explorer.

You configure the "Logon”, "Start Screen”, and "Language" areas in the User
Administrator.

The user rights are the same as for a standard client. You must also enable
intranet/Internet access. Before you can assign user rights, you must have prepared
all the required data using the Web View Publisher.

7-10

P w NP

Carry out the following steps:
Create new users/operators or user groups.
Select the desired operator group or the individual operator.
Select the "WebNavigator" option in the properties.

Select the start screen with the name "@screen.pd_". Make sure that this is the
picture file without the server prefix, and then click "Open".

If you would like to set a specific language for the desired user group or the
individual user, click "Browse" next to the "Language" input box.

In the "Select language" dialog window, select the desired language for the user
interface for operator control and monitoring of the Web client, and then click "OK".

Close the user administration.

SIMATIC PCS 7 — The Web option
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‘\ CAUTION!
When selecting the language, make sure that you have stored the texts for all

process diagrams in the respective language. For example, the Text Library must
contain the text for a label field configured in all required languages.

Disabling Graphics Runtime
In an OS multi-user system, the OS Web server may no longer be used as an OS client.

You must therefore remove the "Graphics Runtime" entry in the Start menu in WinCC
Explorer. The Start menu can be found under

Computer Properties > Start.

@&  With an OS single-user system, there is no need to disable "Graphics Runtime".

OS download

Download the Web server in the same way as any other OS client.

SIMATIC PCS 7 — The Web option
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7.5.3

PC of the OS Web server — Setting up the website

The Web Configurator can be used to set up and manage the Internet Information
Services (IIS), and thus the OS Web server website.

The setup for this must be done on the PC of the OS Web server after you have
downloaded the project to the OS Web server.

This setup and configuration process is required so that an "operator station" (OS) can
be configured as the OS Web server and the Web clients can be given access to this
OS Web server via the Internet or an intranet. You can use the Web Configurator to
make the necessary firewall settings for the network adapter (assuming you have
enabled the firewall).

£ WinCC Explorer - d:\plant08\team08\ 0sproj08\wincproj\0SC\OSC.mcp

| Ele Edt Vew Tools Help
IR e e
El-_gs 05C Name [ Type | Last Change | Information | B
T computer P o1001.,0_ 71612015 8:55:29 PM |
B Tog Menapuiick ? @@ConfigTypicals.PD_ 7/6/2015 8:55:33 PM
A S P @alarmactive.PD_ 7162015 8:55:34 PM
£ frdohics Decignes P @AlarmActiveOp.PO_ 70612015 8:55:35 PM
b Report Designer P @alarmEmergency.pd_ 70612015 8:55:35 PM
Jf, Global Script P @alarmEmergencyOp.pd_ 716{2015 8:55:36 PM
PF Text Library P @alarmGone.PD_ 7162015 8:55:37 PM
B Text Distributor g@ﬂ:ann(i::OpPD_ 7162015 8:55:38 PM
it User Adminstrator @Alarmtidden.PD_ 7162015 8:55:36 PM
b P @alarmHiddenOp.PD_ 71642015 8:55:39 PM
i@ Cross-Reference P @alarmiiding PO 716/2015 8:55:40 PM
.!0 Server data P @alarmHidingOp.PD_ 7/6§2015 8:55:40 PM
9 Time synchronization " @aAlarmlournal PD_ 71642015 8:55:41 PM
) Horn P @alarmlocked.PD_ 716/2015 8:55:41 PM
L], Ufebeat Monitoring P @alarmiNew.PD_ 716/2015 8:55:42 PM
N o it P @alarmiNewop.PO_ 716/2015 8:55:43 PM
At Ao P @alarmold.PO_ 71612015 8:55:43 PM
¥4 Process Historian P @alarmoidop.PD_ 7/6{2015 8:55:44 PM
&% SFC P ®alarmOneLine.PO_ 7162015 8:55:45 PM
K Jvich (i “® @alarmOperation.PD_ 7/6{2015 8:55:45 PM
®alarmProcess.PD_ 716{2015 8:55:46 PM
[PhAlarmProcessBatch.PD_ 71642015 8:55:46 PM
‘ ‘ @AlarmQuit.PD. 716/2015 8:55:47 PM
Yeb et @AreaButtons.PD_ 716/2015 8:55:49 PM |
0S5C\Web Navigate  Properties 1600 object(s) Licensed mode 4
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Setting up the standard website

Sl WinCC Web Configurator [x]

Here, youcan create anew Web Navigator site. Ifa site already exists, you
<an make changes to the exasting site of the Web Navigator with this.

Here, you ean creste s new standard Wab site or add 8 virtual feldae 1o an
exisling eckvated Web site: 5= WinCC Web Configurator ]

(F Craate a new standard Web site (star s.l'lgrinhry:umcﬁn.’:bp:gy aname. P address and TCP connection (default:

i Add toan existing Web site (virtual fo

Name of the Web site:
[WetHavgator

Port |P Addcass.

e —
80 192.168.10.202 )

cot_| [ ]_

WinCC Web Configurator [ x]

Mext | F'.!F' h
The Inetinfo parameters were set. It's recommended to restart M

B\ you system. ' A

[Eoa)]

e Name of website
The name of the standard website is "WebNavigator".

If the start screen of the OS Web Navigator is opened via a virtual folder in an
existing website, this happens using the following address:

http://<Server name or IP address of the 0OS Web
server>/<Name of the website>

For example:

http://WS0815/WebNavigator or
http://145.223.123.155/WebNavigator

If the start screen of the OS Web Navigator is opened as the standard website of the
IIS, this happens using the following address:

http://<Server name or IP address of the 0S Web server>
For example:

http:// WS0815or
http://145.223.123.155

e Port
Here, enter the port via which the Internet will be accessed using the HTTP protocol.
HTTP port number 80 is entered as default in this field.

e |IP address

The OS Web server's IP address that the Web clients will use to communicate with
the OS Web server must be selected here.

SIMATIC PCS 7 — The Web option
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e Standard website

If you select "MainControl.asp" (default setting) a menu bar is also displayed in
Internet Explorer on each Web client. You can use the menu bar to select and install
the components required by the Web client.

If you do not want the menu bar (navigation bar) to be displayed to the users of the
Web client, select the "Webclient.asp"” setting.

¢ Reconnect Interval

Use this option to enter the time period that should elapse before the Web clients will
automatically attempt to re-establish a terminated connection.

e Starting the website after configuration
Select this option if the website is to be started automatically after configuration.

If you do not want to select this option, you can also start the website and 11S
manually using the Windows Administration.

Adding to an existing website

If the WIinCC Web Navigator is to be added as a subfolder to your existing website,
select the option "Add to an existing Web site (virtual folder)". This option may be
necessary if the previous standard website must remain active or if the operating
system only supports the running of one website.

o Click "Browse" for a list of active Web servers, select the required Web server, and
then click "OK" to return to the "Create New" or "Add" window.

¢ Click "Next" to open the last window, and enter the port, IP address, etc.

£ winCC Web Configurator [ x|

Here, you can create a new Web Navigator site. If a site already exists, you
can make ch .

of the \web Navigator with this.

Selected
website

B Default Web Site . -
— Active websites

B winCC Web Configurator E

[

Here, you can create a new standard Web site or add a virtual folder to an
existing activated \Web site:
ﬁe
O

~ Create a new standard \Web site (stand-alone) %(

| "
f* Add to an existing Web site (virtual folder)
T —

Changes in the project: When you should open the Web Configurator:
e Whenever a new OS Web server is installed (as a general rule)
e Whenever a new project is added

e Whenever new SIMATIC PCS 7 components are installed or existing ones are
updated

SIMATIC PCS 7 — The Web option
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7.6 Configuring the Web client
The operator can log onto the Web client and access data stored on the OS Web server
via a TCP/IP connection.

All operations performed by the operator on the OS Web client are automatically logged
with the user name of the operator.

The user interface displayed by the Internet Explorer is similar to the user interface of
the operator station (OS), with areas for overview, work, and buttons.

To use the Web client for process control, you must perform the following preparatory
steps on the PC:

e Check the settings of Internet Explorer to determine whether the plug-ins for PCS 7
can be installed.

¢ Install the "Web Client" application on the PC that is to serve as the Web client. You
must download the appropriate PCS 7 plug-ins from the OS Web server for this.

7.6.1 Settings for the Internet Explorer

Security zone in the Internet Explorer
¢ Open the Internet Explorer on the Web client PC.

e Configure the security zone in the Internet Explorer.
Select

Tools > Internet Options

Switch to the "Security" tab.
Select either "Internet"or"Local intranet".

Click"Custom level.."to modify the settings for this security zone.

Make sure that the following options are enabled for this:

21|

"General Security |Pri'uaq-' I Contentl Conn EAfCovinload signed ActiveX controls
() Dizable

Select a zone to view or change security setf (Y Fromnt

g g |#| Run antimalware software on ActiveX controls
{2} Disable

Internet Local intranet {) Enable
4 | 4

Script ActiveX controls marked safe for scripting™:
() Dizable

Prompt

SIMATIC PCS 7 — The Web option
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Trusted websites in the Internet Explorer

Trusted sit X
P— X
. ceneral Security | Privacy I — I TR I Programs I ‘ ;}’ ‘You can add and remove websites from this zone. All websites in

7.6.2

Select a zone to view or change security settings. Add this wel

e Configure the trusted websites in the Internet Explorer.
— You are still on the "Security"tab. But now select "Trusted sites"

— Open the "Sites" dialog and enter the IP address of the OS Web server in the list
(for example, http://192.168.0.60).

— Disable the "Require server verification (https:) for all sites in this zone" option.

Firstclick "Default lewvel"andthenclick"Custom level.."to modify
the settings for this security zone.

Close all windows with "OK" and close Internet Explorer.

S this zone will use the zone's security settings.

= 0 the zone:
G{ J ® [ hitp://192. 168. 10. 100 Add
Local intranet Trusted sites Restricted Websites:

Trusted sites
This zone contains websites that you

http://192. 168, 10. 100 REemate |

[~ Require server verification (https:) for all sites in this zone

Close |

Site

Initialize and script ActiveX controls not marked as safe for s

o Lean

|Initia|ize and script ActiveX controlz not marked as safe for scripting|

Result: You have now fulfilled the conditions necessary to establish a connection
between the Web client and OS Web server.

Perform a "remote" installation of the "Web Client" software package on

the Web client

Install the "Web Client" software package on the Web client from the OS Web server via
the Internet on an intranet.

Requirements

e The project must be downloaded to the OS Web server. The required OS
(WinCC Explorer) must be open.

e The PC to be used as the Web client must have access to the OS Web server.
e The required OS (WinCC Explorer) must be open.

e You must know the name or the IP address of the OS Web server.

¢ You must know the domain, a user name, and the corresponding password.

e You must have user rights for the PCS 7 Web Option in the "User Administrator" on
the OS Web server.

e You must have at least power user rights for the PC.

¢ The installation file must be downloaded to the OS Web server.

SIMATIC PCS 7 — The Web option
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Steps - WebNavigator client
1. Open the Internet Explorer.

2. Enter the IP address of the OS Web server in the "Address" input box field using the
following syntax: http://<Server name> or http:/<IP address>.

3. Enter your WinCC user name and password in the "Enter network password" dialog
box. If you want the PC to remember your password, select the "Save password"
check box. If this is the first time you are connecting to the OS Web server, the
"Security Warning" dialog box opens for the installation of the WebClientinstall.dll
file.

g
Internet Explorer - Security Warning E

Do you want to run this ActiveX control?

Mame: WebClientInstall Module
Publisher: SIEMENS AG (unverified publisher)

Run Don't Run

|20
L2

|--"‘~ This ActiveX control was previously added to your computer when you installed
\l’y another program, or when Windows was installed. You should only run it if you
- trust the publisher and the website requesting it. What's the risk?

4. Click "Run" in the "Security Warning" dialog box.
— The homepage of the OS Web server is then displayed in Internet Explorer.

5. Select "Click here to install" in the main window.

,e_' LMBRE - Web Navigator - Internet Explorer [_ (O] x|
@A = |@ hiip://192.168.10.99) O || 42| |2 LNBRE - Web Navigator x | AL
§ls WinCC webnavigator Client V7.3 Upd1 [_TC]
You first need to install the Web 1 % Welcome to the Setup of WinCC Webnavigator
The installation will « r

com p u te r §la WinCC Webnavigator Client V7.3 Upd1

SIEMENS WInCC Webnavigator Client

Click here to install 0 Installation will start after Finish button is clicked.

— Perform each step given by the security warnings of the download function and
Internet Explorer.

6. The installation wizard opens. This will lead you step-by-step through the installation
of the "Web Client" application on your PC.

7. Perform each step prompted by the installation wizard until you reach the
"Customer information" dialog box. Enter your user name and the name of your
company.
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i"w—:'- SIMATIC WinCC/WebNavigator Client Setup ll

Welcome to the Setup for
SIMATIC WInCC,WebNavigator Client ¥7.4 SP1
Upd1

Setup allows vou to madify, repair, iié" SIMATIC WinCC/WebNavigator Client Setup

WwinCCwebMavigator Clienk, To cor

SIEMENS

Please note: 3

This software is protected under German and/or US American Copyright Laws
and provisions in international treaties. Unauthorized reproduction and
distribution of this software or parts of it is liable to prosecution. It will be
prosecuted according to criminal as well as civil law and may result in severe
punishment and/or damage claims.

Please read all license provisions applicable to this software before installing
and using this software. You will find them after this note.

= Back Mey MFarmi mienbimnad dhin cnflnrs nooa O oancbend co Tl Viarcion® acdomaiboe j

= T accept the conditions of the license agreement.
1 confirm that I have read and understood the security information.

Ullshield

< Back I Mext = I Cancel

8. Select the type of installation:

— Select the "Typical" option to install all required components. We recommend the
"Typical" installation option.

— Select the "Custom" option if you only want to install selected components.
— Now follow the instructions in the installation wizard step by step.

9. Click "Install" to start the installation process.

10. Click "Finish" to complete the installation process.

a‘,!l! SIMATIC WinCC/WebNavigator Client Setup

Standard program features will be installed. By default, all
languages will be selected for inr“'““"‘" e e
disk space.) ji SIMATIC WinCC/WebNavigator Client Setup 1 = B3

The program will be installed in ¢
examples and manuals. (Require

space.)
Choose which program features
@ ' Custom they will be installed. Recommen ¥ English
¥ German
Install SIMATIC WinCC/ igator Client to: ¥ French {5 SIMATIC WinCC/WebNavigator Client Setup
C:\Program Files (x86)\Siemens\WinCC\Webnavigator,
I Ialian
¥ Spanish
il izl ¥ Chinese Simplified Ciick Instzll to begin the instalation.
Eetpas et ¥ Chinese Traditional If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.
¥ Korean — .
¥ Japanese
ea Install to: C:\Program Files (x86)\SIEMENSWINCCY,
InstallShield
The following languages will be installed:
< Back Ne English
German
rench
Balian
Spanish
Chinese Simplified
Chinese Traditional hd
InstallShield

<Badk Instal Cancel
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Result:

Once the "Web Navigator Client" application is installed, a dialog box is displayed in
Internet Explorer listing all installed components, including details about their size and
version.

@& Do not click "Screens" because you must first install the PCS 7 plug-ins for this.

7.6.3 Perform alocal installation of the "Web Client" software package on the
Web client (from DVD)

Install the "Web Client" software package locally on the Web client from the PCS 7
Toolset DVD. Start the setup and select the customized installation. Select the package
Web Components > WebNavigator Client

and install the software.

Once the "Web Client" application is installed, a dialog box is displayed in the Internet
Explorer listing all installed components, including details about their size and version.

@& Do not click "Screens" because you must first install the PCS 7 plug-ins for this.

7.6.4 Installation of Web client plug-ins

To enable operator control and monitoring of faceplates in the process picture on the
Web client, PCS 7 plug-ins that allow access to faceplates via the Internet are required.

Installation steps

1. Guide the mouse cursor over the left edge of the window in the Internet Explorer to
open the navigation bar and display the main menu commands.

2. In the main menu, click the double arrow next to the name or IP address of the OS
Web server to display the submenus.

3. Click the "Download Area" submenu item to gain access to the area for downloading
files.

4. Click "Download plug-ins" in the download section. Now all available plug-ins for the
Web client are displayed on the right side of the Internet Explorer window.
Information about the size and status is also provided, and buttons appear to allow
the plug-ins to be downloaded.

SIMATIC PCS 7 — The Web option
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5. Under the "Install" menu item, click the arrow with information on the respective
version in order to install the three following PCS 7 plug-ins one by one.

— WinCC Basic Process Control
— WinCC Advanced Process Control
— PCS 7 Basic Faceplates

~
Download/Install - WinCC/WebNavigator Custom Plugins
Component Size Status Version Install
Microsoft MSXML 6.0
required for SIMATIC BATCH WinCC Options 1,492 K Installed [3] 6.0.3883.0
PCS 7 Advanced Faceplates
Web Components for PCS7 Advanced Faceplates 1,036 K Not installed ’:’ 9.0.0.0
PCS 7 Basis Faceplates
Web Components for PCS 7 Basis Faceplates (requires Microsoft Visual C++ Redistributable 2012 328it) 1,036 K Not installed [>] s.0.0.0
SIMATIC Batch WinCC APL Options
Web Components for SIMATIC BATCH WinCC APL Options (requires Microsoft MSXML 6.0) 6,568 K Not installed [3] 9.0.0.0
SIMATIC ES Common Services
Web Components for SIMATIC £S5 Commaon Services 1,036 K Not installed [3] s.0.0.0
SIMATIC Logic Matrix PCS 7 Web Plugin
SIMATIC LM PCS 7 Web Plugin 8,866 K Not installed [3] 9.0.0.0
SIMATIC Route Control
Web Components for SIMATIC Route Control Faceplate 1,036 K Not installed [3] 9.0.0.0
SIMATIC SFC Common Displays
Web Components for SIMATIC SFC Commoan Displays L177 K Not installed [3] 9.0.0.0
SIMATIC SFC-Visualization
Web Components for SIMATIC SFC-Visualization 4,243 K Mot installed [3] s.0.0.0
WinCC Advanced Process Control
WinCC Advanced Process Control 1,118 K Not installed 3 7411
WinCC Basic Process Control
WinCC Basic Process Control 1,332K Not installed [ 7411
v
< >

@& Install the plug-ins in this order!

The "WinCC Basic Process Control" plug-in must be installed before the "WIinCC
Advanced Process Control" plug-in. If you only install these plug-ins, you can perform
basic functions for operator control and monitoring without SIMATIC BATCH, SFC,
and SIMATIC Route Control.

6. Under the "Install" menu item, click the arrow with information on the respective
version in order to install the remaining plug-ins one by one.

Result:

The installation process for the Web client is now complete. Close Internet Explorer and
open it again in order to log on for process control on the OS Web server. Once you
have activated OS Web Server Runtime (process mode) on the OS Web server, you
obtain access to the process pictures on the Web client.

SIMATIC PCS 7 — The Web option
7-20 Course folder, V9.0.0, ST-PCS70SE



SIMATIC PCS 7 OS Engineering

7.7 Starting the Web client

Once all the required plug-ins are installed on your Web client, you can start process
control.

Requirements:

The OS server and the OS Web server must have been started in Runtime mode.

Procedure:
Enter the IP address of the OS Web server in the "Address" input box of the Internet
Explorer using the following syntax:
http://<Server name> or
http://<IP address>
Result:
The start screen that was set in the "User Administration" on the OS Web server is
displayed in the Internet Explorer.
If the "MainControl.asp" file was selected for the standard website of the Web client, the
navigation bar is displayed. The navigation bar will be minimized automatically in order
to allow the maximum amount of space for the display area of the start screen.
/2 ES1 - Web Navigator - Windows Internet Explorer M= 3
@_‘::vlg http://192.168.10. 199 j B[ *2 ]| X
88 ES1 - Web Navigator | | %5~ B - () o=+ Seitev Sicherheit+ Extras » @+
& | =]
Server wedhseln Reaktoren i Materialtanks Il
http://192.168.10.19_ [ X Speichertanks @ Signalbox
o SIEMENS
Zusatzliche Werkzeuge ¥
Download-Bereich ¥
®
Eigenschaften WebClient
@ —
Simatic HMI Webseite
Simatic WinCC Webseite
Simatic WinCC Flexible Webseite
®
™ peutsch
English
[ 1] Francais
I 1taliano
B Espaiiol
I
‘Ferﬁg ’7’7,7,7’7’7‘ f Vertrauenswiirdige Sites | Geschiitzter Modus: Inaktiv ’Tl 0% ~
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7.8 Exercise and checkpoint
Exercise: Set up an OS Web server and client

Task

You expand the OS client to include the functionality of the Web server. You use the
Internet Explorer on the engineering station as the Web client.

Checkpoint

How would you answer?

¢ |s it possible to operate several web
servers?
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8 Graphics Configuration

8.1 Learning objectives

7/

The participant knows...

e The graphic settings of the OS project
e The possibilities of dynamics

=

The participant can...

e Configure the extended status display

e Configure the extended analog value
display

e Modify block icons

e Expand faceplates

8.2 Settings and properties

Numerous settings for the graphical configuration environment can be made both in the
OS project as well as in the Graphics Designer.

8.2.1 OS project properties

You make the following settings in the object properties of the OS project, if required.

Update cycles

You use the update cycle to control how often a dynamic display is updated during
process mode. This can be, for example, the display of a fill level. The dialog box
displays a list of all pre-configured standard update cycles.

SIMATIC PCS 7 — Graphics Configuration
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Project properties
Operation mode I User Interface and Design
General Update Cycles | Hotkeys |  Options

WinCC provides some update cycles that you can select here.

[ User-defined

cycles

MName | Update {in miliseconds) A|

5 min 300000

10 min 600000

Th s 3600000 [ |F | Dynamic | Update Cyde
Uszer cycle 1 T — ﬁ

lL::jt e E EEER | _plll W] g R320;11A324ﬂ~10nAnalog.P1f:Ual£ 1h

Ia-:;.--:li-:

Property-specific

List of the update cycles of this project

assignment

ok | cancel |

Shortcuts

You can also define your own update cycles here to meet the specific requirements of
your project. When you insert a display in the Graphics Designer, you can assign an
update cycle to this display.

You can assign the following shortcut keys for your project:

e "Logon" opens a window for logging on a user in Runtime

o "Logoff" opens a window for logging off a user in Runtime

e "Hardcopy" opens a dialog for printing the screen in Runtime

e The System menu shortcut is not enabled for PCS 7.

Project properties
Operation mode | User Intefface and Design I
General I |pdate Cycles HotKeys | Ciptions

Hot keys are key combinations to which you can assign
specific actions within WinCC.

Actions:

Logon Assign |
Logoff

Hardcopy ISTHG +L
Systemmen

[_n_g}rléut key ]

Press the key combination that you want to use as a shortcut.
You can use the DEL key to delete the hat key.

ok | cancel |

To do this, select the desired action and press the desired key combination in the
"Previously assigned to" text box. When you click the "Assign” button, WinCC applies
the key combination for invoking the action.

SIMATIC PCS - Graphics Configuration
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Global design

You can influence the appearance of the user interface in process mode by selecting
one of the following two designs:

e WinCC 3D
¢ WiInCC Classic

@& The WIinCC "Glass", "Simple" and "Dark" designs are not supported by PCS 7.

These designs define the Shadow, Hover, and Style properties and the G1lobal
color scheme for the objects.

&= Note that many properties in the objects cannot be changed as long as the global
settings are active. For example, the background color of objects cannot be changed
when the global color scheme is set to "Yes".
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Global Design Settings [ %]
—
" Geneml Update Cycles | HotKeys | Options - —_—
Operation mode User Interface and Design
J J d Exporﬂlmpor‘l]
WinCG WinCC Wince
Settings for User Interface and Design Classic Simple Glass
B
Preview

Central Color Palette

Active Design:

The design features of the global design cannot be used in full for all object types.

WinCC 3D Edit |
Effect
‘ ‘ . ' I~ Enebie sherdos e
Effects Color scheme
C _) Object Style =] [ rext cbject | Attriates
. e e |
s SO o [
E sadgondder [ ]
ok | Cancd |

e [

RO ——
e [

=
=1

Global color
scheme

Selected
objects

You can also create your own design or modify an existing design. If you create your
own design, make sure to standardize the design settings for all projects of the plant.

If you change the design settings, check the appearance of custom objects and adapt
them if necessary.

When you create your own design, you must always take into account the hardware of
your computer. A complex design requires a more powerful computer.

Central color palette

&

The central color palette allows you to centrally change configured colors for objects.
The central color palette contains indices to which certain colors are assigned. You
assign these indices instead of colors to the properties of the objects.

If you change the central color palette, you also change all of the indexed colors from
the central color palette used in the objects along with it.

If you use the central color palette, you can change the colors in numerous objects at
the same time with just a few steps. Requirements for this are:

"WInCC Classic" is not set as the global design.
e The central color palette is created.

e The "Global color scheme" attribute is set to "No" in the object properties under
"Display".

e Colors from the central color palette are selected in the object properties.

The central color palette may contain up to 10 color areas with 20 colors each. It does
not have to be fully defined.

SIMATIC PCS - Graphics Configuration
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O Colors |
HENEEEEEN

N O

Project Palette

[ Palettes

[o [37£45
FFE%FFFFFF
Select index = =1

First, define your own project palette. You assign the desired colors to the indices (up to
20), but the list does not have to be fully used.

Color Selection B
............. 1O Field bute
PLiiiiiiiiil Geometry Border Color
B Colors Border Background Color
............. Styles Background Color
s Font Fill Pattern Calor
............. Flashing Font Color _SEIECt *® 27 28 29
Eiiiiiiiiv Miscellaneous index
............. Limnits
............. Output,/Tnput
------------- Effects 20 7 2 3 M
[ | |
Dt esvnns vl k- *» 7 k' 39
N _oows |
W

After you have set the global color scheme to "N0"in Object Properties /
Display, you can use the newly defined palette.

SIMATIC PCS 7 — Graphics Configuration
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APL color palette

For the APL, the colors are defined using central color palettes (1 — 14) (PCS 7 V8.1
and higher). As a result, the colors of the APL can be adapted to meet mandatory
requirements.

Colors used by the APL:
e "APL colors — part 1" (200 — 219) to "APL colors —part 14" (460 — 479)

If colors have to be adapted in a project due to mandatory specifications, check which
color number was used for the corresponding object and change this number in the
corresponding color palette of the APL. The changes are retained in case of an update.

The following colors cannot be changed using the central color palette:

e The colors (except trend colors) of WinCC Alarm Control, WinCC Online Trend
Control, WinCC Ruler Control and WinCC Function Control.

e The window titles can only be changes with Windows Designs.
¢ The colors of check boxes cannot be changed.
e Alarm colors are changed for the PCS 7 message system

e Trend colors are not changed automatically in the block icons of existing projects,
because these properties can be changed for specific instances and are not changed
in the update mechanisms for block icons.

Use the export function to export all color palettes in the project to an XML file. In case
of project-specific adaptations, we recommend a backup prior to a software update.

You can reset the APL color palettes to the PCS 7 factory state in the "Basic data" tab
of the OS project editor.

L!!| Refer to [113] PCS 7 V9.0 Advanced Process Library - 03_2017, 1.3.25 for additional
information and a listing of the APL color management.
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Application example: Global change of the highlight color for APL objects

The procedure for central change of the highlight color of an APL object is demonstrated
in this example.

By default, APL objects selected in OS Runtime are highlighted in light blue. This color
is to be customized.

Initial statein Runtime

light blue

{ upon selection J

Initial state when configuring
the APL object:

Objekteigenschaften

M-General| . .

>

Eigenschaften | Ereigniis I 5
.............. APL_BLOCK_ICON Attribut Stpl L
-~ Geometrie TagBadscolorl The APL colors 207 and 208 W
TagBorderColor = = =
; raariiCor are used for this highlight
i TagFontColor
i BlockIconHighlightFontColor 208
i BlockIconHighlightFillColor 207
i BlockIconHighlightBackColor 3
TempColor {
Value 1BackColor j
i) N ..

1. You open a representative example object for the customer request and determine
the APL color value used by default in the Color theme.

Farbauswal Farbauswal |
TT T I e ‘EAEEEEEEN b
EEEEEEC | BN :
EREEECT :lll
EEEEEEC | EEE
EEEEECTT | HEN
(TT I | HEN
ERNEEEE | INENEEEE
EEEEECT \ul_l_l_l_!l:cf___._ }
SNEERERRERRRRRRC pa =
| |
| | Tempwenz | [y
. j— D oo —+— 1= |
I fom  —— [ |
<o l o cos [ ) (e
b, S k
Projektpalette
|aPL colors - part 1 > & W o e ¢
=5 | EX A} EIEN IR =] 12T
[0 [ [ [ [ae [ [ | B D [0 [ [22 [aas] [ase [ 216 [
E Apbrechen | oK r! Abbrechen |

3

2. You open the central color palette again for editing and select the matching APL
color range that includes the colors you wish to change (206 and 207 in our
example).

3. To set the new desired APL color, use one of the options offered in the dialog (use
the mouse to select the color value or enter the RGB values according to customer
specification).
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4. Click the "To Palette" button (4a) to change the cursor; you can now assign the new
color to the desired APL color index (4b).

5. You apply the change of the central color palette with "OK".

Result:
New color upon
= 4 selection
Attribut | Statik | Dynamik
TagBackColor 202 7
TagBorderColor T New color values for the
TagFillColor Q2 APL colors 207 and 208
TagFontColar i
ighlightFontCalor T e—
BlockIconHighlightFillColor T ¥
BlockIconHighlightBackColor 206 [}
TempCalor W
Value 1BackColor 216 ¥

& Back up the APL color palette with an XML export before you change it. Use the
same method to back up the customized APL color palette.

Restore

You can reset the APL color palettes to the PCS 7 factory state in the "Basic data" tab
of the OS project editor.

Then open the central color palette for editing and check the original color assignment
as described. The original color assignment is applied by exiting with "OK".
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The Graphics Designer also provides some configuration functions in WinCC Explorer.

8.2.2 Graphics Designer in WinCC Explorer
These are essentially:
¢ Configuration and extension of the object palettes
¢ Configuration of ActiveX controls
o Display of picture properties and dynamizations
Graphic OLL

The objects of the standard object palette in the Graphics Designer are managed as

".oll" format files.

£ WinCC Explorer - dplant08\team08% 0sproj08\ wincproj’, 05084 0508.mcp

| Ele Edit YView Tooks Help
ISR N e e &2
=g 0508 | [ Name | Type [
;ﬂ Computer )\ @1001.POL Process picture -
”I Tag Manag A @@ConfigTypicals.POL Process picture
A M A @@MaintenanceTypicals.pdl Process picture
F. — - — -
r# Alarm Logging Object OLL 7]

J_U Tag Logging

a Report Desig
1. Global Script
ﬁ Tenxt Library
_—_=_'. Text Distrihut- Properties
il User Administrator
Fiy Cross-Reference
3, Server data
(B Redundancy
]JJ User Archive

L) Time synchronization

4% Horn
Press F1 for Help.

Select ActiveX Control
Show information column
Edit Favorites order

/ Line N Palyline @ Circle P
Polpgon @ Eliipse B Elipse Segment ™ EI
KN | ¥

Awailable Graphic OLLz

Disk |

|
<

_« |

Selected G

windobj ol
Staticts. ol
oleabj.oll
|0Field.all
group.oll
buttor. oll
BarGraph.all
slideroll.oll
picture.oll

state.oll
Lk =l

raphic OLLz

=
Prewview

0K |
Cancel |

This interface can also be used to import custom graphic objects in the Graphics
Designer and use them in the current project.
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ActiveX controls

The "Select ActiveX" dialog opens. This dialog shows all the ActiveX Controls that are
registered in the operating system. A red check mark indicates the controls that are
shown in the object palette of the Graphics Designer, "Controls" tab.

£ WinCC Explorer - d:\plant08'team080sproj08  wincproj}0S0840508.mcp

Select 00X Controls

| File Edt view Tooks Help
IREREAN 2 T e e & ?
B 0508

Q Computer

"' Tag Management

A

o Blarm Logg Open

111 Tag Loggin New picture

Graphic OLL
ORI <ot Active: Control
155, Global Scrig Show information column

Edit Favorites order

I Text Librar
[, Text Distrit Properties

i User Admiristrator
_?"‘ Cross-Reference
q_, Server data

g Redundancy
J_U User Archive

'-) Time synchronization
) Horn

Press F1 for Help.

Available OCx Controls: [253)

-0 Olnfa11 Cantral

- Olelnstall Class

[0 OWS Past Data

O Parameter Prompt Dezigrer 11.5
edundancy : Contral
-[¥T PCSY SFC Contral

[T PCSY SFC MultiChart Control
-] PCSY SFC Topology Control
O PromptGroupDesigner 11.5

[ reCBox Class

- ROPviewer Class

-0 Recarder Cortral

- Recarder Cortrol

- RefEdit.Ctil

i~ Details

Path:  C:Program Filez [x88)\Common

FilzzhSiemens \binkPCS 7RE ~1.0C
FroglD: PCSYREDUMDANCYSTATER. PCS 7RedundancyStatelCil. 1

Unregister OC I Fiegister OCx....

o]

Cancel

Other controls can be made available for the Graphics Designer. For example, Windows
controls or external controls can be integrated and then used in the project.

Picture properties

You open the "Properties" dialog from the shortcut menu of a picture. The "Properties”
dialog has two tabs that provide an overview of the most important picture properties.

The "Preview" tab shows a preview of the selected process picture as well as the
statistical properties of the picture file.

#% WinCC Explorer - d:plant08’ team08%,0sproj08', wincproj', 0508, 0508.mcp

| Fle Edt Wiew Tools Help
o
REREAE B ?
E_js 0508 «| | Mame Type | =]
..... Compuker /d’\ @PG_PIDConl_Ramp.POL Process picture
_____ i Tag Management @P&_PIDConl_standard.POL Process picture
----- M Graphics Designer Properties EH
----- A Alarm Loggin )
J e Preview | Dynamics |
----- J_|_| Tag Logging
a Report Designer E.I p— ~Created on
..... J ° Global Seript Modo de cparaciin | Manual |:| Date : Mortag, 11. Juni 2012
i Cansigna =
Texk Library Time : 08:31:21
Texk Distributor 7 : @
P ER Valor deproceso £ 0)) r~ Last change on
----- it User tdministrator G : -
= " Consigna } Date : Donnerstag, 8. Marz 2012
----- g Cross-Reference 5 Time - 15:43.08
T Server data 1 d [emm
----- Redundancy Valor manipulade & 0] File Size : 1530032 Bytes
""" ] ser prchive . ) Pcre Sze: 440358 Puels
----- L) Time synichronization |:
. E L L _f Mo. of objects : 40
- Horn
Press F1 for Help, Face: 1 Calidad
Ok I Cancel Apply
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Details of all configured dynamics for the selected picture can be displayed using the
functions of the "Dynamics" tab.

Properties

Preview Dynamics |

Type of Dynamics: =] Statistics |
Quartty Properties ﬂ |
Type of Dynamics [ Quan Preview Dymamics |
Tag connections 101
Indirect tag connections 0 T -
ype of Chynamics: i - isti |

Cyclical actions (C) 1 ITag connections J Statistics
Tags in cyclical actions {C) o : 101
Screens cyclical actions (C) 0 Ty
Event4riggered cyclical actions (C) 130
Tags in event-riggered cyclical action... 0 Object | Property | Tag | oyee | o
Screens in event4riagered cyclical acti... 0 RangeHI_PV OutputValue .PV_OpScale#High 5
Cyclical actions (VES) 0 RangelO_PYV OutputValue PV_OpScale#low 5 —
e Y o RangelLO_MV QutputValue MV_OpScale#Low 5

RangeHI_MV OutputValue MV_OpScale#High 5

csoFpBtnUserl BinText2 SelFp1#Jump o

csoFpBtnlUserl BinLinked Text2 SelFp1H05_Text 0

csoFpBtnCpm BinText2 LCPI_In#Jump 0

csolOAnaPy LinkOp SimPV 4

csol0AnaPyV AnalinkLoLim PV_OpScaleflow B LI

ok | Cancdl | il |

The first time the "Dynamics" tab is opened, the type of dynamics is set to "Statistics" by
default. The overview list displays all the types of dynamics and the frequency of their
configuration in the selected picture.

Double-clicking an entry in the list opens the detailed view for the corresponding type of
dynamics.

8.2.3 Selected basic settings

The Graphics Designer is a combination of a graphics program and a tool for
representing processes. It offers numerous functions, so it is important that the user can
set up his/her own customized work environment.

This is done in part through the basic settings of the Graphics Designer, which can be
used to adapt the following properties:

¢ Display and settings of the grid

e Display and settings of the menu and the toolbars
¢ Visibility and zoom factors of the individual layers
o Default settings of objects

e General settings and options

The basic settings of the Graphics Designer are opened from the menu bar

Options > Settings

SIMATIC PCS 7 — Graphics Configuration
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Grid
You can display a background grid to enable precise work. If required, you can enable
the "Snap to grid" option. Then, all objects are automatically aligned to the grid when
they are created or moved.
Y [ ]~ A2no¢ [Took | Window Help e .
| s
e | — 0 L | |
= I e ] s I IV Save settings on exit
v Sn”ww Text Import & Export... P— o p Dlwpﬂ'
¥ Displaygid  pem— [~ Deack RA aven
o —
€15 5 « 10 . o R
c 2 C2% 50 I™ Display information in case of changes in faceplate
type (Graphics Designer, WinCC Explorer, WinCC
r] wﬂ C méi Runtime)
Object selection:
onasie ) =
 Touching
Copy and paste object(s}
- Soeey
¥ 0CX display
v Eagwn' iim
v Always reset object type selection
ok | Caes | iy | Hep
oK Cancel | copy | Hee |
The grid width is set in the basic settings of the Graphics Designer. The "Display grid"
and "Snap to grid" settings can also be selected in the standard toolbar.
The specified grid properties are not saved with the process picture. When a picture
is opened again or a new picture is created, the default settings of the program will be
active again.
Options
You make global settings in the "Options" tab.
e Use configuration dialog
If the check box is selected, the "Configuration Dialog" window opens automatically if
the inserted object has a configuration dialog. If the check box is cleared, the objects
are inserted with the default settings.
Regardless of whether the check box is selected, the Configuration dialog can be
opened at any time via the shortcut menu.
Right-click > Configuration dialog
e Edit properties
Attributes of objects can be changed via the object properties. Whether a value can
be entered directly in the "Object Properties" window or whether a dialog box is to be
opened is specified using the "Edit properties directly" check box.
If the check box is selected, the value of an attribute can be changed by double-
clicking on the attribute in the "Object Properties" window. If the check box is not
selected, double-clicking opens a window for entering a value. The check box is
selected by default. This means that figures and text can be entered directly in the
"Object Properties" window.
SIMATIC PCS - Graphics Configuration
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e Copy and paste objects

When the "Into active layer" option is selected, copied objects are pasted into the
active layer, regardless of which layer they were copied from.

When the "Into previous layer(s)" option is selected, copied objects are inserted into
the layer from which they were copied. If multiple objects from different layers are
selected and copied, each individual object keeps it previous layer assignment.

e Always reset object type selection

When the check box is selected, the mouse pointer reverts to the selection mouse
pointer after an object has been inserted. If you want to insert several objects of the
same type, however, you can clear the check box. Then, the active object type
remains active after an object has been inserted, and the same object can be quickly
inserted multiple times. You then do not have to reselect the object type for each
object to be inserted. This option is selected by default.

8.24 Preassigned object properties

R Selektion l
5 o sandors o
Erioa Propetties | Events |
. Polygon
Polygonzug Default-Static Text | Attribute I Static 4|
D Elipse Geometry Font Size 12
) Kreis Colors Bold No
Elipsensegment Styles Italic No
L Kreissegment Font Underline No
Elipsenbogen Flashing Text Orientation Horizontal
( Kreisbogen Miscellaneous Iy alignment Centered
Rechteck Filling I ¥ Alignment -Centered
Rundrechteck Effects v
A. v Eigenschaften 4
o) Verbinger
@) Smart-Objekte :l V /
4} Windows-Objekte [
| Bk Rohr-Objekte ;_I
Ast.. |Elc.. ==st.. Aepr. 22222

The various object types have preassigned properties in the Graphics Designer. When
an object is inserted in a picture from the object palette, the object assumes these
preassigned properties.

The default settings for the individual object types can be adapted as required. Ideally,
the default settings should be adapted before you begin creating a process picture. In
this way, it is possible to limit the extent of later adaptations needed, for example, for
frequently used objects.

If you are representing a complex process and need numerous process pictures with
identical property settings for it, it is recommended to create a "master picture”. You
define the object settings in this master picture and use it as a template for all individual
process pictures.

All information on the default settings for object types is contained in a PDD format file.
By default, this is the "Default.pdd" file in the "GraCS" graphics folder of each project.

The example shows how to change the preassigned object properties of the static text
field. The default setting is to display the text at the zero point of the coordinate system,
i.e. at the top left. However, this is a rare use case. It is more common to display text
horizontally and vertically centered.

SIMATIC PCS 7 — Graphics Configuration
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| Rectanale ;I
} Rounded Rectangle
o Connecto | == Inserting
=7} Smart Objects
2% Application Window
[] Picture Window |
ict| Contral |
0LE| OLE object Object Properties
B 1O Field Propetties | Events |
4 Bar Default-Static Text | Attribute Properties
24| Graphic Object Geometry Font Size
%8 Status Display - Colors Biold
K1 v Styles Ttakic
| — Font .
st [Elc. ==st. Mepr. , Underline
- — Flashing Text Orientation
Miscellaneous % Alignment
Filling
Effects

Automatically
centered

Once the static text field has been inserted, the test to be displayed is automatically

centered.

8.2.5

Configuration of the control selection

The control selection can be configured not only using the properties of the Graphic
Designer in WinCC Explorer but also directly within the object palette of the Graphics

Designer.

Controls x

k Selection |
4 W Select OCX Controls EE
gty Add/R
= Wine ontrol Available 00 Contrals: (293)
55 WinCC Gauge Control - =
| WinCC Push Button Control Insert ActiveX
) WinCC Slider Control
_!, WJInCC nlarlrnCnntrcI 3 WS Post Dt
Q_ WinCC OnlineTrendControl /D Pakameter Prompt Designer 11.5
B4 winCC FunctionTrendControl -1 PCSY Redundancy State Control
=) [ PCSY SFE Contral -
=21 WinCC OnlineTableControl :
) ) | --[¢f] PCST SFC MultiChart Cantrol
d WIRCC UserarchiveContro \ SFC Topology Control
Fi) WinCC RulerControl ptGroupDesigner 11.5
1 WinCC UserAdminControl MD rcCBox Class
v ) i - ROPViewer Class
3
W WinCC Media Control - Recarder Cortral |
W WinCC WebBrowser Control
i~ Details =
st MET controls All registered
ws "WPF Controls PR ActiveX
Q Stanﬂa...:—:.- Controls| == Styles #¥ Proce | Frogll:
nreaister D | Register O, .. |
Ok I Cancel |

&

Not all listed ActiveX elements can be used. Only the PCS 7 and WinCC components

are enabled for use. The remaining elements can be used only if they support the

OCX interface of WinCC.
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WinCC offers various options for making the objects of a process picture dynamic.
Basically, there are two types of dynamizations.

¢ Dynamic objects change their appearance and position depending on, for example, a
process value. An example of a dynamic object is a bar with a length influenced by a
current temperature, a pointer instrument with a moving pointer, or an object which
changes color depending on the position of a workpiece.

¢ Objects that can be controlled by the operator react to events, e.g. a mouse-click,
and enable the operator to actively intervene in the process. Examples of operator-
controlled objects are buttons, sliders, and I/O fields used for entering certain process

If you copy a dynamized object in the Graphics Designer, the dynamics are also

copied. The copied object is then affected by the dynamics in just the same way as

When a tag is connected to a property of an object, the value of the tag is transferred
directly to the object property. This means, for example, that the value of a tag can be
directly influenced by an I/O field.

You should always use this type of dynamics if you want to transfer the value of a tag
directly to an object property.

s
30

Fiker: ﬁ

I+

8.3 Dynamics
parameters.
=
the original object.
8.3.1 Tag connection
Properties
Alignment Palette
Layer Palette
Color Palette
Object Palette
Font Falette
Standard Palette
Status Bar

. Zoom Palette

<]

Output Window
4 Library
Controls
Dynamic Wizard
Object properties

Process Pictures

Standard

Styles
Tags

B

Reset

Object Properties

+ [+
T e e

F-&-E-E-E-E

Properties | Events |

© R3Z0TICA32SPID
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R
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oale Pan wL

|
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Geometry
Colors
Styles
Font
Flashing

Miscellaneous
- g
| irnik<

| 2]

Attribute
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Input Value

Data Format
Output Format
Apply on Full

4|

Output Yalue

Na)

e )a)

1 Dynamic

R320/LIA324/MonAnalog. PY_Out#Yalue

i

Alternatively to the Tags dialog, a tag connection can also be performed from the Tags

window.
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Templates

The Tags window can be opened in two ways:
e Menu bar > View > Toolbars
e Shortcut menu of the toolbar

The Tags window has the same content as the Tags dialog, but it need not be closed to
apply the selection. The tag is transferred using drag-and-drop.

If numerous properties need to be dynamized, this is the fastest and most convenient
method to connect tags.

Ideally, block icons are generated automatically in PCS 7 based on the assignment
within the plant hierarchy. Unfortunately, this is not always possible, especially for
migrated projects.

For such cases, PCS 7 provides a template picture, which contains the modified block
icons. Their properties are modified in such a way that they are not recognized by the
Create/update block icons wizard.

Therefore, they must be connected manually to the desired process tag in order to be
used. This is done either with the Dynamic wizard Link prototype with a structure or
using a drag-and-drop operation from the Tags window.

Layer Palette
Color Palette

Font Palette

Status Bar
Zoom Palette

4 Library

Controls

Process Pictu
Standard
Styles

Tags

Reset

Alignment Palette

Object Palette
Standard Palette

Qutput Window

Dynamic Wizard
|—_] Object properties

Tags x

&

Filter: FI Type fitered = ‘ = ==
+- 15 Plant0s -] PR -
® ~ | E: rR3AA/LIA334/MonAnalog

i Internal tags
N List of all structure instances

#E: @Diag_MS_Actions

% E: @Diag_MS_Destinations E: R310JLIAZ14/MonAnalog
& E @D:ag_l\_ﬁS_Lmks E: B420fL1a424/Monanalog
- E: M516/TripAlarm Anal
1 Fe B memee I Camoe nnsog

res

| ] (18
. 124/MonAnal .
i )
1 -99999,99) -

(] ] ]

-18

Block type filtering during selection only works if the graphic object has an attribute with
the name Server name, which determines the type. Therefore, this method is
actually only applicable to templates.
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8.3.2 Dynamic dialog

If the value of a tag cannot be assigned directly to the desired property of a graphic
object, you need an additional logic, which is often implemented using a C script.
A classic example of this is a color change for a fill-level indicator (bar) that is based on

the fill level.

You can use the Dynamic dialog in order to simplify this programming. Here, you
formulate an expression using tags, functions, and arithmetic operators. This expression

is compiled in a C script, which maps the

value of the expression, the status, and the

quality code to the value of the assigned object property.

Typical application examples are:
.
.
.
e Monitoring the status of a tag

Monitoring the quality code of a tag

Example 1: Filling with color change during filling

. -T
‘ Object Properties x
. .
Properties I Events |
Rectangle - | | attribute . Static |
Geomekry Border Color [ =
Colors EBorder Backaround Color | — Y
Styles Background Color .
Flashing Fill Pattern Colar : »"_. Dynamic Dialog. .|
Miscelaneo: C-Action..,
Filing = WEBS-Act .
4| | » I—I 1| | Tag...
Delete

SIMATIC PCS 7 — Graphics Configuration
Course folder, V9.0.0, ST-PCS70SE

Mapping the value ranges of a tag to colors
Monitoring single bits of a tag and mapping the value of the bit to colors or texts

Monitoring a Boolean tag and mapping the value of the tag to colors or texts

Value Range [ %]
Used Language: [ German {Germany’) ﬂ
Event Name: ] Tag gl
Expression/Formula:
| 'R320{LIAZ24/Monanalog, PY_Ouk#Value’ .
—_ ag ...
Result OF The Expression/Formula: Function ...
valid range [ upto | Back... | | Operater ...
voherongel 0 e |
Range2 &0 [ ] Bt
—1 oec
Add I

(¥ Do not evaluate bag status
(™ Evaluate tag status
(" Evaluate quality code

Valid range

Cancel

-19



SIMATIC PCS 7 OS Engineering

Example 2: Color change based on the value of a bit

Yalue Range | ]
@ Used Language: I German (Germany) E]
Status ta T
Object Properties tat . g I 2 gl
Properties | Events | el
'M120/v122/Valve Status2’ oo | BRO L Check
Rectangle  a|| Attribute Static ] _, _I _I
Geometry Border Color . Resuk Of The Expression/Formula; Data Type:
Colors Border Background Color C—¢@ | yaid range | Back... | € Analog
Styles Background Color I —/ golean
Flsshing | il Pottern Color G — [ .
Miscellaneous—) C-Action. .. Bit Selection d
Filing — VBS-Action... i
« |>[—I q | T Btdaskg [0 Bit selection | |
Delete _I

31 30 2928 27 26 252423 2221 20 19 18 17 16
g eeeeeeeseesdeese

(O I ol o ol all ol ol aif ol aif el ot il ol ol ol o
CE" 1514131211109 87 65 43 2 1 0
CE ooy

ok | concel |

A dynamization with the Dynamic dialog may also be used to monitor the status of a
WinCC tag in Runtime. In the case of external tags, monitoring the tag status also
allows conclusions to be made about the status of the associated connection.

The area on the left displays all tags used in the expression.

In the area on the right, you can assign a value to the object property to be dynamized
for each tag status. You change the value of the object property that applies to a tag
status by double-clicking the respective value in the column of the object property.

Example 3: Numeric fill-level display with an indicator for communication interruption

Value Range HE
. 99,99-
99 Uzad Languags: [ German (Germany) =l
- Ll Object Properties X E . ITN gl
Properties | Eventsl )
Rectangle | | Attribute [ Skatic [ _ |'R320.ﬂ-l-°-324lf'1mﬂn!b?-9'-’_0¢ﬂ'm' _I Chack
-~ Geometry Border Color I Resuk Of The Expression/Formula: Data Type:
Colors Border Background Colar 19 & Analog
ahyles Background Color . ¥ " Boolean
Flashing Fill Pattern Color i R ol
Miscellaneou: | Dhact
Filling -
Kl | add
" Do not evaluste tag status
(+ Evahuake tag status
" Evaluate qualty code
[=- State alid range | Back... | -
R3IZOMLIAZZ4] |Server not available, |
Mo eonnection ]
Mo check-back message [N
al I [ LI Addressing error —1 LI
i

The quality code of a WInCC tag can also be monitored in Runtime. In the case of
external tags, monitoring the quality code allows conclusions to be made about the
quality of the associated tags during the process.
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If you select the "Evaluate quality code" check box, the Dynamic dialog expands.

The right section of the Dynamic dialog shows the selection of supported quality codes.
All quality codes of the data manager that are not directly available in the Dynamic
dialog are grouped in the group signals "bad miscellaneous state" and "uncertain
miscellaneous states".

8.3.3 Dynamic wizards

The Dynamic wizard is another means of implementing dynamics. The type of dynamics
involved depends on the tasks of the wizard. Many Dynamic wizards generate C scripts
that are linked to an event of the selected object. However, there are also wizards
available that perform a tag connection to an object property.

A menu guides you through the steps required to assemble the necessary data, and the
dynamics are then generated with the selected parameters. This involves prepared
scripts that are stored on the OS in Root directory / WScripts.

You can open the browser of the Dynamic wizards using the menu command

View > Toolbars

or using the shortcut menu of the toolbar.

@& The Dynamic wizards available in the browser depend on the type of the selected

object.
Alignment Palette
Layer Palette
Color Palette
Object Palette WinceC
Font Palette
Standard Palette Abdd dynamics to the prototype
AFill object
slatusiear AlLink a prototype to a structure or ing link
Zoom Palette AMove object
ANetwark Entry Point DyWamic Wizard X
Output Window AOperationable if authorized "SExport picture objects
l:l Library ASetting/Resetting a bit "= Import picture objects
Asetting/Resetting bits wu0pen picture in process window
= p— sedPicture exchange in workspace

Picture Func.. | System Func.. | Imp [.; Picture selection via measurement point
wSwap the customized objects connection
date of the picture objects

Process Pictures
Standard
Styles

Tags

Basic Process Control
[ Bicture Fu.. | System Fu.. | Import Fun.. | SFC_ | Standard.. |

Reset
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This is a summary of the most commonly used wizards in PCS 7:

In the Standard Dynamics tab:

The following wizards are primarily used to connect block icons that are not dynamized
automatically to structure types.

e Link faceplate with faceplate

You can use the "Link faceplate with process tag" wizard to connect an existing block
icon to the process tags available in the project.

e Add dynamics to the prototype

You can use this wizard to dynamize an object property using an element of a
structure tag.

e Link a prototype dynamically

You can use this wizard to connect an object property of faceplates or customized
objects edited with "Add dynamics to the prototype"” in Runtime to a tag of a
structured data type. The wizard can only be used if the selected object has the "tag
name" property (case-sensitive).

¢ Link a prototype to a structure or rename an existing link

You can use this wizard to connect the object property to a structure or to rewire the
interconnection with a structure.

This wizard makes all necessary changes by changing all references over to the new
structure instance. This affects all dynamics implemented through actions, direct
connection, or the Dynamic dialog.

e Connect group display with picture

This wizard is only offered for selection if a group display is selected in the Graphics
Designer.

You can use this wizard to connect the selected group display to a picture in which
additional group displays are interconnected. All message states of the connected
picture will be displayed in the selected group display in Runtime.

e Connect group display to PCS7 tag structure

This wizard is only offered for selection if a faceplate or a group display is selected in
the Graphics Designer. You can use this wizard to connect an existing group display
to the process tags available in the project.

Picture functions

e Open picture in process window

You can use this wizard to create an action for changing a picture in the process
window. The name of the new picture to be displayed is specified during running of
the wizard.

¢ Picture selection via measurement point

You can use this wizard to create an action for picture selection based on a process
tag to be selected. The name of the process tag and the new faceplate to be
displayed is specified during the course of the wizard.

SIMATIC PCS - Graphics Configuration
Course folder, V9.0.0, ST-PCS70SE



SIMATIC PCS 7 OS Engineering

Picture selection via group display

You can use this wizard to create an action for picture selection based on a group
display. When an alarm is signaled in one of the associated group displays, you can
click the corresponding field to jump to the picture containing the triggering process
tag.

Update of the picture objects

This wizard updates all customized objects with a special type identifier contained in
the current WinCC picture or in the project. The wizard is part of the "Graphic Object
Update" functionality.

Export picture objects

This wizard exports customized objects with type identifier contained in the current
picture or in the project into an Excel worksheet (.csv format). The object type and
the interconnection information are exported along with other information.

Import picture objects

This wizard imports customized objects in WinCC pictures. The required information
is normally read from a file that was generated beforehand with the "Export picture

objects" Dynamic wizard and then modified.

8.34 Direct connection

&

A direct connection can be used for reaction to events. If this event occurs in runtime,

the 'value' of a source element (Source) is used for a target element (Target).

Constants, tags, or the attributes of the objects in the picture are available as sources.

Tags or the dynamizable attributes of objects and windows or tags can be used as
targets.

The advantages of direct connection are the simple configuration and the time response

in runtime. Direct connection has the best performance of all dynamization types.

Direct connection has the best performance of all dynamization types.

Constants as source

If you select a constant as a source for direct connection, you can enter a string, an
integer or a real value in the text box.

Classic examples are:
e Picture change by writing a picture name in the target.

e Writing a constant value (e.g. reference) in a process tag. This corresponds to a
direct operation.

Object properties as source

If you select an object property as the source for direct connection, you can select any

target. You must, however, ensure that the data types match. The dialog does not catch

inconsistencies. Classic examples are:
e Passing on the operator-control enable in standard faceplates.

e Passing on colors from object to object.

SIMATIC PCS 7 — Graphics Configuration
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Tags as source

If you select a tag as the source for direct connection, you can connect it to any target.
You also need to ensure that the data types match.

Classic examples are:

e Writing one tag to another tag. You can optionally have an operator message
generated.

e Passing on colors from object to object.

Configuration

The starting point of a direct connection is always an event. You select the source and
target, and create the direct connection.

Object Properties b 4
Properties EVW'

[ Property Topics a| [ Execute on | action
[#- Geomebry f
= Starting point J Direct Connection BHE
Border Backirwdnd Color - ~Target
Background Color onstant [ E' ™ Current Window
A
1 ill Pattern Color = & Property (' Object in Pictura
1 b| :
' | Craa | =] |cm= |
% Direct € Ircrect @ Drect € Indrect [T Operater input msa,
Object: Property: Object: Property:
Flashing Line Color C a |
Background Color Flashing Line Color
Global Colar Scheme
= = BtnshowHide Tagnam Global Shadow
ek Eropertes Buttonl RA10/V21 1 Valve Height
Froperties | Events | Contrall R310/vZ12{Valve Line Ba:ﬁrwnd Colt
- Conbrol2 R310/v213Valve
Line Skatic Linel R310/v31 1/ valve Line Ends
Geomet Lina Color I Line10 R310/V312/valve Line Flash Frequency
< " Linel1 R310_11 Line Style
Colors 3 — || i
Styles Line2 R310_12 LII";E ‘Weight
X H Line3 R310 13 Object Transparency
Flashing \ End point Line4 Flashing Background COperator-Conkral En
Miscellsnaous LineS Ll Flashing Batkgmund;l StaticTexk] Posiion ¥ =
Effects
q | ok | concel |

In this example, a change in the background color triggers forwarding of the color value
to the line color of a line.

@&  The direct connection only works when the static value of the source matches the
static value of the target.

The starting point of the direct connection is indicated by the blue lightning bolt on the
associated event.

If the target of the direct connection is an object property, you can recognize this by the
italic font in the properties. Unfortunately, the associated source cannot be determined
from this.

@& You can display an overview of the direct connections configured in a picture in the
Statistics tab of the properties of the picture. You can also see from where and to
where a configured direct connection runs.
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8.3.5 C scripts

C actions can be used for dynamization of object properties and for reaction to events.
For the dynamization of object properties, the value of the object property is determined
by the return value of the C function. Use C actions if, for example, you want to process
several input parameters in one action or you want to execute conditional instructions
(if ... then ..).

Dynamization of object properties

You use C actions for dynamization of an object property in order to dynamize the value
of the object property in runtime according to a trigger, a tag, or the status of other
object properties. You should use a C action when the tag connection or Dynamic dialog
options are not sufficient to solve the task in question.

C action for reaction to events

You can use C actions for reacting to an event that occurs on a graphic object. You
should use a C action if the direct connection options are not sufficient to solve the task
in question. The use of actions for reacting to the change of an object property
influences the performance in runtime.

RS AT ALAL:

Object Properties
Propetties  Events |

=] Property Topics ;I Execute on
[+]- Geametry
[ Colors -
Border Color J Function
Border Background Ce S ow A+ AWith change 5 reaion
Background Color = Propect [P [Stirchude “apdafap b
Fill Pattern Color = & fL'l Srandard Functions :monﬁmu{hmdchr IpszPicturelame, char® lpsz0bjectN ame, char® lpsaPropedtyName, long value)
B 5 Internal functions
| | » < =

ko it Rakocolon
kol = GetBackCoioe(Pic_2, Ob_2):
]secaa-:kwmln-;_u. Obi_1. beokce]]

Set background [ ] oo |
[P

color Lie: 15 [Cohemco

Ready

In this example, the background color of the "ToReactors" object in picture "M110.pdl" is
forwarded to the "FromM110" object in picture "R310.pdI".
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8.3.6

8.3.7

VBS scripts

Apart from the dynamization options using direct connection, C action, and tags, WinCC
also offers VBS actions for the dynamization of graphic objects in runtime.

You should use VBS actions if

e you want to process several input parameters in an action
e you want to execute conditional instructions (if ... then ...)

e you want to change several object properties in an action

e you want to access selection dialogs of the operating system, e.qg. file selection dialog
or color selection dialog

You create VBS actions in the VBS action editor of the Graphics Designer. The action
editor offers a similar range of functions to the VBS editor Global Script. You can also
access procedures that you have created in Global Script from the Graphics Designer.

Exercise

Exercise: Dynamize the colors of the pipelines and fill levels

Task

8-26

The material tanks are used to store 2 intermediate products and an additive, these
have different colors. The colors of the pipes and fill levels through to the storage tanks
should change their color depending on the setting of the valves and the open material
container. The configuration is restricted to the material tanks, the R310 and the storage
tanks. Set up direct connections, dynamic dialogs and C scripts for the dynamization.
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8.4

8.4.1

Selected graphic objects

Extended status display

Status words

You can use the extended status display to define various states based on up to four
control tags. You in turn assign graphics to the states that visualize these states in the

process picture.

Configuring is tailored to the PCS 7 blocks. These have one or more status outputs
(status1..4) of the double word type, the bits of which are assigned permanently
defined block states.

The VIVL valve block has in its second status word, Status2, the following assignment:

Bit Meaning

20 1 = Valve open
21 1 = Valve closed
22 1 = Valve opens
23 1 = Valve closes

To visualize these 4 valve states, you configure an extended status display.

You can find all required information or states in the double word status2, which is
why you assign this four times as a status word. You assign bits 20 to 23 to be
interpreted according to the bit assignment.

As a result, you get 16 different states, which are also called indices. Some of these
indices are irrelevant for the valve, i.e. they are undefined.

e Extended status display properties | 7] %]
. ‘>(‘ < O |
o p . Value 1 Value 4
OO B r orforming the status value ——————
< B3 copy Ctri+C
Duplicate [ITEd fom status word2 v] Beo. | 20 = [IELI ffrom status wordz x| B No. | 22
(@ Paste Ctrl+v O=0 [from status word2 ¥ | BENo. | 21 = ET1 {from status word2 ¥ | Bt No.[ 23 =
Delete Del |
Customized ije[ Valueﬁ o vl Value 8
Group object IR =TS Unused bits
Linki » ’ bl Bt 23 (Maintenance Requirement)
= kel Bt 22 (Process Message)
| e
x ki B 19 (Operating Message)
gropeglies [ 62 18 (Status PLC)
| £ B2 17 (Status 0S)
| |_|B# 16 (Measuring point Disabled))
I~ Use group value for display Bpot corfigwation | impodt configuration |
0K | Cancel ooty |
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The question now is how to find the bits containing the valve states in these indices
again. To make this easier to figure out, the graphic to the left of the status word
selection indicates the significance of the respective bit.

The status bits are thus mapped as following to the status bits:
Status bit 20 - status bit 0 > value 1
Status bit 21 - status bit 1 - value 2
Status bit 22 - status bit 2 - value 4
Status bit 23 - status bit 4 - value 8

This results in the following assignment of the graphics, where index 0O is displayed as
"closed" because all outputs are set to "FALSE".

Extended status display properties E3
: General AssignPicMesl
d +
SR | | it Use drectory for pictures:
= 5 B cony crl+C — :
Dupicate _ BasicPictwe | |
EP i it apl_fp_VivL_closed_V8.emf
Pas + apl_fp_VivL_opened_90_V8.em
Delete Del apl_fp_VivL_closed_V8.emf
: A apl_fp_transparent emf
Custnmlzéd object | apl_fp_ VivL_opening 90 V8.emf | apl fp VI
Group object apl_fp_transparent emf
S apl_fp_transparent emf
I Lfp_|
Lokng apl_fp_transparent emf .
[0) ok vien i, Pl
g |_fp_transparent emf
Properties 2l C Alltypes
st Q apl_fp_transparent. emf I e
Indices used p-ensparent emf @4nPtm_dsb.emf ﬂ & ek emé
b_transparent. emf gﬁnPtn;i enb.emf C “bmp
3. & 5
13 apl_fp_transparent emf @auto.emf C g
14 apl_fp_transparent emf @CIRCLEGRAY.EMF C *pg
15 apl_fp_transparent emf @CircleGrayV8.emf ~
@CIRCLEGREEN. EMF P9
@CircleGreenV8 emf .
@CollectValue_empty.emf |
| J Bl |@coecvole Fem & L |
0K I Cancel I Apply I

Group value

The states you have defined in the extended status display can also be linked to the
message status of the process tag. This message status is available in the OS in the
EventState tag, which is interconnected with the group value of the block icons or the
group display in PCS 7.

This functionality is used, for example, in the standard library to implement the group
display for the block icons of valves. Since the only states here are "good", "process
control error" and "process control failure”, an extended status display is much more
efficient than a group display.
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tagname S
i :ﬁl: QN £ xtended status display properties 21X}
DI e g O | Asonpes| ;
------- o o e fork he Extended status display properties K E3
---------- CITH fronmommonis] o [T 2] [ Geoed AsinPitas |
OB [osmawn ool T 2 ED sk it ke
Index| State| Alam Basic Pictuee
0 0 OK @CollectValue_tiansy
: clthe A 19 0 BRS(S)-  @Colectshe emply o pichse
D 2 0 BRZ5(Sl+  @ColectVale_empty S M
Used bts . . - 21 0 Br5(S)+Q @CollectVale S em \
IB: 24; LC Process Control Eor) : 2 0 BR2AFL @ColectVabie_empty
B 25 (PLC Process Control Fadurs) 23 0 BR24(Fls  @CollactVale_smply '
24 0 Br24[FlL+Q @CoboctVabse_F.omé l
i] 1 oK @Messagelock eed =
= 63 1 BRSEL  @Messagelockent  FleRRer
70 1 BR2S(S)+  @Messagelock ed  Migpes
L] n 1 BrS5(S)+0Q @Messagelock emé
72 1 BR2A[Fl-  @Messagelockent  [@owment a] et
73 1 BR24(FLs  (@Messagelock eerf @auto.emf C “bmp
<< ’
@CRCLEGRAY EMF
7 1 BR2AFLeQ @Messagelockent | |orl o o et g
@CIRCLEGREEN EMF C *po
Priorty higher I Priocty lower J @CircleGreeriVs em -
@crcleorange. ené Pog
@CIRCLERED. EMF
@@tc:chRM/Bm y
~ chelianspacent eml
¥ Uss group value for display = @crcketiansparentVs emé ]
@CollectValue_empty eml
@Colectahus F eml )
m !
< 2| [@Colectvahm tantomers.ex]
[T = o |

In the AP library, the group value is used to manage the limit display of alarms.

If status bits and group value are used at the same time, the combination can produce a
very large number of states.

There are 16 message classes defined in PCS 7. They can assume the status
"Incoming", "Incoming acknowledged" or "Outgoing unacknowledged". This yields
49 states, including the "OK" status.

Extended status display properties BE
"General Assign Pictures |

Index st Use deectory for pictures:

Index| State| Alarm Basic Picture|_a| |

28 0 Bit22-

23 0 5 2

0 0 3 states per Face s

3 0 group bit

k73 0

33 0 5

34 0] Bit20(0R).-

k] Bit 20 (OR).+

» o Bt20(0R)+Q File fites:

37 0 Bit18-

: C Al
B 0 Bit19s I ot
k] 0 Bit13+0Q @AnrPim_dsb. e i! k" emé
40 0 B8 @AnPim_enb.emf € “brp
@aus, emf

4 0 Bit18s S opipind o

42 0 Bit18+0Q @CIRCLEGRAY.EMF C *ipg

43 0 Bit17- @CircleGraVs emf -

44 0 BRi7e @CIRCLEGREEN.EMF N9

T @CircleGireenv8. emf
4 0 Bit17:Q @cacleorange. emi
46 0  Bit16(X).- SCORCLEREg,EMF
icleRedy8 emd
o 9 B.“ 160 @cxcletransparent, emf
48 0 Bit16(X).+ 0 ot @cicletransparentvs.emf
-
@CollectValue_empty, emd
| BT |@Catectvoiue Femi =] | J
Max 48 +1
indices [k ] concel | Aoy |

Combined with the 16 possible states from the status bits, we reach the maximum
number of 784 states. To make the table of the indices more readable, the indexing of a
new status bit begins at a 50-bit increment.

SIMATIC PCS 7 — Graphics Configuration
Course folder, V9.0.0, ST-PCS70SE 8-29



SIMATIC PCS 7 OS Engineering

Extended status display properties HE
General Assign Pictures I
Index kst Usze directary for pictures:
Index| St ture |« |
w ol 9 states per !
roup bit

kL 0 g P Picture Flash picture
32 0 r
3 0 _ B0
34 0y Ei20([0R]-
B 0% Eit 20(0R].+
36 0 Bir200R)+Q
kI 0 Bit19-
3 0 Bit19s File fiker:
33 0  BEit19+0 | Al
o 0 ExE e
41 0 Er18s @AnPtm_dsb.emf .l & yd . emf
42 0 ER18, @AnPm_erb. emf u
a o e ! @aus el £ "bup

L1l @auto.emi |
4 0 Bil7+ @CIRCLEGRAY.EMF " “ipg
45 0 Br17+0 @CircleGray/g em -
45 0 BRG] @CIRCLEGREEM.EMF Fna

- . @CickeGreerl.emf
a7 0  BRIGQ)e @circleorange. emf
48 0 Er16(+0 @CIRCLERED EMF

- - @CicheRed3 emf
[ Grid gradlent 50 ]? 20 1 0K @ci:delr:mpaert emf
1 1 B3 H) = @circletransparent'd emf
5 1 Rit 31 [&HI + @Collecty aluwe_empty. emf
i | ’] @Collecty alue Femf ;l
0K | Concel | dook |

After you have configured all the states, you apply the settings, close the configuration
dialog, and open the Properties dialog.

e Connect the required status tags under Miscellaneous / Status1---4.

e You connect the EventState tag under Miscellaneous / Group value.

Object Properties X
Propeties | Events |

Group value included in )
the hierarchy

Status Display (extended) Dynamic ‘ ;l

Geometry Tren ¢

Colors Group Relevant Yes Q Message status
Styles Server name J

Flashing Group value  [EES J R310/TICA31S/PID.EventState
State Status1 0 Q R310/TICA31S/PID. Status3
Miscellaneous Status2 0 Q R310/{TICA31S/PID.Status1
Effects Status3 0 Q R310{TICA315/PID. Status2

)

A

Status4 0
ncknc:wledgment Mask 0 9 Status words 1-4 i
< [ ] |

@& Ifthe "Group Relevant" attribute is set to "Yes" in the object properties, the status tag
interconnected under "Group value" enters into the ORing UP of the group display
hierarchy. If the "Group Value" attribute is not interconnected, then you must set
"Group Relevant" to "No". The process control alarm "Group display: Tag .EventState
not found" would otherwise be triggered in runtime.
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8.4.2

8.4.3

Checkpoint

How would you answer?

¢ You are still using the former standard
library. How do you supply an extended
status display with the binary
information of the AS blocks?

Extended analog value display

The extended analog display enables you to display the value of a tag in runtime in
various colors according to the alarm states of a block. The alarm status results from the
evaluation of the bits of the group value. If the group value contains multiple bits, the
priority determines which status is displayed.

Display options

The following display options are available for the bits of the group value with regard to
the "Incoming", "Incoming acknowledged" and "Outgoing unacknowledged" states:

e Background color
e Font color

¢ Flashing and flashing color of the background and the font

Configuration

To configure this, follow these steps:

1. Open the configuration dialog and select the bits that you want to use for the
extended analog display from the group value. Use the arrow keys to move a
selected bit between the two lists. The default allocation corresponds to the PCS 7
standard.

2. For the case that multiple messages of different classes are received at the same
time, set the order of priorities of the utilized bits for the evaluation of the group
value. The entries in the "Used bits" list show the order of priority. The top entry has
the highest priority.

3. To configure the display for the states of a bit, select the bit from the "Used bits" list.
Then select the status for whose value you want to change the pre-configured color
settings from the "State" list. Click the desired color in the color matrix. The first click
changes the background color and the second click changes the font color.

4. If the value to be displayed or the background for the utilized bit and the selected
status are to flash, select the appropriate check box. Specify the flashing colors
accordingly.
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sroperties [ x|
 Format / cokor

| A#00 [ Display vahe as text

Shate

0K

10K and Simadation - Flazhing Colors:
Sirradsbon

ml:
Bit used in Alternately click for font
group value - and background
v | LI Urused bits I
[ it 24 (FLC Process Conirol E.. = Bit 23 Maintenance Require. .
u Bit 31 lann High) _)I nBil 22 [Process Meszage]
Bit 30 Alarm Low) [ 6it 21 (Dperating Meszage)
[ it 29 fwarming Hish) e | |6 19 @persing Message)
[ it 28 pwiaming Low) B 6it 18 (Status FLE)
[l B 27 (Telerance High) LI Elei17 statuz 05)
B e 26 (Teterance Low) [LIBit 16 Measuing poir Disabl
B 52 25 (FLC Process Contrl F
B 6t 20 iDperator Fromet)

Associated

Sadaton bt message classes

After you have configured all of the message classes, apply the settings, close the
configuration dialog, and open the Properties dialog.

5. Connect the tag you want to display under Miscellaneous / Value.

6. Connectthe EventState tag of the associated process tag under
Miscellaneous / Group value.

Object Properties

Properties | Events | Group value included

- in the hierarch
=l- Analog Display (extended) | At Y [ Dynamic | Updat=C: A|
- Geometr Trend et
SOMELyY ren A Message status
- Colors Group Relevant Yes i:@
- Styles Server name i}
- Font Group value 65535 9 R320,/TICA325/PID.EventState 2s
- Flashing Value 0,000000e+000 Q R.320/TICA325/PID.MV #Value 2s
- State value as Text Mo ik
-~ Message types Simulation 1] i:g .
& Miscellaneous: Simulation bit a i} DISP' ayed tag
- Effects Acknowledament mask 3089 i}
-
4| | 3

@& Ifthe "Group Relevant” attribute is set to "Yes" in the object properties, the status tag
interconnected under "Group value" enters into the ORing UP of the group display
hierarchy. If the "Group Value" attribute is not interconnected, then you must set
"Group Relevant" to "No". The process control alarm "Group display: Tag .EventState
not found" would otherwise be triggered in runtime.
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8.4.4

Introduction

Group display

A group display provides the plant operator information about the message status of a
process tag during process mode. This allows the plant operator to quickly recognize
alarms, warnings, or errors/faults.

The group displays in the overview section and in the process pictures provide the plant
operator an overview of the status of the entire system in process mode. The group
displays are positioned in the overview area next to the buttons for selecting the
respective area pictures. They assemble the messages of the group displays from the
underlying process pictures that belong to this area. The group displays in the overview
area are always displayed.

The group displays in the overview area are displayed by default. No configuring is
required for this.

When there are messages in a group display, the plant operator can select the
respective button in process mode to go directly to the picture containing the signaling
process tag.

Group display hierarchy

In order for the message states to be transported to the area overview, a group display
hierarchy must be established. Here, the group values of the group displays are ORed
across all picture levels.

Overview

O e -

Area 1 Area 2

Button set

Overview Overview
T T T
o Tt O TR
~vE
Button set Button set

Overview

Overview

Overview

Overview

Ove
Eu S

FO~ T
FO~ v

G
i

O
O

Button set

Button set

Button set

Button set

Automatic configuration

Ideally, you will not have to configure the group display hierarchy.

The group displays with process connection are located at the lowest level of a picture
and are introduced in the hierarchy by the block icons.

The group displays of the intermediate levels are inserted automatically by the OS

project editor.
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The Message display / Group displays option must be set for this.
This wizard performs 3 functions:

e ltinserts the group displays and hide them

e |t connects a group display to a lower-level picture

¢ It activates the jump on selection of the group display

PCS 7 ensures that the resulting group display hierarchy is updated in many functions:
e When compiling the OS

¢ When downloading the OS

e By the OS project editor

e When saving the picture tree

The group display hierarchy is fully configured as a result of the automatically performed
steps.

Manual configuration

Connect GD to
process tag

via GD

Connect GD to

Overview
Pictur lection .
cture selectio ’E" : E“m
Area 1 Area 2
Button set
I Overview Overview

Sometimes it is necessary to manually supplement group displays and to manually
update the group display. This is the case, for example, if:

e Group displays are required in pictures that are not integrated in the plant hierarchy.

e Block icons are installed beyond the technological path and cannot be created there
automatically.

e A group display is to be directly connected to a process tag.

The required functions can be performed with 3 Dynamic wizards:

t | e

Button set Button set

C*;iew Overview Overview Overview

L~ TR T T 70 TR T T
vl ) vl | veld | e |

Button set Button set Button set Button set

"7@ G | i |
l

SIMATIC PCS - Graphics Configuration
Course folder, V9.0.0, ST-PCS70SE



SIMATIC PCS 7 OS Engineering

e Connect group display to tag structure:

This Dynamic wizard connects the group display to the process tag. Here, the group
value of the group display is dynamized with the Event State of the process tag.
The basic requirement is that the process tag is a component of the group display
hierarchy.

e Connect group display with picture

You build a hierarchy with this wizard. Each picture must be connected to a group
display in the next higher picture level. This is the only way by which ORed group
values can be transported.

e Picture selection via group display

In order for the selection of a button in a group display to trigger a jump to the picture
containing the signaling process tag, you must activate the jump using this wizard.

When this work is complete, you must update the group display hierarchy. To do this,
open the Picture Tree Manager and perform a save operation with the following option
set:

Completely recalculate group display hierarchy when saving

& Evenif you have updated the group display hierarchy, it sometimes takes a while for
the messages to come through to the area level. It helps in this case to update the
area overview with the key combination Shift F5.

8.4.5 Checkpoint

How would you answer?

o After expanding the group display
hierarchy, it takes some time for
incoming alarms to be displayed in the
OS area overview. How can | update the
display in the OS area overview?
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8.4.6 The

Object group

customized object

A customized object is a dynamizable object that consists of individual objects and for
which you specify only the properties you actually need. For example, you can use
group displays, /O fields, or status displays as individual objects. You then set the
properties once for all attributes that are unchangeable. Then, you can use the
customized object again and again, without have to configure each individual object and
group the individual objects together for each use.

The only properties of each individual object that are visible are those required for the
customized object. You can assign different parameters and dynamics for the
properties. Since your configuration makes only a certain selection of properties visible,
the connection to tags is made easier.

Before we deal with customized objects and their properties, let us look at an alternative
technique, the normal object group. By first looking at the disadvantages of this group, it
will be easier to explain the advantages of customized objects.

Imagine creating a graphic object for displaying several process values as a group of
objects. The properties relevant for displaying the values are then made dynamic.

Propetties | Events |
Group || Attribute | chakic | Dymamic T
Geometry Line Color S
Colors Line Background Color [ ] m
Styles Background Calor O
Flashing Fill Pattern Color [ O - =
Miscellaneous ° - 2 "
UserDefined!
Effects
[+ Rechteck?
[+ Rechteck]
- Kreis1
[+ Gruppe2
[+ Gruppel
+- Rundrechteckl
[+ Rechteckld
¥ Rechtecki6 =l | i |
A

Single objects

The properties dialog in the graphic shows the problem with this procedure. All the
properties of the individual objects are displayed, although only a few are required for
the process connection. This structure is not exactly user-friendly and confuses the
user.

Customized object

In contrast to the behavior of a normal group, a customized object offers a configurable
interface for the properties.

Simply stated, a customized object is a special group of graphic objects whose variable
and dynamic properties have been limited to the minimum set of properties that are
actually needed. All other properties are assigned once and remain internally hidden.
The customized objects, therefore, have a user-friendly properties interface.
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Object Properties
Propeties | Events |

properties

APL_BLOCK_ICON [ Attribute Static | Dynarnic -
Geometry Collect¥alue 65535 &/ .EventState
Colors SignalStatus ] & .ST_Worst
Styles value1 -12345.670000 Q' .PY_Out#Value
Faont DisplayedUnit1 Q
Configurations UnitNumeric¥alue1 -1.000000 O PV _Unit
System UnitLinked1 Q .PY_Unit#unit
Miscelaneous Value2 -12345.670000 Q' .SP#Value
Trends Displayedunit2 Q e
UnitNumericYalue2 -1,000000 & .Mv_Unit
itl jnked2 & My _Unit#unit
User-defined -12345.670000 O .Mv#value

LI;|

Customized object

1-12345,67
=12345,67
J -12345,67

Creating a customized object offers the following advantages over using individual

objects:

¢ When customized objects are used, the only properties you see are the ones that
require parameter assignment or dynamization. You do not have to select from a
large number of properties that all individual objects share.

¢ You can modify and extend customized objects to include additional objects at any

time.

¢ You can configure customized objects on a language-dependent basis — the
languages that are installed in PCS 7 OS are available for this.

Create a customized object

To create a customized object, insert all the individual objects that are to be part of the
customized object in a picture, for example, extended status displays, static text, or

basic graphic objects.

If a configuration dialog opens, click the "Cancel" button. The configuration dialog is
closed. You do not have to connect the tags until later.

Select an individual object and open the object properties dialog. For the "Object name"
attribute, enter a short self-explanatory name for the individual object so that it can be
easily identified during configuration. Specify all the static properties, such as colors or

font attributes.

Repeat these steps for all other individual objects.

Then position the individual objects as they should appear in the customized object.
With the mouse, drag a frame around all the individual objects so that they are all

selected.

Select the menu command

Edit > Customized Object > Create
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" R310.PdI

ML10.Pdl” NewPdi2 X | N

Selection of all
objects

Cut g I
Copy Ghri+Gl (et L
Duplicate L2 ooaina ooiiicio e S
Paste (@ny%) |pecesccooccoogo0noa00aa

Gonfiguration Dislog,..,
' Properties

The "Customized object" configuration dialog opens. In this dialog, specify the
properties that are to be visible in the properties dialog of the customized object.

Inserting themes

After the customized object has been created, the configuration dialog opens. This
permits the design of the properties interface for the customized object.

Properties are grouped in so-called themes in order to improve the readability and the
handling of the properties dialog. Standard themes such as Geometry and
Miscellaneous are available following creation of the customized object. These can be
supplemented by user-defined themes.

T AT Configuration Dialog Customized Object HE
Propetties | Events |
Object JCuslomized abject Language |English (United States)
Selected Properties Properties
Customized abject Autharization
- Geometr Display
e M-scelfa:eaus Height
T e Operator-Control Enable
UserDefinedZ Pasition ¥
Pozitiony'
Tooltip Text
Theme Selection b
&l Themes:
o [Styles Al iekry
4 | Font il aneous Cancel Help
Flashing LcerDefined?

— |UserDefineds
UserDefined?

UserDefined3
UserDefinedd
UserDefineds
Daomain object 1D

Effects ll
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Proceed as follows:

¢ Position the cursor at a vacant position in the "Selected Properties"” field or over an
existing theme.

¢ Right-click to open the shortcut menu and select Theme selection. The dialog for the
theme selection opens.

e From the "All Themes" list, select the theme that you want to add to the "Selected
Themes" list. Click the arrow button. The theme is transferred.

Close the dialog by clicking "OK".

A further theme into which properties can be inserted is now positioned on the
properties interface.

If the inserted theme does not have the name you wish, it can be renamed using the
following command:

Shortcut menu > Rename

The theme with the name Links is used, for example, to group properties that are
dynamized by process values.

Inserting properties

Once the required themes have been created, you can sort the desired properties into
them.

To do this, proceed as follows:

R310.Pdl | M110.Pdl NewPdi2 x | -

: SERERN Configuration Dialog Customized Object BHE
SRSt Properes | Evers| Drag-and-drop ]
Language ]Engish (United States) |

Object ICuslnmized ohject

Selected Properties

Background Flash Fre

Border Background Cr

Border Color
Current Value X

Fill direction
FillLevel =

[ ok | conca | Hep |

¢ In the "Objects" list, select the object whose properties you want to apply to the
customized object. All properties that are available in principle for the selected
individual object are displayed in the "Properties” list.

e Use a drag-and-drop operation to move the desired property to the related theme
(e.g. Links) in the "Selected properties" list. The property, supplemented by the object
name, is inserted.

Repeat the preceding steps until you have defined all properties for this new customized
object.
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Multiple connections

It is often necessary to set a single dynamization for multiple properties of objects in a
customized object. The user configures a single property in the Configuration dialog and
passes the value to multiple object properties.

R310.Pdl | M110.Pdl- NewPdi2 x| -

............................................. ::d

S Configuration Dialog Customized Object

Drag-and-dro
Froperties I Events | . >

Object |Customized abject

Selected Properties

Objects

& Mizcellaneous Customized object] Authorization -
S ToR310
| ToR320 Background Flash Frequ
TeR330 Border Backgratind C
ToR340 Barder Calor
Line1 Current Value
Draing Curent ¥alue ¥
Drain3 Display
Diraind Dynamic Filing
Diraird Fill direction
Fil Level i

o]

Cancel | Hep |

The additional connections are inserted into an existing property instead of the theme.

Renaming a property

When properties are inserted in the interface of the customized object, the names of the
object properties are applied. It is therefore practical to rename these with meaningful
names.

Open the properties dialog, and enter the same name for the attribute name and the
name of the property.

Configuration Dialog Customized Dbject x|

Propetties | Events |

Dbiject Il:ustumized object

Language |Eng|ish [Unated States) I

Selected Properties Objects Propeities

&) Miscelaneous a| [Customized object]

= Colors il Background Flash Frequ

F L '

=1 Background Calor Bordes Background Colo
oR310.Background
ToR320 Background
TeR330.Background
ToR340 Background

- YNamic FEng
Fill direction
3 Fill Level ;J

Current Language:

oK Cancel | Hep |

Attribute Marne:

I BackColor l

I Background Color

Property Mame:

Edit the selected property n
Properties
dialog

[ 1]

Cancel I
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The fields have the following meanings:
e Attribute name

The attribute name is used for accessing properties via scripts. The name is
language-neutral; its value can be read or written via C or VBS scripts.

e Name of property

The name of the property is displayed in the properties dialog depending on the
language.

Then, enter a meaningful name for the customized object in the "Object type" text box
and close the Configuration dialog.

Object events

If a customized object is to react to events, such as mouse clicks or value changes,
these must be configured in the Configuration dialog. These events can relate to the
entire customized object or to an element of the customized object.

R310.Pdl | ML10.Pdl- NewPdi2 X -

| i { Configuration Dialog Customized Object

| PIODEHGS Events

Selected Events Objects

Customized object Mouse Click
Mouse Press Left
................... Press Right
"""""" S Reyboard Release Left
! Focus Release Right
Miscellaneous Press
[=- Object Events EE!BatSEh
oR 310 Mouse Click . IeC ange
TRl E e Focus Change
Draind

[ ok | cacel | Hep
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Result
As a result of your configuration, you will see the following properties dialog:

R310.Pdl | M110.Pdl’ NewPdi2 X

Propel .

Customized object
Geometry
Miscellaneous
Colors

(Theme

Edit/Finishing editing
If you need to make subsequent changes in the configuration of the customized object,
open the shortcut menu function
Customized Object > Edit
You can recognize that the customized object is opened for editing by the white
positioning frame of the individual objects.
After completing your work, select "Finish editing" to complete the editing of the
customized object.

‘7 Caution!

Do not use the Ungroup function. This splits the customized object into its individual
parts and all previous configuration settings will be lost.

: : - : : _r In progress
R310.Pdl [ M110.Pdl” NewPdi2 X | ¥ R310.PdI| ML10.Pd) | e
S roy potiery ewary SO
S PRONY IRt I b
::_J@,L‘E',‘T”E’J,i,nﬁ?{m_&i,::::::::::::::::
Y o [T
Si.. Comy L
wm ..............
Paste Qv [l

@& You cannot close or save the currently opened window as long as a customized
object is being edited.
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8.4.7 Exercise and checkpoint

Exercise: Replace the arrow groups with customized objects in the M1x0 pictures

Task
Convert the groups of arrows in the pictures M110, M120 and M130 into customized
objects. Make sure that the function of the color change and the jumps to pictures are
retained.
Checkpoint
How would you answer?
¢ How can you show the object nhames of
the objects displayed in runtime?
8.5 Modification of block icons
8.5.1 What we want to do

Valve V321 is monitored for maintenance purposes. For this purpose, the CntOhSc
block was configured in chart V321, which calculates the operating time and counts the
switching cycles.

Due to customer-specific requirements, the block icon and the faceplate of the
CntOhSc block will not be used. Instead, the operating hours and the switching cycle
counter are to be visualized in the faceplate of valve V321. If the configured limits are
reached, this is displayed in the block icon using two status displays.

The procedure for solving this task is referred to as multi-instance configuration and is
only possible under certain conditions:

¢ The multi-instance blocks must always be configured in the same chart. In this case,
these are blocks VIvL and CntOhSc.

e Two different HIDs cannot be passed to the faceplate. The assignment must
therefore be made using the naming.

The technological block of chart V321 is a valve named Valve. When the block icon
is interconnected and when the faceplate is called, the parameters, e.g. ".Ctrl", are
supplemented with the complete HID of the process tag, thus yielding the complete
tag name:

.Ctrl is supplemented to become R310/v321/Valve.Ctrl

The trick of the multi-instance is that the names of the additional blocks have the name
of the central block, plus an extension, e.g. Valve_OhSc. The operating hours are
dynamized with " OhSc.Hours", yielding the complete tag name:

_OhSc.Hours is supplemented to become
R310/V321/Valve OhSc.Hours

In this way, the tag name can be found in the tag management and dynamization is
possible.
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8.5.2

Status display

Position of the

Structure and attributes of the block icons

The block icons are created with the customized objects technique. Many individual
objects are thus combined to form a unit and their parameters are assigned.

[ Block icon ] [ Single objects ]

Tag name

Tag

Symbol DataSetl] -123,4

T~

Unit

@

Analog value

Due to the variety of functions, block icons have a large number of attributes. The
attributes can be divided into 2 categories:

e Display attributes interconnected with tags that control status displays, analog value

displays and group displays.

Control attributes whose values are read by scripts and thus control certain functions,
e.g. open the faceplate.

The slide shows a selection of the most important control attributes of a block icon:

faceplate

DirectOperat

Trends
Links

Operator permissions
of the faceplates

0500000

ARL_BLOCK_ICON | Static -
Geometry FaceplatePosLeft 123000000
Colors FaceplatePosTop 0.0000002-+000
Styles FaceplateDefaukPos Vs
Font (OperationLevell Process controling | —
gﬂﬂiiwﬁw OperationLevetz Higher process cortroling 7| w
ystem . bl
Hiscolenonss (OperationLevel Highest process controlling A

cess connection

APL_BLOCK_ICON ||| Attribits of faceplate
UiserButtonTexd | Faceplate 1 EOmE TaghameDisplayed  R310,%3TTy
Uiser Buthon Text2 Faceplate 2 & Type of Type @vivlfz
D:e(tory For pictures [ L‘;j block icon Taghame REF10/¥311 Malve
Servermame PCST Wivl Control
Configurabions | sionficantiask, 1]
User-defined SYSEEN EventQuit
[graphics directoﬂ Tisceleness  [Relevant L T
Links Tagisble o
TypelD 1008, 000000
‘WersionID 2012021 e+008
HighbghtElocklcon No
OashotActive Wes
ToolTipText
TagVisibleLink Mo
Alarm\isible Na
K | =
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8.5.3 Scaling of the block icons

You can use the Create/update block icons function to scale the size of the block
icons. You can thus respond to special requirements of the customer regarding
workstation ergonomics and different screen resolutions.

Create/Update Block Icons

Block icons will be created or updated for the following pictures:
[ilohnsson\Buffer Tanks\B41ONBID =

(wlJohnsson\Buffer T anks\E4200E 420

[wlJohnssoniM aterial Tanks\M110W110

[wlJohnegonibd aterial Tanks\M120W4120

(v Johnsson'M atenal Tanks'WM13004130

[whlohnssoniMaterial T anks\M-General\M-General
(wilohnsson\Reactors\R310VR310

[wlJohnsson\Reactors\A 3200R 320

v ohnsson\Reactors\R 3300NR 330

(wlJohnsson\Reactors\A340WR 340 _I

[ lohrsennd Reartor e BG enecah B-Ganeral

The object name TAG is made up of the following

components of the HID:
| Chait/Block -l
: [ System-wide
Lower hierarchy levels included: scaling factor
Zoom block icons
Zoom factor (50 - 500%} [1o0—

[~ Position block icons sutomatically

Resetting the

I H
block position Cance | i |

The block icons are scaled to the desired size for the specific project when
creating/updating.

You can use the Position block icons automatically option to discard the current
position of the block icons and position them at the top left edge of the plant picture.

Individual block icons that were manually inserted in plant pictures can also be scaled.
This is done either by changing the geometry or moving them with the mouse with the
position frame. The size of the texts and objects contained in the block icon is adapted
accordingly.

-_ _-
Taa
Z

Properties ] Events |
-

APL_BLOCK_ICON Attribute I! Static ll
Geometry Inherit status Yes
Calors Scaling mode Mat proportional ;I
Styles Cperation Mok proportional V
Font PasswordLevel W Q
Configurations Visible Yes Q

System - )
Miscellaneous Proportional is
Trends preferred mode
Links

4 | i3

To retain the width-to-height ratios when scaling, ensure that the scaling mode is set to
proportional.

SIMATIC PCS 7 — Graphics Configuration
Course folder, V9.0.0, ST-PCS70SE 8-45



SIMATIC PCS 7 OS Engineering

8.5.4 Expansion of the block icons

Newly created or modified block icons are managed in pictures created specifically for
them. The original pictures, e.g. @PCS7TypicalsAPLV8, are not used for this because
they may be overwritten by running the OS project editor, resulting in the loss of project-
specific expansions.

In order to search a picture for block icons, its name must begin with the character string
@PCST7Typicals and should be expanded to include the content of the picture. For
example, we can create a picture named @PCS7TypicalsSitrain for the modified block
icon.

Valve VIVL/1 serves as a template for the modified block icon. This is copied from the
@PCS7TypicalsAPLVS picture to the @PCS7TypicalsSitrain template picture. This
completes all the necessary preparations.

The procedure for expanding a block icon corresponds to that of an ordinary customized
object.

As a reminder, here are the individual steps again:
1. Insert an expanded status display.
2. Rename the expanded status display.

3. Configure the bit selection.

Extended status display properties E3
Status 1 HrsHiL1Act
[~ Bit selection for f status value 3
LI |from status word1 ¥ BitNo. | 1 = [T [ro status word ] Bt | 22 =
Iirom status word’13 BiNo,I 2 ﬂ BT Inosle(uswo'd L] BrNe |37
HrsHiL2Act
Ash0N of the grour e J

Used bits - | Unused bits : :

[ it 24 (PLC Process Control Error) [ it 23 (Maintenance Demanded)

bl Bt 31 (Alarm High) Bit 22 (Process Message)

e Bit 30 (Alarm Low) Bit 21 (Operational Message)

(™| Bit 29 (Watning High) I Bit 13 (Operator Message)

[ Bit 28 (Waming Low) Bit 18 (Status PLC)

il Bit 27 (Tolerance High) I Bit 17 (Status 0S)
i Bit 26 (Tolerance Low) Bit 16 (Measuring Point Disabled))
il Bit 25 (PLC Process Control Faure) I

i Bit 20 (Operator Request) I

No group bit ] |
included
I™ Use group value for display Export configuration I Import configuration I
0K | Concel | Aoy |
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4. Configure the picture assignment.

Extended status display properties

General Assign Pictures I

(2] %]

Index list Use directory for pictures:
Index BasicPictwe | FlashPictwe| | |
0 apl_fp_transparent emf
1 Oh_AH.bmp
2 Oh_WH.bmp
3 Oh_AH bmp
File fikes:
Intemet?. emf -
o ot E
IntemnetS_ emf
IntemetDisable.emf
IUNIT emf
MACHINES EMF
MONITORING EMF
Mordoting_dicable emf
0B3x.emf
(B8 emf
Oh_WH.bmp
PCEMF = |
PC-DESKTOP EMF
pes? cross.emf L]
oKk |
5. Blockicon Edit customized object.
6. Place the new status display in the block icon.
7. Selectall objects and finish editing customized object.
8. Open the Configuration dialog.
9. Add the status word of the status display for the properties interface.

Configuration Dialog Customized Object

Propeities | Events |

Object IAPL_BLDCK_ICON Language |Eng|ish (United States) |
Selected Properties Objects Properties
&= Links |
)- CollectV/al
e SCounter Status2
Ly N DataSetl Status3
Property for Symbol Statusd
i Lock Tag
Statui nput n QState_BottomObject Tag name
@ St QState_TopObiject Tag type
~ prew———r Bypass Tooltip Text
ISR StatusOhSc GroupDisplay Trend
OpHours.Status1 Memo Use group value for display
Forced Visualize Tag Status
Y| |Maintenance ﬂ Width ¥

Hep |

10. Rename the property.

11. Close the Configuration dialog and open the object properties

12. Dynamize the new object property.
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w p—
A Object Properties b4
. . Eigenschaften ] Ereigris |
APL_BLOCK_ICON Attribute | Static | Dynamic
Geometry Collect¥alue 65535 ) .EventState
Colors SignalStatus 128 Q .ST_worst
Styles Status1 0  .statust
Font DosAct No O .OosAct#value
Configurations StatusPermanent 0 @ .#StatusPermanent
System Status?2 0 Q .Status2
Miscellangous StatusOhSc 0 Q .UserStatus
Trends
Links .
Property for the Interconnection
status word to UserStatus
< I 1|

13. Test the functionality.

855 Exercise

Exercise: Create a block icon of type VIVL/Extended_2

Task

Create the block icon VIvL/Extended_2 from block icon VIvL/2 and expand this to
include 2 status displays. The first status display signals when the operating hours high
limit is exceeded. The second status display signals when the switching cycles high limit
is exceeded.

Optional exercise: Configure the messages for the block CntOhSc

Task

The block CntOhSc is itself not capable of messages. To be able to send violations of
limits 1 via the message system nevertheless, interconnect the relevant outputs of the
CntOhSc block with the ExtMsg inputs of the VIvl block. You expand the message
configuration of the valve block and test the configuration.
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E

Dynarnic

8.5.6 Project-specific graphics for block icons and faceplates
Graphics in extended status displays can be replaced in the block icons and faceplates
without having to change the configuration of the status display.
The new graphics can be stored in the already prepared directory
GraCS / PCS7CustomPictures
which has been previously beforehand. If a project-specific directory is desired, e.g.
because the graphics are not to be exchanged globally in the project, this can be
configured in the expanded status display in the "Directory for pictures" attribute.
Eigenschaften |Ereignis|
= g APL_BLOCK_ICON Attribute | Static |
' ] Geometry OperationLevel2 Higher proce
mﬁ g Colors OperationLevel3 Highest proc {
i \ 4 Styles DirectOperation¥alue  0.500000
- X Font AnalogvalueFormatl  ##0.00 Q
A analogValueFormatz  ##0.00 O
o s System AnalogValueForm User-defined
I:hsce;laneous AnalogValueForm grap?-‘?cs gu-re‘ztory
fe: > UserButtonText1 =
Links UserButtonText2 Fadeéplate 2 ©
Directory for pictures K= v
<
The graphics are exchanged based on their assigned names. The new graphics must
have the same name as the configured graphics from the Gracs directory.
8.5.7 Exercise: Configure a non-rotating valve symbol

Exercise: Configure a non-rotating valve symbol

Task

The new valve of the variant Extended_2 was configured throughout the project in the
CFC charts and the block icon VIvL/Extended_2 was inserted in the corresponding

pictures.

Your client however decides against the rotating valve, the statuses closed / open
should simply be visualized by the color.

You could use the valve of variant 3, are however worried that the block icons could
lose their position when replaced. You therefore decide to change the valve of the
Extended_2 variant with project-specific graphics in such a way that the valve does not
rotate. In doing so, you ensure that the new graphics are in effect only for this variant of

the valve.
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8.6 Expansion of faceplates

8.6.1 What we want to do

The values of the CntOhSc block are to be displayed not only in the VIVL / Extended_2
block icon but also in the faceplate of the valve. Since only one faceplate exists for each
block type, a separate faceplate must be created for the modified block icon.

The new faceplate receives an additional view for displaying the counter values, which
can be opened via a button in the toolbar.

8.6.2 Structure of the faceplates

The faceplates of the AP Library are composed of several pictures. The slide shows the
pictures involved in the structure of the VIVL faceplate.

F ez ViVL_ViewToolbar POL '21 H
@PG_VIvL_OVERVIEW.PDL I @rovM o @PG_VIvL_ViewToolbar.PDL
|
I T 0 o CREE
@PG_VIvL.PDL / \
y; \
/ \
// \
y \
@PG_APL_Message.pdl
P \
@ Made |  Manual ][j
<o =emmE
b = [
¥ (T
] By A
l' | Awdiary vaive 1 1/ 0.
[____eE_a_tg__]Fac”“ = Aupllory valie 2 i I:J_O— (1308115 133524000

Basic picture

The basic picture @PG_VIvVL.PDL is opened from the block icon or when called using
the process tag name. Picture windows in which another picture is displayed depending
on selection are used in the basic picture.

Overview picture

View list

The @PG_VIvL_OVERVIEW.PDL picture is used to display the alarm and BATCH
states, instance-specific message acknowledgment, and message enable for the
faceplate.

Using the @PG_VIvL_ViewToolbar.PDL picture, you can individually call the various
views, e.g. the standard view, as a picture window in the basic picture.
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Global views

The block-specific views are supplemented by global views, including:

Message view

@PG_APL_Message.pdl

Message view

@PG_APL_Memo.pdI

Trend view

@PG_APL_Trend.pdI

Batch view

@PG_APL_Batch.pdl

These views only exist once and they are used for all block types.

8.6.3 Copying the faceplate

Since a Faceplate Designer is not available for creating APL faceplates, copy the
faceplate of the VIVL block type and adapt it to your own "pseudo type" VIVEXt.

@PG_VIvL.pdl
@PG_VIvL_Overview.pdl
@PG_VIVL_Standard.pdl
@PG_VIvL_Parameter.pdl
@PG_VIVL_Preview.pdl

@PG_VIvL_ViewToolbar.pdl

 —

—_—

@PG_VIVExt.pdl
@PG_VIVExt_Overview.pdl
@PG_VIVExt_Standard.pd|
@PG_VIVExt_Parameter.pdl
@PG_VIVExt_Preview.pdl|

@PG_VIVExt_ViewToolbar.pdl

The list shows the name assignments of the new pictures; the global views still have to

be added.

An additional view is needed for displaying the data of the CntOhSc block. Therefore,

copy the

@PG_VIVExt_Parameter view and rename it as @PG_VIVExt_Maintenance

The parameter view is chosen because it comes closest to meeting our structure

requirements.
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8.6.4 Adapting the faceplate

Once you have created the pictures of your faceplate, you still have to adapt the
properties of the basic picture.

E
o @PG_VIvExt_ViewToolbar FOL ﬂal
FICTURE WINDOW ﬂ
Properties IE\fentsl Properties IEventsl
APL_OB)_COLLECTION | Attribute | Static ﬂ APL_FACEPLATES Attribute Static
Geometry BlockPicture Geometry tagname tagname
Miscellaneous BlockObject =i Miscelaneous tag MKZ
Settings WIvExE Texts FirstWiew @PG_VIvExt_STANDARD
DataChanged No Batchvariables  |currentview
LastFocusPicture - AuxInfos
| | » 4| | |
Object Properties »
Propaities | Events |
Picture Window Attribute I Static =]
Geometry Adapt Ficbure Mo
Miscellaneous @PG_YivExt_YiewTookar FDL
Pickure Offset ¥ 0
Pickure Offset ¥ 0
Seroll Bar Positior 0 -
ﬂ_l
Procedure
Open the basic picture @PG_VIVExt.pdl. The height of the basic picture is preset to
"1". In order to make this visible, reset the picture height to 310. The default setting was
set to "1" to ensure that a direct operation from the block icon does not make the entire
faceplate visible for a short period.
Make the following changes to the basic picture @PG_VIVExt.pdl:
@Faceplate

The Texts/Firstview property defines the picture that is displayed when the faceplate is
opened. This is normally the standard view, and you reassign the picture name as
@PG_VIVExt_Standard.pdl.

ObjCollection

This is where you define the type of the block, as specified by the server name attribute
of the block icon. The BlockType property is therefore set to VIVExt.

ToolbarWindow

To display the expanded toolbar in the faceplate, reassign the PictureName property as
@PG_VIVExt_ViewToolbar.pdl.

&= Once you have made the changes to the objects, set the height of the
@PG_VIVExt.pdl picture back to "1"!
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8.6.5 View selection

An additional view is needed to display the values of the operating hours and switching
cycles counter. This view was created previously under the name
@PG_VIVExt_Maintenance and is called the maintenance view.

An additional button for calling this view must be configured in the toolbar. The
@PG_VIVExt_Maintenance view is then called when the actuated button has the object
name Maintenance.

Procedure

The view selection is implemented using the @PG_VIVExt_ViewToolbar.pdl picture.
As already shown, the first displayed view is set to the standard view in the Firstview
property. The button for selecting the standard view is displayed on the left and is
always visible and selectable.

Up to 5 buttons for selecting the views can be configured in a row. If the faceplate has
more views, a second row of buttons is configured, which is initially in the background.
You can switch between the front and rear rows of buttons using the NEXT button on
the right. The NEXT button is always visible.

Buttons

Open the @PG_VIVExt_ViewToolbar.pdl picture, and set the picture height to 85.
Then select the visible buttons and move them far enough toward the bottom that the
second level is visible.

Use the first blank button (second button from the right) in the second level for selecting
the maintenance view. To do so, change the following properties of the button:

Miscellaneous / Operator-control enable >>  Yes

Miscellaneous / Tooltip text >>  Maintenance
Pictures / Picture status On >> Counter.emf
Pictures / Picture status Off >> Counter.emf
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Selection

The buttons must be displayed when the picture is opened and if a switch from one level
to another is made using the NEXT button. Therefore 2 scripts must be adapted: one for
the picture selection and one for a clicking on the NEXT button.

ke 1 |

QIB Hn: ! Properties Events |

[ Button = | | Execute on Action |
Mouse A
Ker* t =
Fol //Button set 1 :]
mid SetPropBO0L[lpszPictureName,"MESSAGE", "Visible”, bButtonSet1);
SetPropB00L[IpszPictureName," TREND", "isible", bButtonSet1);
=-Pr SetPropBO0L(lpszPictureName,"PARAME TER", "Visible", bButtonSet1):
= SetPropBO0L[lpszPictureMame,"PREVIEW", "isible"', bButtonSetl);
=
e //Button set 2

SetPropBO0L(lpszPictureName, "MEMD", "Visible", bButtonSet2);
SetPropBO0L[lpszPictureName,"BATCH", "Visible", bButtonSet2);
SetPropB00L[lpszPictureN ame, " MAINTENANCE", "Visible", bButtonSet2);
SetPropB00L[IpszPictureName,"EMPTY2", "Visible", bButtonSet2);

. I _*ILI

The illustration shows the adaptation.
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8.6.6 Clearing the views

@PG_VIVExt_Maintenance.PDL

stUser

Levell -5 | |

Rect_selectionBorder

As a result of copying, the maintenance view @PG_VIVExt_Maintenance still contains
the operating and display elements of the VIVL block. Delete them from the picture,
except for the following objects.

Operator permissions

The operator permissions of the currently logged-on user are transferred to the picture
using the objects Levell - 5.

stUser

The stUser object contains a script via which the operability of operator control
elements is controlled.

Selection border

The rect_selectionBorder object is used to provide an operator-controlled function a
colored background and highlighting when it is selected.

In order to use this functionality with the default settings, you must position the operator
control elements at the X-Position 154.

If you want to deviate from the standard and use customized positions or sizes, you
must assign these for the rect_selectionBorder object.
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8.6.7 Server name
The central block that serves as the basis for the multi-instance is the VIvL-type block.
By default, its associate faceplate is opened via its block icon.
But this is not desirable in the multi-instance since a separate version of the faceplate
was created for it. Therefore, the name of the new faceplate, VIVExt, must be assigned
in the Server name attribute of the block icon.
Taa
; Object Properties X
oesril . Propetties | Events |
APL_BLOCK_ICON | Attribute | Static Dynamic | Update... 4
Geometry TaghameDisplayed  Tag Q
Colors Type @VivL/Extended_2 Q
Styles TagName Tagname Q
Font PCS7 VivExt Control Q !
Configurations  f5ianificantMask 0 Q
System "
Miscellaneous :;Z 'V':S:' RiMask Name of the faceplate l;"‘ GEvak Lonther
I.re:ds Tagvisible No Q
o TypelD 1008.000000 Q v
«| | »
8.6.8 Exercise: Create the faceplate of type VIVExt

Exercise: Create the faceplate of type VIVExt

Task

Create the faceplate of the type VIVEXxt as a copy of the faceplate VIVL. Also create a
new, initially empty maintenance view that can be called up using a new toolbar button.

8 - 56
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8.6.9 @PCS7elementsAPL.pdl picture

Once you have adapted the individual views of the faceplate, you start configuring the
contents. You can use ready-made elements as well as your own basic graphics.

@PCS7ElementsAPL.pdlI

A series of ready-made operator control and display objects (customized objects) for
configuration of the faceplate are included in the @PCS7ElementsAPL.pdl picture, for
example, analog value displays and selection fields.

11 @PCS7ElementsAPL.pdl H= B

.

-

=]

Im
o
|
|
AR |
===

m
—0
\
|
v
Al
=

20l e el el el e o e |
| | v
Inserting

Graphic objects are inserted into the relevant view of the faceplate by copying them
from the PCS7ElementsAPL.pdl picture.

& Assign a name to each object so that it is easily recognizable. Use an abbreviation for
the object type in the name, for example, csolOAnaPV stands for analog value
display for parameter PV.

This makes it easier to identify the objects later when adapting scripts.

@& Some of the properties of the objects in the picture above are already interconnected
with parameters of PCS 7 blocks from the AP Library. You must check whether these
parameters can be used for your own block or whether the parameters must be
renamed.

If there are no comparable parameters for your own block, you must delete the
process connection and assign a meaningful static value.

&  Configure only the objects from the @PCS7ElementsAPL picture. The objects from
the faceplates of the APL have different properties in some cases.
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8.6.10 Analog value display

The template picture @PCS7ElementsAPL provides the analog value display
APL_ANALOG_OP_DISPLAY for outputting analog values. Configure this display for
outputting the 4 time values and the counter.

%" Operation hours
Days 0 Itd
I il - L
Hours Object Properties W
Hours Propetties ] Events | Output value
Hours [ APL_ANALOG_OP_D | Attribute Static _ Dyna |~
Geometry Analog¥alue 0.000000e+000 \J _OhSc.Days
Colors Uik d )
Styles IntegerUnitTag -1.000000 Q
. Font LinkedUnit .,
Swkchical Fi!""'g LeftHandText  Days J
Counter Miscellaneous OpAreaPicture ?
o Links Labeli =
LinkedOp abeling -4 =
4] | K | »

Procedure

Open the @PCS7ElementsAPL.pdl picture and copy the
APL_ANALOG_OP_DISPLAY object to the maintenance view. Then open the
properties of the analog value display, and change the object name to csolOOhDays.

The following settings also must be made in the Links theme:

AnalogValue

The analog value is output via this property. Interconnect it with _OhSc.Days.

Units
Units of analog values are usually determined by the .PV_Unit parameter or its S7_unit
attribute. Since the .Days parameter does not have this option, set the unit statically
tod.

Limits

Because no limits are provided for the Days parameter, delete the dynamics.

Display texts

The text LeftHandText is displayed on the left of the analog value. Set it statically to
Days.

However, if the AnaLinkedText property is also interconnected with
.PV#Value#shortcut, the identifier resulting from this is output.

Operator control enable

The analog value display is also used simultaneously for operator control of the analog
value. We have, however, a pure output here. Therefore, the interconnection to the
LinkTag3 property is deleted and set statically to 0. The operator control enable is
therefore canceled and the object is not operator-controlled.
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8.6.11 Exercise

Exercise: Configure the analog displays for Oh and Sc

Task

Configure the analog value displays for outputting time values, days, hours, minutes and
seconds as well as the counter.

8.6.12 OS operator permission

The operability of operator control elements depends on the operator permissions of the
logged-on user and also on process states. Here, we only consider the operator
authorizations as defined in the user administration.

Object Properties x
Properties |Events|
Static Text 4 || Artribute Static | Dynamic 4|
Geametry

Colors
Styles
Font

Arisl
12
Mo

YN )

A

Flashing Thakin N
Miscellaneou: . [N Edit Action HE
| Siimn | )l B X i EAL | X )| A ) | [Tag Y | English [United Kingdom] -
= project functions { :J

S g Standard functions L
- Inkernal functions

Name of the input
objects

.ﬂ.‘PL_UpdateP:-‘-lrﬁiss 4 ale;uF;iciueN;m.e ,b_bszPuureNa-ne];

Updatel)zerc2o ezatlh'];
UpdateUzer “csol DBinT esetSc’ )

tetumn FALSE:
y -
| | b

[ T

Ready Line: 12 [ComniD

Level
The operator permissions Operationlevell — 3_backup assigned for the block icon are
transferred to the picture via the Levell, Level2 and Level3 objects, and the operator
control enable is calculated from this together with the permissions of the currently
logged-on user. The Level4 and Level5 objects are connected directly to the expanded
operator permissions 1101 and 1102.

Operability

The operability of input objects is controlled by an event script. The stUser object is
interconnected with the currently logged-on user via the Font/Bold property. If this
changes, a script is started which updates the operator control enables of the objects
listed therein.

@& Each view has the stUser object. You must subsequently expand these scripts to
include all operator-controlled objects!
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8.6.13

Assignment of the AS operator permission
In the APL blocks, the OS_Perm input parameter can be used to disable or enable
operator control for specific instances. These operator permissions are output again at
the OS_PermOut output and are available in the OS.
In a variety of scenarios you may have to revoke operator permissions due to process
or block states. The classic example is the disabling of the mode switch when ModLiOp
= 1. For this reason, a second output parameter OS_PermLog contains the operator
permission changed by the block.
BIT STRUCTOS_Perm » DW OS_PermOut
v
Process conditions — =———————— D\\/ 0S_PermLog
[Seiect structure tlemene ]
Shusctue:
05 _Perm [STRUCT] 'Dpetator Permizsions' -

Bl [BOOL] ‘Reserved: 1

Bitl [BOOL]" = Operatos can switch to On' 1

Bil2 [BO0L] ‘Aeserved: 1

Bit3 [BOOL] 1 = Operatos can switch ko 005" 1

Bitd [BOOL] "1 = Operatos can switch to Off mode’, 1
Bit5 [BOOL] "1 = Operatos can switch bo Up mode’. 1
Bitg [BOOL] "1 = Operatos can reset counter vahe' 1
Bit7 [BOOL] ‘Reserved: 1

Bitg [BOOL] 'R —
gigpooL) R Operator permissions
Bit10 [BOOL]"

Rit11 [ROO1 1 Recansed: 1 ;I

oo _|

The two output parameters OS_PermOut and OS_PermLog are used in order to
dynamize the AS operator permissions for the input objects in the faceplates.

If no input is desired, for example, in the case of a pure analog value display, the
process connection must be deleted and the static value must be set to 0 in the input
object.
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8.6.14 Button

Multiple buttons are provided for operator control of binary values. The
APL_OP_BUTTONL1 is suitable for resetting the values.

22 Operation hours
Days ola Froperties ] Events |
[Hours | oh ApL_op BUTTON | [atvbute | otatic | Dynamic =
Geometry PermissionTag 1.000000 V _0OhSe,05_Permlog
Hours th Colors BirnPermBitIndexl 6 Q
Fas [ oh Styles BinPermBitindex2 ! =
Font BinPermBitIn

e Miscellaneous BirPermBitIr

Operator permission
o Fesel Permission _ e e, at bit 6 -
o | » 4| | L’_I
Switch counter
Counter 0
Object Properties b4
Propetties | Events |

Colors a| | Attribute Static |

Styles Caption Resst "

Fonit BinCount 1 Q

Miscellanequs m 0.000000e+0 ' _OhSc.ResetOp

Permission BinAuthorizationl 1 O _OhSc.ResetOp#0p_Level

Pictures BinText1 Reset Q

Links +| |BinLinkedText1 Q =
| L3 I KX ) | L’J

Procedure
Open the @PCS7ElementsAPL.pdlI picture and copy the APL_OP_BUTTONL1 object
to the maintenance view. Then open its properties and change the object name to
csolOBtnResetOh.
The following settings also must be made in the Links theme:

OKOption

The "OkOption" attribute is used to define the behavior after completion of the operator
input. When the corresponding button is selected, a logical "1" is written to the binary
tag connected under BinLink1 up to maximum BinLink5.

For the reset operation, this is always 1.

OpAreaPicture

The "OpAreaPicture" attribute is used to select the type of operating area. You can
configure an operating area with 3 or 5 buttons.

Caption
The attribute defines the labeling of the button.

BinCount

This attribute defines the number of binary elements to be operator-controlled.
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BinLink1

This attribute is dynamized with the input parameter to be operator-controlled.

BinAuthorizationLevell

The dynamization of this attribute defines the OS operator permission required for
operator control.

BinTextl

This attribute is used to configure the button label.

8.6.15 Exercise

Exercise: Configure buttons for resetting the counters

Task

You configure one button for resetting the operating time and the switching cycle
counter.

Optional exercise: Configure an object for displaying the time

Task

Your customer wants operating hours to be output in the standard view. Since there is
not enough space for the 4 analog value displays, create a customized object that
displays days, hours, minutes and seconds in a single analog output.
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9 The updating of picture objects

9.1 Learning objectives

h

The participant knows

e The updating of the template
pictures with the Block Icon
Migrator

e The configuration of the function
Update block icons

e The functions and the
configuration of the Graphic
Object Update Wizard

&

9.2 Basics

The process pictures of the PCS 7 OS contain both static and dynamic picture objects
for visualization. The static parts are normally inserted manually in the pictures.
Dynamic parts such as block icons and group displays are inserted automatically by
PCS 7 functions.

Inserting means that template objects from template pictures are copied to the process
pictures according to defined rules and interconnected with the process. When
necessary the properties of the copies e.g. position are modified individually. This
procedure simplifies the configuration of the visualization considerably and makes it
much faster.

Once inserted in the process pictures, the graphic objects have their own life. There is
no longer a connection at all to the template objects except for the properties adopted
from the original.

This independence of the picture objects, however, makes them more difficult to update.
The template objects are often modified e.g. during a software update or at the request
of the customer. Since there is no reference between the template and a copy, it is also
not possible to perform a direct automatic comparison.

Instead PCS 7 provides additional functions that allow updating of the graphic objects in
the process pictures.

This updating is performed basically at 2 different levels.

The upper level handles the updating (migration) of the template objects themselves.
This may, for example, be necessary when a software update is performed.

At the lower level the copies generated from the template objects are updated. This may
be necessary if the template objects were previously updated or when a graphic object
is to be replaced by a different variant.
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@PCST7Typicals....pdl (new) @Template....pdl (new)

Block Icon Migrator

@PCST7Typicals....pdl (old) @Template....pdl (old)
Block icons Process pictures Picture objects
Updating Updating

During the update, however, not only the automatically inserted graphic objects need to
be taken into account. The objects from the template files can also be updated.

The difficulty with this procedure is to retain the individual properties of the objects to be
updated. For this reason, in the following sections particular attention should be paid to

this aspect.
9.3 The updating of the template pictures
9.3.1 Description of the problem

When upgrading PCS 7, the software update of the projects is basically achieved by
running the OS project editor. During this the template pictures of the block icons for
example @PCS7TypicalsAPLVS8 are also updated.

This procedure does not, however, mean that the project-specific template pictures are
also updated. These are created additionally and containing modified block icons based
on the standard block icons.

This means that when upgrading, there are often differences between the customized
block icons and the block icons from which they were generated. When running a
comparison of block icons users have two options:

1. They create a new set of block icons and make individual modifications to the
updated standard block icons. This takes a lot of effort and can often lead to errors.

2. The adoption of the new object properties is achieved mainly by using the block
icon migrator. Here, the new version of the block icon is first copied into the
template picture and then the object properties of the old block icon are adopted.

Below the adoption of object properties by the migrator is described in detail.
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9.3.2 The block icon migrator
The migrator is not implemented as a separate application but can be found as a picture
in the project with the name
GraCS / @PCS7 Block Icon Migration.pdl

This graphic picture contains a VBA script that can read out the inner objects of a block
icon from the customized templates. This makes it possible to transfer the changes to
the currently supplied block icons.

-~ @PCSTTypicalsAPLVE.PDL X | v |
er Al
TR EEEEEER
Lo ]
Liliiiiiiiiiiiiin [meeeoccacon s [avrbute ] Copyingthe current
SRR R || [ eometry Object Hame :
.................. Col:s Layer blockicon
Styles
J = Font
Confi tio
cuetom el

50 60aes s omied s it = = | dttribute |

Geometry Object Mame @I [Ext
L4 — Colors Layer .
Styles Transferring
Faont =
- the properties
Confi ki
curom el

Not all user-specific changes can be transferred to block icons. The following list shows
what can be adopted.

User-defined properties -

Size and/or position of inner objects Yes

Z order of the inner objects Yes
"Normal" properties Yes
Language-dependent properties Partially
Index - properties No
Internal structure of the object properties No
Scripts No

@& When the migrator identifies the block icons the @ character preceding the attribute
type is not taken into account. This ensures that picture objects from the template
picture @TemplateAPLV8 can also be compared using this functionality.

SIMATIC PCS 7 - The updating of picture objects
Course folder, V9.0.0, ST-PCS70SE 9-5



SIMATIC PCS 7 OS Engineering

When running the migration, follow the steps outlined below:

@PCSTTypicalsAPLVB.PDL X | - @PCSTTypicalsSitrain.PDL X | -

dem Produkt ausgeliefenen | gecsrmypatstPLye oL ZI

~ Db DiaI0G 2UM SLMEN 00 eploction of the piture adsphed by the .
- Falls das Mend Migravon | FSSSRARICETrRiRENaY j

= Pararmaber 10r gen Migratic

Marate
@PCSTTypicaisiantpofl 3| EPCST_Bladk kan Migntenpal | ¥ |

o L

An error has -
occurred =

Open the relevant standard template picture, e.g. @PCS7TypicalsAPLV8.pdl

Open the user-specific template picture, e.g. @PCS7TypicalsSitrain.pd|
Open the picture @PCS7_Block _Icon_Migration.pdl
Start the function Migration > Migration of blocks

Select the two previously opened template pictures and start the migration

I T o

After the new picture with the compared block icon has been open, says this as a
new template picture.
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Check the extent of the adoption of the properties of individual objects in the log file

Project path / PCS7BlockIconMigration.txt

The entries have the following meaning:

I8 Pcs7BlockIconMigration - Editor M=l

Datei Eearbeiten Format Ansicht 7

Erzeuge das objekt: '@vlvL /Extended_2'
FEHLER: ‘inneres objekt existiert nicht mehr: 'OpHours’
FEHLER: inneres chjekt existiert nicht mehr: 'sCounter’
wiederherste11ung der Z-refhenfolge. ..
Inneres Objekt: Header' (nach hinten geschickt)
Inneres ohjekt: 'PolylineIcon’ (nach hinten geschickt)
Inneres objekt: 'Made’  (nach hinten Eeschicktj
Inneres Ohjekt: 'SymbolBadac’ (nach hinten geschickt)
Inneres objekt: 'Maintenance’ (nach hinten geschickt)
Inneres Objekt: 'Forced' (nach hinten geschickt)
Inneres Objekt: 'memo’ (nach hinten geschickt)
Inneres Ohjekt: 'Groupbisplay’ (nach hinten geschickt)
Inneres ohjekt: 'Bypass' (nach hinten geschickt)
Inneres Objekt: 'astate_Topobject' (nach hinten geschickt)
Inneres Objekt: 'astate_Bottomobject’ (nach hinten geschickt)
Inneres objekt: 'Lock' (nach hinten geschickt)
Inneres Objekt: "symbol'  (nach hinten geschickt)
Inneres objekt: 'Datasetl’ (nach hinten geschickt)
Inneres ohjekt: 'sCounter’ (nach hinten geschickt)
Inneres Objekt: 'opHours' (nach hinten geschickt)

Kl

(Typ "@vlvL/Extended_2' abgeleitet won "@vlwLs2')

il

| zeile 2, spalts 1 4

Naturally without further measures the VBA script can only transfer block icons of the
same name to the target picture. The Type attribute must match exactly.
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9.3.3 The configurations file PCS7BlockiconMigration.cfg

That modified block icons have the same name as the template is more seldom the
case. The usual procedure is to copy a block icon e.g. VIvVL/1, to modify it and to save it
under a non existing variant e.g. VIvL/ 12.

The migrator cannot recognize such contexts which it why it is rejected via the
configuration file

WScripts / PCS7BlockIconMigration.cfg

Bl PcsiBlockIconMigration.cfg - Editor =]
Datei Bearbeiten Format  Ansicht 7

[DerivationList]

3 This section specifies which custom object types (Destinationobjectxyz) are derived
from which original objects (SDurceObjectXng.

objects that are not explicitly 1isted here are deriwved from objects with the same types.
i The prefix @ should not be specified - this way, migration will work for both @PCs7Typicals®
i oand @Template® pictures.

vivL Extended_2

pastinationobjecto0o
Vvl 2

Sourcechject oo

MotV v EXT

bestinationobject o0l
MotL/3

Sourceochject0dl

-
| | »

| | zeile 3, Spalte 1 4

Such an assignment also of course works when not only the variant but also the
structure name is different.

It is also possible to specify properties in the configuration file that should be excluded
from the transfer to the target.

B PcsTBlockIconMigration.cfg - Editor M=]
Datei Bearbeiten Format  Ansichk 2

[ExcTudedpProperties] 'J
; This section defines properties that will not be transferred from customized to original objects.

i Entries must be numbered consecutdively starting with "Excludedpropooo”.

i It is possible to specify qru erties which appTy just to certain object types

i e.g. HMIRectangle::BackColorjor to all object types (BackColor)

il

E The following special characters can be used for matching property names:

H 7 - Any single character

H * - zaro or more characters

H # = Aany single digit (0-9)

H [char1ist] - amy single character in charlist

H ['charlist] - aAny single character not in_charlist L. .

i For example, *Color® will be applied for all properties containing the word "Color™ din the name.
ExcludedPropl0l = objectname

i Following are properties influenced by the property "Index". such properties

i are not supported by the migration and must therefore be excluded

ExcludedPropdfl = HMIAdvancedstatebisplay::Bitselect# -
4| | v

[ | Zeile 28, Spalte 2 y

This can be used with properties that basically cannot or will not be transferred e.g. the
object name.
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9.4 The updating of the block icons

9.4.1 Basics

During configuration of the AS the process tags are implemented in CFC charts using
technological functions. On completion of this work, the data relevant for control and

monitoring must be compiled in the operator stations.

With this procedure, among other things the structure types of the process tags are first
created in the tag management of the OS and the corresponding instances assigned.
Following this day our entered in the plant pictures of the OS block icons and
interconnected to the process tags, in other words dynamized.

This procedure for inserting runs as follows:

1. The first action identifies all pictures in the plant hierarchy for which the Derive
block icons from the plant hierarchy option is activated.

2. Following this all charts that are configured in the assigned hierarchy levels are
identified. These charts are searched for blocks that can be operator-controlled and
monitored. Their block type is determined and saved together with the instance data

in a temporary file.

3. Inthe OS, the available template pictures are identified and the block icons are
stored in the corresponding pictures and assigned dynamic properties using the

acquired block data.

[ Team08 (Plant View) -- E:\Plant08\Team08\Tea... [Hj=] E3

E@ Teamis Object name
E--@ A5Prj0a Dose
#-{_]] Shared Declarations Drain

Johnszon Heat
Buffer Tanks [Edl i

[EHR310-Gen
FR310
J [ TIcams
/TICA31E5/PID|
A A-l
-12345,67
-12345,67
- (B SignalBox -123485,67
B8P 05Pro0s
- MDLib03 ] N

|
MV _MiAot
MV_Lohce
HanHidut
ManTofut
S Relea
HanAct
Aoehse
LoopClos
SE_Exrhr

I

Instance
data

LTTT

TTeTTe

Template
pictures

The identification of the block icons runs as follows:

1. Firstin the project directory GraCS the template pictures are identified whose
names start with "@PCS7Typicals". The characters that come after this are usually

used to identify the relevant library, e.g. @PCS7TypicalsAPLV8.pdl.
2. The found template pictures are sorted in descending alphanumeric order which

specifies the order of priority.
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3. The first 20 template pictures are searched through for block icons according to the
priority which leads to an order of priority. Block icons that belong to the found block
types are inserted into the associated pictures and interconnected with the block

instance.

A A C D G

1 |version=730

2

3 |@PC5TTypicals_Batch, pdl 19 27 04 01 03 2016

4 |@PC5TTypical sTraining, pdl 15 43 14 16 nz 2015

5 |@FPCsTTypicalssitrain, POL oz 1% 43 05 09 2015

6 |@pcsTtypicalsre.pdl 10 37 40 25 11 2019

T |@PCSTTypical sBasisLibrarys8. POL 22 23 30 12 0z 2016

8 |@PC5TTypical s&PLWE. POL 18 22 26 na 12 2015

9 |@PCSTTypical s&PLW Y. POL 18 21 45 na 12 2015

10 |@@PCSTTypicals,PDL 14 29 a4 o7 11 2011

11
A further picture the 21st could be the template picture "@@PCS7Typicals.pdI" of the
former PCS 7 Standard Library.
This procedure of inserting block icons is usually done when process tags were inserted
in the project and for this reason the list of structure variables must be updated on the
0sS.
Below, a second function the updating of block icons will be described.

9.4.2 The reasons for updating
Updating means that a block icon is replaced by another block icon. There may be
several reasons that would cause such an update:
1. Ina CFC chart a different variant of the block icon was selected for a block.
2. The block icon in the template picture was changed and the instances already
inserted in the plant pictures need to be matched up.
3. The time stamp of plant pictures was changed.
9.4.3 The control file @@PCS7Typicals.csv

To be able to recognized the necessity of updating block icons, their change time stamp
needs to be compared. Unfortunately block icons do not have this and the system must
relate to the change time stamps of pictures.

To optimize the updating of block icons over time, only pictures are analyzed whose
time stamp has changed since the previous run. To be able to make this comparison,
the change time stamps of the plant and template pictures must be saved. Here the
control file @@PCS7Typicals.csv plays a major role. The change time stamps of the
pictures are saved in this file. It practically represents a memory of the "Update block

icons" function.

SIMATIC PCS 7 - The updating of picture objects
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A A B C D E F G H I J
3 |@PCSTTypicals Batch.pdl 13 27 4 1 3 2016

4 |@PCSTTypicalsTraining. pdl 1S 48 14 16 2 2015

5 |@PCSTTypicalsSitrain. POL 3 18 48 5 9 2015

6 |@pcsTtypicalsrc.pdl 10 37 40 26 11 2015

7 |@PCSTTypicalsBasisLibraryva. PDL 22 1@ 30 12 2 2016

8 |@PCSTTypicals&PLYS.PDL 18 22 26 g 12 2015

9 |@PC5TTypical s&PLV7.POL 18 21 46 g 12 2015 Zoom factor
10 | @@PCSTTypicals.POL 14 29 34 7 11 2011

11 i

12 |B410.PDL 19 33 2 4 2016 100 4

13 |B420.PDL 19 30 2 4 2016 100 4

14 |M-General POL 9 39 48 3 4 2016 100 4

15 |m1110.PDL 9 39 58 3 4 2016 100 4

16 |n120.POL 3 33 59 3 4 2016 100 4

17 |M130.POL 9 40 1 E] 4 2016 100 4

18 |R310,PDL 9 40 3 4 2016 100 4

14 |R3z20.PDL 3 4an 3 4 2016 100 4

20 |R330.PDL 3 .40 10 3 4 2016 100 Tagname
21 |R340,PDL 4 2016 100 charﬂname
22 |signalbox.PDL Changetime stamp |4 2016 100 :

» of the pictures

With each run through, when different time stamps are recognized, these are set to the
new date in the @@PCS7Typicals.csv file. If this involves a template picture, the block
icons of all relevant plant pictures are updated. If a change to a plant picture is
recognized, the block icons it contains are replaced.

944 The update

Updating block icons means that an icon already inserted in a plant picture is deleted
and replaced by a block icon from a template picture.

 @PCSTTypicalsAPLVS.PDL X | =

A [ B [ &1 66 T H ]
|Picturename Objecttype  Link4 Link5  Link6
R320.pdl @MonAnL/2 R320 LIA224 MonAnalog
R320.pdl @MonAnL/2 R320 LIA324 MonAnalog
= R320.pdl @MotL/2 R320 M326  Motor

71 | 5 |R320.pdl @MotL/2 R320 P323  Motor
] @PIDConl/2 R320 TICA325 PID

2. Deleting
L ]
[ 1. Backup FI @VM./2 R320 V223  Valhe

----- = ——rozopd @VIMU2 R320 V221  Vale
e TR \ 9 [R320pdl @VM2 R320 V222  Vale

B

NREEE

| 10 |R320.pdI @Vhi/2 R320 V322 Valve

[4. Return backup]
s e

Now it is perfectly usual for instance specific changes to made to block icons. This
certainly involves the x / y position of the block icon itself or so the position for opening
the faceplate. When updating it is therefore particularly important that the instance-
specific changes to attributes are retained.

This is achieved by saving the values of attributes in a table, the block icons are
replaced and the values written back.

SIMATIC PCS 7 - The updating of picture objects
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9.4.5 The configuration file @@PCS7Typicals.cfg

As already described Part of the block properties is saved in a table during replacement.

Which properties are to be saved when updating can be specified in the configuration
file.

<Project path> / WScripts / QQ@PCS7Typicals.cfg

This file i.e. the table can when necessary be expanded for each specific project.

@@PCS7Typicals.cfg - Editor

Datsi Eearbeiten Format  Ansicht 7

[Analyzedobjects]
Customized_object = 1
OCx_ohjects = 0

[Trace]
Logfile = 0

[General]

ChangeTag = 0
ChangeLink = 0
ConsiderZoomFactaor = 1

[Identifierobjecttype]
objecttypeld = type

[Columns]
ColumnQo
Typeod =
Coumndl
Typeldl =
Zalumni?
Typen2 =
ColumnGs
Typen3 =
ColumnGd standardTrend

Typedd = v
K| Ll_l

| Zeile 2, Spalte 1 y

HigherProcesscontrolling
Processcontralling
view_Tag

1
ReturnPath

COn oo B ownow

The structure of the configuration file
The configuration file is structured like an INI file and consists of several sections.
The configuration file @@PCS7Typicals.cfg has the following structure:
e AnalyzedObjects

The editable object types are specified in the first section of the configuration file. The
block icons are created as customized objects, which is why Customized_Object = 1
is set.

e Trace

In the Trace section of the configuration file, you specify whether a log file will be
output.

e General

In this section of the configuration file, you specify how the tag connection will be
replaced.

ChangeTag=0 means that the wizard only exchanges the tag connections of
dynamic object properties. Existing scripts or triggers remain
unchanged.

ChangeLink=0 means that the process connection includes only the tag name and
not the entire HID.

SIMATIC PCS 7 - The updating of picture objects
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¢ IdentifierObjecttype

In this section, you specify a unique identifier for the object. The "Create/update block
icons" function specifies the relationship between the AS block type and the block
icon using the Type attribute.

[AnalyzedObjects]
Customized_Object = 1

OCX_Objects =0

[Trace]
Logfile =0

[General]
ChangeTag =0
ChangelLink =0

[IdentifierObjecttype]
Objecttype0 = type

The following sections of the configuration file define the table in which the listed
attributes of the block icon are saved.

[Columns]

Column08 = defaultPos
Type08 = 11

Column09 = leftPos
Type09 =3

Column10 = topPos
Type09 =3

*

*

[Column08]

Property0 = defaultPos
[Column09]

Property0 = leftPos
[Column10]

Property0 = topPos

e Columns
This section defines the columns and their headings in the table.

A maximum of 100 entries are permitted in ascending order without empty lines.
The data type of the object property to be saved is defined as follows:

— numerical =3
— alphanumerical = 8
— binary (Bool) = 11

SIMATIC PCS 7 - The updating of picture objects
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e ColumnsOx

In the next sections of the configuration file it is established which object properties
are to be saved in the columns defined previously.

These entries are compared sequentially with the properties of the object to be
edited. As soon as a match is found, the wizard saves this property in the
corresponding column.

9.4.6 Expansion of the configuration file

@PCS7Typicals.cfg

If there is no column in the configuration file for an attribute to be saved, this must be
extended.

The file @@PCS7Typicals.cfg is, however, a system file and maybe overwritten during
a software update. The extensions made to this file are then lost.

For this reason, copy the file @ @PCS7Typicals.cfg to the file @PCS7Typicals.cfg and
insert your extensions. If the file is found first this is automatically used.
9.4.7 Further types of block icon

In addition to the function create/update block icons, PCS 7 has further wizards that
insert picture objects automatically in plant pictures.

Plant Hieranchy Settings. .. B jicheat Homstorng - [508.mp]
Process Tags » "
& Check Consistency [Conacction | Clote |
Open Check Log s ]
Rensme F2 oscw . —
Object Properties. .. AR+Retum Create/update diagnostic screens  Clrl+Ak+D J0sCO8Rel 1
Display Diagnostic Screens Log
Advanced Diagnostics Settings...  Chri+Ak+w
Configured Objects Deita |
Syrtem Corfgueshon
T —
J
] —
Group display hierarchy
Ed Scroen
’7 [V Create / update group displays D rsciioring e syste corfou s Mersring Cyle Pty g
& ptomatc T usardefined " 5g ~10s C lmn

Create/update diagnostics screen

From the SIMATIC Manager, this function is used to set up the diagnostics structure of
the hardware, and all diagnostics screens are generated with the relevant diagnostic
block icons according to the plant hierarchy.

Create/update group displays

With this function, group displays are inserted at all levels of the picture hierarchy,
interconnected with lower-level pictures and switched invisible. It is activated in the
OS project editor and ensures the integration of the group display hierarchy.

SIMATIC PCS 7 - The updating of picture objects
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Lifebeat monitoring

When configuring life the monitoring, the picture of the plant configuration is set up.
Plant components are automatically inserted in the plant picture.

m Template picture Configuration file

Create/update @@MaintenanceTypicals.cfgy @@ConfigTypicals.cfg
diagnostic screens

Create/update @CSIG_Template.pdl CSIG.cfg
group displays
Lifebeat monitoring @Config.pdl @@ConfigTypicals.cfg

LBMObjects.cfg

9.5 The updating of graphic objects
9.5.1 Basics

Sometimes It is necessary to also visualize process tags in pictures that are not in the

relevant path of the plant hierarchy. In such situations, the "Create/update block icons"
function does not work, because the structure of the plant hierarchy cannot be used. In
this case, you need to insert and configure the graphic objects manually.

Here, great care is necessary. When block icons are automatically created or updated,
all block icons that originate from the "@PCS7TypicalsAPLV8.pd" picture or but were
not derived from the plant hierarchy are deleted in the picture.

With manual configuration, you must therefore use the "@TemplateAPLV8.pdl" picture
as a template for picture objects.

Family: Control

| =12345,67 © 0 |-12345,87 | -12345,67 C 0 |-12345,87) 0 o
© 1234567 D1 |-12345,67 . . . | -12345,67 Dl |-1234567 0011l
: -12345,67 ..... -12345,67 ....................................
............ EHE
I Poecics | Events |
' Tad | || T [ APL_BLOCK_ICON | Attribute | Static |_Dynamic | Update Cy... | =
© 1 12345,67 -+ (11234567 Geometry facienebsplayed 100 L%
| 1234567 Ll 1234587 Colors R * 10 <o/ k%
| -12345,67 . |-12345,67 Styles Taghame Tagname A
EERR R DD R Font Serverrame PCS7PIDConL Conral A%
Configurations  |SignificantMask 0
I System  [Eventquithask 3069 @& ver Upon change
. T, co T Miscellansous Relevant Yes
. L Trends TagVisible Mo
- -12345,67 © | -12345,67 Links TypelD 1001,000000 A x
. | -12345,67 ... |-12345,67 VersionID 2,012021e+008 E s
(11234567 | |-12345,67) HighlightBlocktcon No Y
........................ OosNotActive Yes £ -
s - 1 ;I_I

The difference of the picture object in these two pictures can be found in the Type
property.

This property must not be changed in the "@PCS7TypicalsAPLV8.pdl" picture (e.g.,
@VIvL/1), because it is the reference for identifying the block icons that are created and
deleted during generation based on the plant hierarchy.

SIMATIC PCS 7 - The updating of picture objects
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In the picture objects of the "@TemplateAPLV8.pdI" picture, however, the character @
is missing in the "Type" property. This means that the picture object is no longer
detected during updating and therefore also not deleted.

9.5.2 The Graphic Object Update Wizard

To nevertheless allow replacement of such picture objects, PCS 7 provides the Graphic
Object Update Wizard.

This wizard is called Graphic Object Update Wizard and is the "mother" of all update
functions mentioned above. All these functions are based on this wizard but have
different, application-specific configurations.

While the Graphic Object Update Wizard does not provide for centralized changes, it
does enable project-wide exchange of picture objects using the update, export, and
import functions.

Template
picture

Plant —>
pictures Export

| file

Update picture objects

This sub function updates all user customized objects with the Type type identifier in the
current plant picture or in the project. This process uses template objects, which must
be made available in a template picture "@TemplateAPLV8.pdI".

Export picture objects

This sub function exports all picture objects which have a type identifier (Type attribute)
from the current picture or project to a table in CSV format. In addition to other
information, the object type and interconnection information is exported.

Import picture objects

This sub function imports picture objects that you have previously exported with the
"Export Picture Objects" dynamic wizard into WinCC pictures. During import the picture
objects written to the export table are recreated. This process also uses template
objects, which must be made available in a template picture e.g.
"@TemplateAPLV8.pdl".

SIMATIC PCS 7 - The updating of picture objects
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Change interconnection of the customized object

In addition, a sub function is made available with which you can change
interconnections of picture objects with the block instances. This involves a type of

rewiring.

9.5.3 Update picture objects

The Update picture objects function updates all picture objects in the currently open
picture or in all pictures of the project. For the replacement 2 files are required. The
template picture e.g. @TemplateAPLV8.pdl, contains the picture objects used as a
template when updating. The configuration file e.g. TemplateAPL.cfg, describes the
sequence of the update and the properties of the picture objects to be backed up.

Update picture objects

|

Specify picture objects

!

P
Template picture Configuration Save attributes
(.

!

Delete picture objects

!

Create picture objects

!

Write attributes back

A

J

Alongside these system files, however, you can use self-made project-specific template

and configuration files.

When updating picture objects follow the steps outlined below:

1. Picture selection

Open the picture or one of the pictures that you would like to update in Graphics
Designer. Make a backup copy of the pictures because you cannot undo this

editing.
2. Open the wizard

Open the Update picture objects wizard on the Picture functions tab.

3. Settings

Make the following settings:

— Choose whether you want to update only the active picture that is open in the
Graphics Designer or all of the pictures in the project.

— Specify the name of the template picture containing the template objects.
@TemplateAPLV8.pdl in the GraCS directory of the current project is proposed.

— Specify the name of the configuration file that is to be saved in accordance with
the object properties of the customized object to be replaced.
TemplateControlAPL.cfg in the folder /Wscripts of the current project is

proposed.

SIMATIC PCS 7 - The updating of picture objects
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Set Options E

our dynamic: requires additional parameters:

Please specify the name of \

the: template picture
ect_0508_2\GraCSMWBTEMPLATEAPLYE pdl|

PS*Export picture objects
e Import picture objects
puOpen picture in process window
srPicture exchange in workspace

srPicture selection via measurement point
srSwap the customized cbjects connection
B3 pdate of the picture objects

Flease specify the configur ation file
Ft_DSUB_Z\WScril:!s\TemplaleCmtroth‘L.cfg___.I

Picture.. [System.. ] Import .. ] SFC_] Standa..|

< Back MNext » Cancel

4. Completing

Now all picture objects in the pictures will be replaced by the picture objects from
the template picture, provided they have the identifier specified in the configuration
file (Type).

& The updating in the project relates only to the plant pictures. No template pictures
with customized object templates and no PCS 7 system pictures are updated.

954 Export and import picture objects

In addition to the function for updating customized objects, the Graphic Object Update
Wizard provides functions for importing and exporting these objects. The
interconnection with the assigned tags is retained in this process.

Configuration
file

Pictures

Template
picture

The export function exports all picture objects with the relevant type identifier (type) from
the currently open plant picture or all plant pictures of the project to a table in CSV
format. All object properties that are specified in the configuration file are exported. This
includes, for example, the object type and position in the plant picture.

SIMATIC PCS 7 - The updating of picture objects
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&

The wizard can recognize the object type from the object property entry that you have
configured as the identifier of the customized object. For the provided
TemplateControlAPL.cfg, this is the Type object property.

After the export, all important object properties are available in the table in CSV format.

Here, you can change the interconnection, for example for other plant units, and import
the dynamic customized objects again. The desired pictures are created here if they do
not exist already, and the customized objects are placed and interconnected in them.

In addition to the interconnection information of the process pictures, you can also
update the instances of scripts and triggers when importing and updating the objects.

Export picture objects

xport picture objects
"$*Import picture objects

w#Open picture in process window
swPicture exchange in workspace

srPicture selection via measurement point
siSwap the customized objects connection
**Update of the picture objects

You start the Export picture objects wizard in the Picture functions window of the
Dynamic Wizard Browser.

1. First specify whether you only want to include the currently open picture or all
pictures of the project in the export.

2. Select the export file. The standard storage location is the project directory of
the OS.

Select the configuration file that defines the content of the export file.
4. Export the properties of the picture objects

Set Options | ¥

Export file

‘Your dynamic requires additional parametess:

1X-=
Please specify a name for the export file hont .

FCS?SBﬁ\WnCC_Pro;ecl_DSUﬁ_Z\E ¥port. csy _]

Please specily the configuration file
ft_0508_2\WScripts\TemplateControlPL cfl __j

Picture.. | System.. | Import .. | SFC | Standa.. |

Configuration file

<Back Next> Cancel Hep |

The result of the Export picture objects function is saved in the export file. This file has
a CSV format in which the semicolon is used as a delimiter.

All object properties specified in the configuration file used are entered in the table.

SIMATIC PCS 7 - The updating of picture objects
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A [ B [CIDJETJ] F [ G ] H ] [ [ 0 [ K] L
| 1 |Picturename |Objecttype Link1 Link2 Link3 Linkd4 Link5 Link6 Objectname ¥-Pos Y-Pos Tag
| 2 |R320 pdl @MaonAnL/2 R320 LIA224  MonAnalog R310/LIA214/MenAnalog 770 210 LIA224/MonAnalog
| 3 |R320.pdl @MonAnL/2 R320 LIA324 'MonAnalog R310/LIA314/MonAnalog 780 430 LIA324/MonAnalog
| 4 |R320 pdl @MotL/2 R320 M326  Mator R310/M316/Mator 580 390 M326/Matar
| & |R320.pdl @MotL2 R320 P323 Motar R310/P313/Motor 635 630 P323/Motor
| 6 |R320.pdl @PIDConlLs2 R320 TICA325 PID R310/TICA315/PID 1095 455 TICA325/PID
| 7 |R320.pdl @viLz2 R320 w223 Valve R310/V213/Valve 798 121 V223 Valve
| 8 |R320.pdl @viLi2 R320 w21 Valve R310/V211/Valve 594 60 V221/Valve
| 9 |R320.pdl @viLz2 R320 w222 Valve R310/V212/Valve 694 90 V222/Valve
| 10 |R320.pdl @viL2 R320 V31 Valve R310/V311/Valve 694 310 V321/Valve

Now change the table corresponding to the application. The classic case is the
duplication of existing units.

To do this export the pictures of the plant to be duplicated. Then in the export file adapt
the properties of the picture objects, for example picture name and tag name to the new
unit and import the file in PCS 7. When you do this, additional pictures are generated,
the picture objects are inserted, parameters assigned and they are interconnected.

&

Note that the cells in the Excel worksheet contain display-specific formatting.

For example, a process tag description 2E101 might be misinterpreted as a floating
point number in exponential format.

Import picture objects

After you have exported the picture objects and adapted the export file to your new unit,
you then import the customized objects into the specified pictures and create them
again. The saved and modified object properties of the picture objects are updated in

the process.

r~ Dynamic Wizard

eOpen picture in process window
eriPicture exchange in workspace

eFePicture selection via measurement point

ereSwap the customized objects connection
"3*Update of the picture objects

a1 [ 3]

Stand.. | Import.. | SFC_ Pictur.. | 4| »

&

Set Options

Your dynamic requines additional parameters:

PLS7SE5WinCE_Prosect_0508_2\Ewpart osv .|

Please specify the name of
thees bemnplate picture
[ect_0508_2AGIaCS\@TEMPLATEAPLVE pd J

< Back I Next » |

Cancel ]

Flease specify the name of the import file /

Export file

s
"1

Template picture

N\

Importing cannot be undone.

It is advisable to create a backup copy of the pictures involved in the import.

SIMATIC PCS 7 - The updating of picture objects
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You start the Import picture objects wizard in the Picture functions window of the
Dynamic Wizard Browser.

1. First specify whether you only want to include the currently open picture or all
pictures of the project in the import.

2. Select the import file. The standard storage location is the project directory of
the OS.

Select the template picture containing the picture objects to be imported.

Import the picture objects with the properties described in the import file.

@& Before the import, all objects whose Type object property matches that of a picture
object in the template picture are deleted in the pictures to be updated (column 1 of
the export table).

Therefore, export the current version or create a backup copy before you import a
picture.

SIMATIC PCS 7 - The updating of picture objects

Course folder, V9.0.0, ST-PCS70SE 9-

21



SIMATIC PCS 7 OS Engineering

Content 10

10 Advanced ProCess GraphiCS .......uciiiiii it e e e e e e e e e e e eaenees 3
10.1 Learning ODJECHIVES ........eii it e et e st e e e s sbr e e e aa 3
10.2 Advanced Process Graphics for a user-oriented process visualization .............ccccceeveeeennee 3
10.3 BaSIC CONFIGUIATION ...ttt e e e e s e e e e e e s aeebeees 6
10.3.1  AS CONTIQUIALION ...ttt e e e e bbbt e e e e e e e s anb e e e e e e e e e e e annbeeneeaaeas 6
10.3.2  OS CONFIQUIALION ...ttt ettt e et e e e s e s bbb et e et e e e e e s annbe e e e e e e e e e e annnbnnneeaaeas 9
10.3.3  Overview about the APG 0DJECIS.......coi i 10
10.3.4  Trend control iN APG SEYIE ... e e e e e e e eaae s 12
10.3.5 3 bar graphs displays connected by a polygon liN€..........ccccovciiiieeree e 12
10.3.6  APG TrendControl combined with bar graph and APG_APL 0bjecCt .........cccovcvveiviiinennnn 14
10.3.7  Spider chart and Call Faceplate ODJECES .........ccuuviiiiiiiiii e 16
10.3.8  GrOUP GIiSPIAY .. .eeeeeiieiiiee ittt ettt e et e e et e e e e e e e nees 19
10.4 EXercise and ChECKPOINT.........ooi ettt e e e e e e st reeeae e e e e annes 20

SIMATIC PCS 7 — Advanced Process Graphics
Course folder, vV9.0.0, ST-PCS70SE 10-1



SIMATIC PCS 7 OS Engineering

SIMATIC PCS 7 — Advanced Process Graphics
10-2 Course folder, vV9.0.0, ST-PCS70SE



SIMATIC PCS 7 OS Engineering

10 Advanced Process Graphics

10.1 Learning objectives

The participant knows about...

e Motivation and basic conception for the
application of Advanced Process Graphics

e The basic configuration steps

The participant is able to...

e Complement process picture on an overview
level by graphic objects of APG.

10.2 Advanced Process Graphics for a user-oriented process
visualization
The primary task of the operator is to carry out operative process control on the basis of

process and plant information from the production process and its logistics and auxiliary
processes.

The analysis of fatal accidents in the past and the increasingly complex tasks for the
operators of a plant, have caused that different organizations, such as NAMUR, have
issued guidelines on new approaches in the design of control rooms.

This includes the

e ergonomic design of control rooms according to EN ISO 11064 Part 3
e multifunctional operator workstations

o efficient alarm management

¢ information-based user interfaces, etc.

Siemens combines all these measures under the concept HMI +.

Advanced Process Graphics

Advanced Process Graphics covers the visualization level within HMI+ and provides
new visualization objects for information representation, where the focus is on key data
for the operator.

Starting with the replacement of old control room technology, the trend started to
improve process pictures to closely follow the real process equipment and
instrumentation. This resulted in 3D piping schemes and vessels with shining stainless
steel graphics and in extreme cases an animated fire burning in a boiler.

This method of technology oriented depiction of the process, was not very well suited to
support the attention of the operator to abnormal situations, which is important to
guarantee a short response time in case of an issue.

SIMATIC PCS 7 — Advanced Process Graphics
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10 -

Technology-related process visualization

APG provides graphic objects with a subtle presentation (gray on gray), where only limit
violations are highlighted. In addition, the APG-blocks are able to process additional
limits, as will be shown later.

It would be ideal, from the user's perspective, to have process pictures with a 2D
representation of vessels, no distracting colors where it shortly after opening a process
picture is clear whether limits are violated because those violations are the only thing
that has a distinct color.

Taken the workflow of an operator into account, we realize that if he would have enough
time at his disposal, he would search for process values in the process pictures, that are
outside the ideal range (operating range) long time before the first warnings or alarms
would appear.

Many process tags only displaying current T .
values / setpoints but without trend information ~ * An intuitive representation of current plant

Attraction of the operator's attention by means
of shape-coding and color-coding and
graphical piping schemes

- — 3 < e ot

* Process variables and/or KPI's can be
displayed by means of a spider diagram

situation allows operation within the ideal
working range.

* Graphic objects with a subtle presentation
(gray on gray), where only limit violations
are highlighted

« Direct jump to the process tags (loop in tag)
possible at any time — short response time.

APG provides graphical objects for optimizing the process visualization of overview
displays that correspond to levels 1 and 2 of the topology-oriented and task-oriented
plant hierarchy.

SIMATIC PCS 7 — Advanced Process Graphics
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APG-blocks are typically used in two levels of the hierarchy:
e Level 1 = Overview picture

e Level 2 = Plant area picture

Level 1

Plant /
process

Orientation & navigation

Level 2

Plant area Operation & monitoring

= oenn un(:‘

Level 3 o

Plant s Diagnostics (operation)
section —%’

Level 4

Functional

aspects

Examples for graphic objects of APG

Level 1 : Overview picture

Level 2 : plant area picture

Kiviat graphs for KPIs
(Spider diagram)

Horizontal and vertical bar graphs

Display of profiles

Trend with bar graph and gradient

SIMATIC PCS 7 — Advanced Process Graphics
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Basic configuration

APG Connector

block

HMIpConn
1

Data is read by

means of a pointer

HMIpConn
2

10.3
AS program
| LAl
—] MonAnL
] TICAL
—| PIDConL
10.3.1

AS configuration

APG Connector block

Visualization with APG is based on a block (APG connector block) which collects all

10 -

necessary data in the AS.

OS compilation

OS project
Tag Process
management pictures

__________________________

@Template
_APG.pdI

Structure
tags

LIA1/MonAnL

HMIpConnl

HMIpConn2

»
4

Dynamic
wizard

APL_APG
objects

MonAnL

PIDConL

Bar graph

Spider
diagram

APG
objects

__________________________

Configuration of APG Connector blocks. All APG-relevant data is read by means of
a pointer from the connected APL block.

OS compilation. Creation of structure tags for all existing APG Connector blocks.

Graphics objects are copied from an APG template picture to the process pictures
manually. There are pure APG objects (mostly made up of single objects, for

complex displays), as well as APL-APG objects representing information similar to
an APL block icon.

The graphic objects of the APG are to be interconnected to the measurement points
(corresponding to the structure tag) by means of a Dynamic wizard.

The data can either be read by a data block, can be connected via CFC interconnection
to the block, or permanently set as parameters at the block.

However, the address data of the most important technological blocks of the Advanced
Process Library (APL) regarding APG, for example, is already integrated in the APG
connector block, which makes it particularly easy to collect the data related to the APL.

There are also several objects in the OS for visualization which are tailored to the APL
and cannot be used in conjunction with other libraries.
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Interconnection to APL blocks

APL block

APG Connector

o Mew Chart

@ New Text ? }};nnnninnzlng | .

M e ! concentr Readout via o B

| CH TOgram {0 .

.@; Albiods § g Pointer GzpErz|—
1@ COM_FUNC ] 5.0 DBLenErr |—
=8 Q Connect H PV_Grad— DBRArErr|—

8w ¥HMIConn [FB1183: APG Connectorblock] H FV_RH Rc\— EV_OQut|—
CFC Library [current CFC library] i —|BV_TL Li PV WH Rc|— —
it itpc R —|PV_WL_Li PV_WL_Ac|— —
—|PV_AL i PV_AL Ac|— —
— LagTime PV _RH Ou|l— —
———|PV_0pSca BV_WH_Ou|— —
01— BV_Unit BV_TH_Ou|— —
.0—BV_T_DC BV_TL_Ou|— —
.0—|BV_I_D& BV_WL_Ou|— —
1—FV_2H En PV _AL Ou|— —
1—|FV_WH_En Ooskct|— AC|—
0—FV_TH En Statusl|— GradHUpA —
0— PV _TL En Status2 GradHDnA —
0— FV_WL_En Statusd|— —
a—
Operating range,
- (differing from

technological
function)

As aforementioned, every instance of a block icon on the OS requires a Connector-
block as interface for the displayed data. The VB-scripts in the APG-block icons use the
data from the connector block.

When combined with the APL-Library the usage of the Connector-block is easy,
because all necessary data is read by means of a pointer from the connected APL
block.

It is recommended to make one output of the APL-block visible which is not part of the
internal CFC-logic (i.e. status word 2) and to connect that output to the input
ReadPointer of the Connector-block.

Parameter "BlockType"

The BlockType parameter is used to set which block type is connected at the
ReadPointer I/O. Various I/Os are read via "pointers”, depending on the block type.
The remaining I/Os can be configured or interconnected.

Read Mode:

e 0=Another block
e 1=MonAnL

e 2=PIDConL

e 3=PIDConR

e 4=P|DStepL

e 5=DoselL
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Parameter "ViewMode"

In the ViewMode parameter, you can determine whether the APG bar graph shows a

normal bar (ViewMode = 0) or a difference bar (ViewMode = 1).

With normal bars, the origin is located at the low limit of the bar graph, whereas with
difference bars, the origin of the bar is located in the middle between the high and low

limit of the operating range (PV_OH Lim, PV _OL Lim).

The parameter has no effect on the operation of the AS block.

Effect of parameter "ViewRange" on a bar graph

ispiay ran

D_spb/_a g8 Limit PV_AH_Lim

Hi B Enable PV_AH_En
DlspRange.ngh\ Color inactive Maktive
Setpoint Limit PV_WH_Lim

SP . Value —> 4— Enable PV_WH_En
Operation range - Color inactive aktive
High limit Limit PV_TH_Lim
PV_OH_Lim | Enable PV_TH_En
Operation range Color inactive Maktive
Lgx finit g-———-" Limit PV_TL_Lim

EV20L Lim \ Enable F’\":TL:En

Process valu/ Color inactive Maktive
PV_Out Vaiue : Limit PV_WL_Lim

! Enable PV_WL_En
Dnspl;i/ range Color inactive aktive
Low limit

DispRange.Low Limit PV_AL_Lim
Enable PV_AL_En
Color inactive Maktive

Depending on the value of the viewRange parameter the displayed range is calculated:

e 1 =measuring range

The display range is based on the measuring range.
2 =display range (DisplayRange)

The display range remains unchanged.

3 = alarm range

The display range is derived from the alarm limits and the DisplayRatio
parameter. The DisplayRatio parameter indicates the proportion of the bar that
corresponds to the range between the "High alarm” and "Low alarm".

4 = operating range

The display range is derived from the operating range and the DisplayRatio
parameter. DisplayRatio indicates the proportion of the bar that corresponds to
the range between the high limit and low limit of the operating range.

Additionally, the high limit and low limit of the operating range is defined by the
parameters PV_OL Li and PV_OH Li.

|!!| See [118] APG Block Icons for Optimized Process Visualization - Function Manual -

06_2016, 9.2 for a tabular overview and parameters description.

Effects of the "Out of Service" mode

10 -

Additionally 0osAct#Value can be connected so that the outputs of the Connector
block will react in the same manner like the APL-block when it is set out of service. With
Feature Bit 26 = 0 the system will not actualize any data, with Feature Bit26 = 1
outputs are displayed inactive.
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10.3.2 OS configuration

APG template pictures

Enter filter file here. Enter filter file here.
A @®Csig_Template.POL -] A @TemplateBasisLibraryVa.rDL -]
A @®CSIG_Test.PDL el A @TemplatecMLib.POL
f’\ @Digit5Count. pdl )*’\ @TemplateIl_PCS_7.pdl
A @Digitsdisp75EG.pdl Y @Template_APG.pdl
@Examples_APG.PDOL )*’\ @Template_Batch_aPL.pdl
A @Exit.POL A @Template_1L_S7.pdl
(d\ @HornQuit.PDL A @Template_RC.pdl
f’\ @lLanguage.POL f*\ @Template_RC_APL.pdl
f’\ @LockMsgWithDetails, pdl f’\ @Test001.POL J= |
f’\ @Logo.POL ﬂ )*’\ @Time7SEG.pdl -

Qstandard _'.JCorltroIs == styles A Process Pictures Qstandard _'."_,Controls =2 Styles A Process Pictures

APG-objects exist in two Template-pictures and should be available in the project (folder
GraCS) after you run the Project-Editor.

e @Template_APG.pdl: contains all APG objects
e @Examples_APG.pdl: includes Trend controls preconfigured in the APG-design
The block icons are defined to work with a 5 x 5 grid in the Graphics Designer.

To support easier positioning of the block icons the grid should be changed from the
default value 10 x 10 to 5 x 5.

Tools > Settings

Dynamic Wizard

Dynamic Wizard

APG bar graph from
@Template_ APG.pdl

k to tag structure

A Link a prototype to 3 e an existing link [
AMove object . . :
Anetworkenery | ONIY this wizard does Hag
Aoperstionable fauf  include the APG Scripts g

A Setting/Resetting { r

A Setting/Resetting B

Picture Functi..| System Functi..l Import Functionsl SFC I Standard Dyn.. I e

ObjectProperties =0l Tags EOutputWindow — Library C‘i&_Dynan‘licWizard |

él ﬁlﬁl 2|3 =i [[]STEP 7 Symbol Server
Filter: IE j [wWinCC Tags

WinCC Tags MName | Type

-] Internal tags 'E' B410/XIA414_3/XIAConnect ASD3/HMIpConn
- [ List of all structure instances Lt
-} Listofall tags i=% 541014919 1/XIACoNNect
- | SIMATIC 57 Protocel Suite

AS08MHMIpConn

[ -

Structure tag instance of
the APG Connector block
_e=|  after OS compilation

The process connection of block icons in the Graphics Designer can only be made by
means of the Dynamic Wizard "Connect picture block to tag structure".
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& If you connect the block icon by means of the Tag-Browser then the block icon scripts
will not function. As a result the APG-block icon misses functionality.

Subsequent use of the Dynamic Wizard will NOT solve this issue; you must place a
new block icon.

10.3.3 Overview about the APG objects

APG bar graphs, to connect to a structure instance of APG_APL objects, to connect to a APL
the APG Connector block structure instance (MonAnL,...)

APG BargraphObjects APG APL Objects MonAnL APG APL Objects PIDConlL APG APL Objects PIDStepl

APG APL Objects PIDConR APG APL Objects Dosel

APG bar graphs

&
for combination [ i @ [ BN APG SpiderGraphObjects
. X
!‘L '} <€— Process tag object for
iis 5, 1 the Spider chart
1 \
1
& - . : '
—7 ,Invisible* objects :
Arrow direction for callinga 1 ! / _
displays a gradient faceplate : : Main object for the
] ] 1 Spider chart
e J

APG bar graph objects

Bar graphs to display a process value are available as vertical as well as horizontal
templates with switchable scale labels. For both types there’s a variant with the
indication of the setpoint available.

APG APG/APL- bar graphs for combination with APL objects

A special vertical variant of the bar graph was designed to be combined with specialized
APL / APG objects.

APG / APL objects

APG/APL objects are APL objects which due to their appearance are combined with
APG bar graph objects. An APG/APL object is laid over the bar graph object and
displays the status of the measuring point, e.g., "Automatic" mode, external setpoint
input and active breaches of limit values. Consequently the measuring point can be
operated in accordance with the APL standard.

SIMATIC PCS 7 — Advanced Process Graphics
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Grad indicator object
The grad indicator object is used to show the rate of change of a measured value.
o If the rate of change is approx. = 0 the arrow of the object will show to the right.
e During a positive maximal rate of change the arrow will show to the top.

¢ During a maximal negative rate of change it will show in the opposite direction to the
bottom.

Spider chart objects
Spider charts consist of one main object and several process tag objects.

e The main object is used to parameterize the number of displayed process tags, the
inner and outer radius and the operating range of the spider chart.

e The process tags are arranged automatically clock-wise in a circle of 360° during
runtime.

Each process tag requires a reference to the main object and a number (in the range
of the total number of process tag objects) which determines the position where the
process tag will be displayed.

The various functions of the APG spider chart objects are enabled via settings at the
appropriate attributes. All attributes relevant for the function can be found at the
respective object under the "Configurations" sub-item.

The settings under "Configurations" are retained when importing or updating the spider
chart objects.

Faceplate call objects

You cannot call faceplates directly through most APG objects. This is because, when an
APL faceplate is opened, various attributes of the APG object are read that are not
available there.

In addition, the APG object is connected to an APG connector block, when usually the
faceplate of a technological block should be opened.

If no APL block icon exists in the picture for the connected APG object (e.g. Level 1 -
picture) then an additionally configured direct connection (FaceplateLinkedObject:
mouse click is forwarded to the block icon existing in the displayed process picture)
cannot work.

This is why the APG faceplate call object is available.
It possesses all the attributes that are necessary for opening an APL faceplate.

The faceplate object is invisible in runtime, variable in size, and can be placed over any

area within a picture. Clicking on this area then opens the faceplate in question. Similar

to a block icon, the area is indicated by a turquoise-colored border when the faceplate is
open.

See [118] APG Block Icons for Optimized Process Visualization - Function Manual -
07_2017, section 3-7 for detailed descriptions of the APG objects.

See also [1024] Application example 89332241 PCS7 APG Integration - 09 2015. 5
for the configuration of some selected APG objects in an example project.

B B
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10.3.4 Trend control in APG style

APG for PCS7 V8.1

. - I/0 Field23
Example archive trend control - ] _'c»ntrc;l

APG Trend Control with oloiioll :1111 APG Trend Control

presetting for accesson | .- criiiiit oA ... with presetting for
archivetags | | il access on online tags

5 [10] 20 [Minuten  fmd [ 1[5 [10]30 [minuten el - - - -

ButtonBar object

The already mentioned discreet graphic representation of trends is supported by 2 trend
displays stored in the template picture "@Examples_APG.pdI"

Bot trend controls have different pre-settings to display either online or archived process
value. The trend controls are configured in APG style.

The controls correspond basically to the WinCC Online Trend Control; therefore the
property of the access type can be configured as usual.

10.3.5 3 bar graphs displays connected by a polygon line

Goal

For visualization, APG bar graphs are arranged next to one another. Over these bar
graphs is laid a polygon line with one turning point per bar graph. This arrangement can
be used to display a product composition.

Preparation steps

¢ You configured for 3 analog value monitoring APL blocks MonAnL the corresponding
3 APG connector blocks and interconnected the ReadPointer block inputs with
unused outputs of the MonAnL blocks.

e You compiled the OS to get the structure instance tags of the APG connector blocks
in the OS Tag management.

e You an APG bar graphs from the template picture @ Template_ APG.pdl and added it
3x to the desired process picture (level 2).

e You interconnected the bar graphs with the structure instances of the APG connector
blocks by means of the dynamic wizard "Connect picture block to tag structure"”.

SIMATIC PCS 7 — Advanced Process Graphics
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Next steps
sasgssagasasasa:

Properties | Everts |

Barvertically Attribute Static
Geometry PolyLineObjectiName
i Colors PolyLineObjectindex 2
Styles FaceplatelinkedObject
Configurations OutputFormat 9999,9

i System ShowDisplayRange Yes

Object Properties

: Z : 2 Z Properties IE\.-emsl

Polyline Attribute Static
- Geometry Polylinex410
i+ Colors Layer 0

N e - Btyles
"""" [ -~ Flashing

Attribute Static

FalyLineCbjectMame PolylineX410
PalyLineObjectIndex
FaceplatelinkedObject

OutputFormat 9999,9
ShowDisplavRanae Yes

1. Select the APG bar graph object planned to be the first node of the polygon line and
assign an index value PolyLineObjectindex = 2.

@& The number "2" should be assigned to the first object. All subsequent objects are

numbered incrementally. The polygon line is mapped according to this numbering
arrangement.

2. Draw a polyline in the process picture. Start at the left of the first bar graph and
mark the center of each bar graph in sequence with the polyline. You find the
polygon function in the "Standard" toolbar of the Graphics Designer.

Change the object name and the level in the "Object properties > Polyline"

3. Select all the APG bar graph objects and enter the object name of the polyline in
"Object properties > Property topicl > PolyLineObjectName".

Result

The current process values of the 3 bar graph displays are connected dynamically by
the polygon line.
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10.3.6 APG TrendControl combined with bar graph and APG_APL object

Goal

The visualization of an analogue value shall combine an APG bar graph with an
APG_APL object and an additional trend control for online values to include also the
short-term trend of the process value in the process picture.

Preparation steps

e You configured for an analog value monitoring APL block MonAnL the corresponding
APG connector block and interconnected the ReadPointer block input with an
unused output of the MonAnL block.

e You compiled the OS to get the structure tag of the APG connector block in the OS
Tag management.

e You copied an APG bar graph and the APG_APL object for MonAnL from the
template picture @Template_APG.pdl and added these objects to the desired
process picture (level 2).

¢ You interconnected the bar graph with the structure tag of the APG connector block
by means of the dynamic wizard "Connect picture block to tag structure".

¢ You also interconnected the APG_APL object for MonAnL with the structure tag of
the MonAnL block by means of the dynamic wizard "Connect picture block to tag
structure”.

e You copied the TrendControl (for online values) together with the ButtonBar object
from the template picture @Examples_APG.pdl and added it to the desired process
picture.

Next steps
Ml Object Properties
Properties | Events |
AxOnlineTrendControl | Attribute Static
- Geometry LIA414Trend
- Miscellaneous Layer 0 5 The name of the TrendControl
+~ Control Properties N has to be forwarded to the
V. corresponding ButtonBar object.
ST 1[5 [ 10 [0 [minuten  fgm* : Object Properties
Properties | Events | \\
C_usbomized object Attribute \. | Static |
i Geometry Inheritstatus 'y Yes
Colors Scaling mode \\ Not proportional
Miscellaneous Operation \ Yes
- Output PasswordLevel \N <Mo access protect
Visible Yes
- TrendObjectMame LIA414Trend
1715 [0 [0 umaen e

1. You assign a unique name in "Object properties > AxOnlineTrendControl > Object
name".

2. This name hast to be forwarded to the ButtonBar APG object.
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Eigenschaften von WinCC OnlineTrendControl [ 2]
Toolbar I Status Bar I Online Corfiguration | Export | Value Axes:
Trends I Genersl | Font | TrendWindow | TimeAxes | ValusAes | Value 2xis 1
Trends: Object name:
L1A414 [Lad14
Trend window:
[End window Tag Configuration [ %]
ITrend window 1
"
Time axis: ¥
[Time 2xis 1 Taghame [B410 1A%t MonAnalor .. |
Value axis: New | Remave | up | oown |
IVaIue axis 1 Cyde Time m
Label: rvaluerange ——————————
' e | = o
New Remove | Up | Down I I Comment as trend name ] 0 I 12000

[ Data Connection
Data source: Tag name:

|2 - onine tzgs = [Ba1001A414/MonAnalog PV | L 2

| _é _ﬂl p Data source: | ]STEP 7 Symbol Server

| Effects [C]ES Variables

Trend type: Trend colar: Filter: | g410= = v WinCC Tags

|1 - Connect dots linearly j ._4' I™ Filled
Line style: Line weight: ) WInCC Tags Name [ Type -]
ID-SnIi ” ENE - Ifmema\ tags E: B410/XIA414_2/XIAConnect  ASD3/HMIpCol
_ -l List of all structure instances | °E: 410/x14414_2/MonAnalog AS08/MonAnL
Eestpes Dot et - Listof ol tags E: B410/XIA414_1/XIAComnect  ASOBHMIpCor
Jo -Nore =l ]e Bl [}, STMATIC 57 Frotocol Site | E: B410/1a414_tMonAnalog  ASOS/MonAnL
Dot colar: Fill colar: E B410/V411/Valve ASDEMIVL
7 l ded Limit values §] 5410/ 1A414/MonAnalog MonAnL
| ﬂl | ﬂl e 4' EI B410ﬂ.IA414ﬂ_IACUnmIat AS0E/HMIpCol v
4 »
QK I Abbrechen | Ubemehmenl ,—IDK Cancel I Help |
3. The APG TrendControl is a WinCC TrendControl with APG-compliant pre-
configuration regarding the style. Therefore, the tag connection can be configured
as usual for a WinCC TrendControl.
4. Configure the proper value range for the value axes, to get a consistent
representation adjusted to the size of the APG bar graph.
Result

Information from
APL_APG object for

MonAnL
LiAd14 €
Information from 000.0 I .
connected = L Information from
i 0.0 APG bar graph
TrendControl » ;I:: . 5‘89,88 .

1] 5 [ 10] 20 [minutes (gl kg
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10.3.7 Spider chart and Call Faceplate objects

Goal

The 4 reactor temperatures have to be represented in a spider chart with 4 axes. A
faceplate of the respective temperature controller shall be opened directly from the
spider chart using Call Faceplate objects.

Preparation steps

¢ You configured for each temperature controller APL block PIDConL the
corresponding APG connector block and interconnected the ReadPointer block
input with an unused output of the PIDConL block.

¢ You configured the proper value "2" on the block input BlockType to match the
PIDConL.

¢ You compiled the OS to get the structure tags of the APG connector blocks in the OS
Tag management.

Next steps

;
e 4 Process tag objects

- e Tgwo SN o c o c o o o 5 0 0o 0o 0o 0 0 0000 0000000000
(]

Customized object
i Geometry
i Colors

Properties | Events I

OuterRadius
OH_Radius 11
OL_Radius 30
InnerRadius 20

Multiple Selection

FaceplatelinkedObjec
UsingCallFaceplateOb Mo

el g g

Property Topic 1
Topic 2

1. Copy 1x the main object and 4x the process tag object for the spider chart from
the template picture @Template_ APG.pdl.

2. Assign an object name for the main object and configure the required number of
process tags on the attribute ValuePointCount.

3. Viathe attribute SpiderChartName, all process tag objects get the information about
the name of the main object.

@& The spider diagram is divided into equal parts using the number of measuring point
objects to be displayed, which was assigned to the "ValuePointCount" spider
diagram. The assigned measuring point objects are distributed uniformly using this
partitioning.

Therefore, place the spider chart process tag object in such a way that you have
sufficient space around it. In runtime, all objects are arranged around the main object.
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. -2:-1:'F|[: nclll s

et

-] " =

= bl Dynamic Wizard . .

S . Link to each Process tag object

""""" Alink a prototype dynamically WinCC Tags Name | Type i
. @ Alink a prototype to a structure or renam [l internal tags E: R310/TICA315/PIDConL_Connect ASDBﬂ-IMIpC::;
.......... AMove object I Listof all structure instances | ' [TICA325/PIDConL_Connect  AS08/HMIpCoz

ANetwork Entry Point I Listofall tags F: R330/TICA33S/PIDCoNL_Connect  ASOB/HMIpCot
& 0nara 1

[ SIMATIC 57 Protocol Suite | *F: R 340/TICA345/PIDCoNL_Connect  ASOB/HMIpCo)

e P

Suboptimal position @

in runtime T~ :
i ~ ;
I Customized object Attribute Static 5
\ ~. L= AlarmIndicatorSize 6 H
@_E_.E PIDCONL [ 325/PIDCon =~ - SpiderChartName mperab_lreSpider;:
FaceplateLinkedOb: %
i-- Configurations innCalFacen J
D220 D230 Basic orientation (clockwise) of
I each Process tag object position
I -E‘E‘E@:HL

4. Using the dynamic wizard, connect each of the spider chart process tag objects with
the desired process tag. This means the structure tags of the respective APG-
Connector blocks. From now on, you can check the graphical representation in OS
runtime. All process tag objects are arranged around the main object, outside of the
outer diameter.

Object Properties x

R3I10MICA315
Properties | Everts |
Customized object Auttibute t ———

- Geometry
- Colors
- Styles
Font
- Configurations
- System
- Miscellaneous
- Links

R310,/TICA315/PIDConL_
servername PCST HMIpConn Contral
TypelD 0,000000e+000
VersionID 2,100000

=

Q |
ToolTipText QO R3w0T
4] | »

R340/TICA3 45 - <t —t —R320/TICA325

=]

Objed:Properties <l Tags ﬁOutputWindow —jLibrary ("\'_Dynamicw’izard #

Object Properties

, D230
Propetiss | Events | | == Dg R330/TICA335 i—:_i

Cystnmized ohject Attribute
Geometry ValuePointCount 4
- Colors OuterRadius 75

§\ -+| < Radius high operating range
| \ | * Radius low operating range

[E5) object Properties| < Tags =] Output Window [ Library &, Dyr]- - *| « Innerradius

Styles OH_Radius 55 9
- System OL_Radius 40 \ RO a s
e . . )
= nnerRadius \\ o Outer radius
|

5. Customization of the graphical representation: You can modify the displayed tag
name (attribute tag) to avoid a cut of the displayed string.

6. The overall size can be modified on the main object in the property theme
"Configuration". It is recommended to change all attributes by multiplication with the
same factor.
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Call Faceplate Objects

Properties | Events |

I FioCon |

Call Faceplate
object

Process tag
object

A Link a prototype dynamically
A Link a prototype to a st
AMove object

3

j3)rz10/micAz15PID ASDB/PIDCONL

E: R320/TICAZ25/PID  ASOS/PIDCoNL

E: R330/TICAZ3SPID  ASOS/PIDConL !

E: R340/TICA345/PID  ASOS/PIDCoNL
[ e Wy P ]

e

"""""" - [} SIMATIC 57 Protocol Suite

Lo

s

7. Insert 4 copies of the Call Faceplate object from the @Template_ APG.pdl picture in
the process picture overlaying the corresponding process tag objects. Assign a
higher layer to the Call Faceplate objects, because these objects have to the
receiver of any mouse click on the spider chart in OS runtime.

8. Link the Call Faceplate objects to the structure tags of the respective temperature
controller blocks PIDConL by mean of the Dynamic wizard.

3-'z' e Al Object Properties x

-Cis Properties | Events |

o C

o - F— Customized object | | Attribute | Static [ Dynamic [«

> - i Geometry AlarmIndicatorSize [ i

: z ........ Colors SpiderChartiame TemperatureSpider 2

. 3335/PIDConL! Styles SpiderChartvalueIndex 1 2

e Font FaceplateLinkedObject Cal_TICA315 ¥

. ;._.,- PIDCONL Canfigurations UsingCallFaceplateObject | Yes g

> I System AdaptFaceplateCbjectPositic Mo 2
Miscelaneous SetOperationRanqeObiect » _Iﬂ

Links ﬂ < | »

ObjectProperties =l Tags EOutputWindow —i Library %_Dynarnic\“\fizard

9. Finally, assign each process tag object the respective Call Faceplate object and
activate the function of calling the faceplate via the linked object.

|!!| See [1024] Application example 89332241 PCS7 APG Integration - 09 2015, for
further scenarios of spider chart customization.
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10.3.8 Group display

The APG group display allows the operator to create custom operating windows with up
to 16 block icons from different process tags. These ‘group displays' can be saved and
loaded as needed.

Group1 ‘ﬁ_‘%l
This is a description |
5iWF|c7o§mtéim301hesL/Test_@;inVPlC?oz"Sinvmcm1§iWFlc7p1|Errorsmit G
| % E K2 e T
e | ™ @ | B (I
& e ‘ir@w@;‘p@; s
E, \
I ad 15 g ™
ez | e @
W m | @ ® | ®
LG s, L W Ly
Running | 69.34 0,22
Lh | [ har |[Wbar i |[cc I

It is also possible when configuring the plant to create general group displays that are
available to all operators. The general group displays cannot be deleted or overwritten
by the operators.

|!!| See [118] APG Block Icons for Optimized Process Visualization - Function Manual -
07_2017, 9 for more details about the group display.

Normalization

The normalization function is used to set the current operating point as the midpoint of
the working range.

For this purpose, the working ranges (PV_OH Lim/PV_OL Lim) of all objects
connected to the normalization object or the working ranges of the blocks connected to
the objects are set in such a way that the current value of each object is scaled to the
center of the display.

The normalization function is supported by all bar graph objects and the spider chart
process tag object.

With a bar graph, it is only practical to use the normalization function with the
appropriate parameter assignment of the APG blocks.

e ViewMode = 2 (difference display)
e ViewRange = 4 (working range)

e Feature.Bit25=0

|!!| See [118] APG Block Icons for Optimized Process Visualization - Function Manual -
06_2016, 7 for more details about the group display.
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10.4 Exercise and checkpoint

Exercise: Extension of process pictures by objects of APG

Task
The process picture Buffer tanks has to be extended by graphical objects of the
Advanced Process Graphics Library. The levels of both buffer tanks have to be
represented by Hybrid display APG/APL for the respective MonAnL.
The material concentration for each buffer tank shall be displayed using a combination
of 3 bar graphs dynamically connected by a polygon line.

Checkpoint

How would you answer...

e APG/APL objects can be placed in
parallel in different process pictures.
What should you consider regarding
the group displays in the picture
hierarchy for these objects?

SIMATIC PCS 7 — Advanced Process Graphics
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11 Syntax Rules
111 Special Character

This section provides information on which special characters should not be used in
your PCS 7 projects.

1111 General Background Information

PCS 7 OS utilizes WInCC in its underlying software and structures the PC, ES, and OS
into common interrelated groups. Therefore the naming within all three of these groups
must follow standards different from typical WinCC standards. The standards apply
specifically to the use of Special Characters (signs).

Each of the three components (PC, ES, & OS) has its own naming requirements which
must be followed. The following Tables indicate the Special Characters (signs) which
should not be used. The underscore () is allowed for naming. Within the WinCC
portion of the OS, you may use the ASCII Character set (although, do not use National
special character sets). Avoid all special characters in object names, particularly, if the
object names are used in Scripts. The following tables show the characters which you
may not use in WinCC components, designations and specified names.

Additionally, Microsoft Excel interprets texts with special characters as formulas. For
this reason these characters should not be used as part of object naming schemes
(e.g., “=", “+7, -“) for group name, variables, texts, etc.

SIMATIC PCS 7 — Syntax Rules
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11.12  PC(s)

Component

Do not use these characters

Remarks

Computer name

CICICICTI LTI M O 0T [ [
[+] (=] V1 N [] [#] [%] [&] [8] 7] (0]

Only capitalization is relevantly
First indication must be a letter.

Name of folders

[{}] [<] [>] [space]

DNS Hostname CICICIPTIICTIT M O 0T 5]
[+] =] V1 N [T [#] [%] [&] [8] 7] (0]
[{}] [<] [>] [space]

path: CIPITT P I<] [P

Communication / OPC:

LICTPITTIT N 7] [%] [space]

used names
Web Client: CICICICT NI (M 01 0] =] )
used names [+] (=171 I [*] (#] [%] [&] (8] [°] (0]
[{}] [<] [>] [space]
11.1.3 ES
Component Do not use these characters Remarks
Hierarchy folder L1700 D [%]
Global Symbols 0x00 and When using special characters

[T01 07 1%] N [T [?] [] [Space]

Double underscore

the symbol must stand in
quotation marks.

Local Symbols

letters, numbers, [ ] are allowed

Variables

Space and [], [.], [%] [-] [ [*] [*]

CFC-charts

Chartname with OS

Space and [1, [], [%] [-] [1 [*] [*]

Chartname without OS

[1[%] [ []

Chart comment

whole ANSI code is allowed

Run time groups

[1[%] [ []

Task

[1[%] N []

Blocktypes

Made by Step 7

Parameter name

Made by Step 7
First character can't be a
number

Parameter comment

whole ANSI code is allowed

Name of the
blockinstance

[10%] D[]

Comment of the
blockinstance

whole ANSI code is allowed

Global Variable

[]

S7-Program

Space and [], [.], [%] [-] [] [*] [+]

Names of WinCC-Projects

CICICICI DT 21 CT O [+ =11 1Y
[@] [1] [%] [0] [{}] [<] [>] [Space]

AS-OS -Interconnections
(Netpro)

L1 CI?T T [T N [%] [Space]

Relevant for OS-Compile

Variables

[1010%] N [} [7] ] [Space]

Will be changed into [$]
But [$] is not allowed???

SFC-chart / SFC-Type

[0 L[] [%]

11-4
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11.14 OS

Component

Do not use these characters

Remarks

WinCC-Project:
Names of WIinCC projects

[ICICTCIE 21T 0 [+ =1 [ 1N
[@] [1] [[]] [{}] [<] [>] [Space]

Case sensitive

Variables:
Variable names

(1121 [T 110 7] [3] [%] [Space]

Not case sensitive

"@" is reserved for System
variables

The point is used as separator
for structure variables

Names of variable groups

Variables: _ CICICIOT 2T O 0T ] 11+

Names of process tags in Tag (=] [71 [\ [*] [%] [&] [8] [°] (0] [{3] [<]

Logging [>] [Space]

Variables: CICIEIRI AT TN U100 ][] [+

Names of archive variables in =110 1N %] [#] [9%] [&] 18] [°1 101 [§4]

Tag Logging [<] [>] [Space]

Variables: [?111 1\l [Space] Not case sensitive

Structure types:

Names of structure types,
structure elements, structure
instances

L1CTIPIT N [@] [*] [%] [Space]

Graphics Designer:
Names of pictures (PDL-files)

(1T N T I 7]

Graphics Designer:
Names of objects in pictures

Avoid using special characters if
the object name is used in scripts.
For more detailed information,
refer to the documentation on VBS
in the section Testing with the
Debugger > Action and Procedure
Names in the Debugger.

The name can be no longer
than 180 characters.

If you use special characters,
the maximum number of
characters is further restricted.

Graphics Designer:
Object type text list

(]

Restriction with assigned and
referenced texts

Graphics Designer:
Names in Dynamic Wizard

[%]

Alarm Logging:

Names of message blocks,
message class, type of
message, message texts

['] [enter] [linefeed]

Tag Logging:
Archive name

CICICI M (20T 0T 101 00 01 [~] -] [+]
(=] U] N [ [#] [%] [&] [8] [°] [0 [{}]
[<] [>] [Space]

Tag Logging / Trend control:
Label of timeline and value line

single "&"-will not be displayed
double "&"-will be displayed as
single.

Report Designer:
Names in page layout und line
layout

(1021 T N T <] 2]

User Administrator:
User names

(11

Not case sensitive

User Administrator:
Password

(11

Case sensitive

User Administrator:
User rights

(11

User Archives:
Names for archives, fields,
views, rows

CICTEI T (21 0TI 10 01 00 (<] ] [+]
(=11 N [ 4] [%] [&] [8] [°] [0 [{}]
[<] [>] [Space]

First character must be a letter

Server Data:
Names of Packages

LI D0

National special signs, e.g. é
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11.2 Maximum Length for Names

This section describes the allowable maximum length for naming used in various areas
of the ES and OS.

11.2.1 ES -CFC

CFC Chart naming is restricted to a length of 22 characters. Anything longer will be
truncated. Any object placed on the chart, such as a block, has a maximum character
length of 16 for naming.

Component

Maximum length

Remarks

Chart

22

Name of charts in plant view

Chart comment

7 resp. 14 out of 255

Depends on the size: from the
255, only 7 or 14 are displayed.
In the CFC properties in the
plant view

S7_String_0-1 16 In the block properties in CFC
S7_String_2-25 8 In the block properties in CFC
Textual interconnection 512 Between blocks in CFC
Runtime group 22 The several blocks can be
grouped in runtime groups
Parameter comment 80 In the block settings in the CFC
chart
Name of the block instance 16 In the block settings in the CFC
chart.
Picture.
Comment of the block instance 80 In the block settings in the CFC

chart.

Picture.

11.2.2 ES - SFC

Component Maximum length Remarks

SFC chart 22

SFC type 16

Sequencer hame 16

Sequencer comment 80

Criteria 24

Instance name 8-24

Setpoint 16

Timer 16

Block contacts 10
11.2.3 ES - Blocks

Component Maximum length Remarks

Header 8

Author 8

Family 8

Version 4 0.0 upto 15.15

Block comment 16

11-6
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11.2.4 ES - General Naming in Project

Component

Maximum length

Remarks

Library names

8

Longer than 8 character will be
cut off

Project names 8 Longer than 8 character will be
cut off

Symbols 24

Symbol comment 80 Via export as *.SEQ it will be cut
off after 40 characters

Variables 128 Attention for the OS: the
Variable name is shorter then
128 signs for some reason

Hierarchy folder lupto12 Depending on the settings of the

Hierarchy 1 -24 but this can’t be
displayed on the OS

11.2.5 OS - Alarm Logging

In the OS, you will configure messages using the alarm logging editor. Using the editor,
you configure the length of texts for messaging. The following table provides the

maximum character lengths allowed.

Component

Maximum length

Remarks

User blocks

32 out of 255

Time correct alarms

User blocks for bit reporting
procedure

1-255

The length can be limited
individually for the individual
columns

11.2.6 OS - Pictures and Variables

The OS Pictures and Variable naming lengths must also be considered at project start.
The following table provides the maximum lengths guidance.

Component

Maximum length

Remarks

Picture name

24 out of 255

After 24 characters the name is
cut off

Object name 128

Container name in the picture 255 Minus the number of characters
tree for the server prefix

Computer name 21

Archive variable 52

OPC text variable 160
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11.3 Rules for Naming in the PH

Extending the Basic Structure

Use the PCS 7 wizard to create a maximum of 8 hierarchy levels without additional
nesting of hierarchy folders. You can further extend this basic structure during
configuration by adding further hierarchy folders and/or technological objects.

When doing this, remember the following rules for naming folders/objects in the plant
hierarchy.

Rules for Naming Folders/Objects

¢ The following special characters may not be used in the name of a hierarchy folder: [

AL%TH TN

& Note
The characters ['][.1[%]1[\1[*1[?]11[:][spaces] within a name are converted to
the substitute character $ when you compile the OS.

The ES separator [\ ] is converted to the [ / ] character.

If, for example, you assign the name "TICA:1" for a CFC chart (this becomes
"TICA$1" on the OS) and the name "TICA*1" for another CFC chart, (also becomes
"TICA$1"), you will receive an error message when you transfer the second chart
because the chart name already exists.

¢ The maximum length of a tag name is 128 characters. Remember, however, that
many of the editing windows on the OS cannot display 128 characters in their
entirety. You should therefore restrict the length of the HID.

e Remember that special characters associated with certain national languages take
up two characters, thus reducing the maximum name length accordingly.

e Remember that the length of the texts transferred depends on the maximum text
length of a target block in the OS (Tag Logging, for example, event 50 characters;
origin 32 characters). When compiling the "OS" texts up to a maximum length of 255
characters are transferred.

Remedy:
Increase the maximum character length of the user text field or select a shorter HID.

e The message texts of the transfer messages are made up of the hierarchy path, chart
name, and the block hame (if you decided to include the names in the HID).

SIMATIC PCS 7 — Syntax Rules
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12 Exercise

12.1 Adapt the start project

Task
In the first exercise, you activate a template project as a starting point for all other
exercises in this course. The template project is a single-user project with one AS and
one OS that is started on the engineering station.
On drive D: or E: you will find the archived PCS 7 project Johnsson.zip in the
PCS7_Courses folder. Extract this project to the same folder, and adapt the hardware
configuration of both the AS and the PC station to the specifications. The task is
complete when the AS and OS are in RUN mode, and operator control and monitoring
of the AS is possible.

Procedure

1. Extract multi-project "Johnsson.zip" to the PCS7_Courses folder.

2. Rename objects TeamOx, Projox, ASOx, ASOxProg, PCOx, OS0x, and Lib0Ox in the
component view of the multi-project by replacing the 'x' with your group number (e.g.
Team 0x - TeamO2 if your group number is 2).

3. Set the language for display devices to the five main European languages.

4. Configure the properties of the PC station according to the ES.

5. Adapt the hardware configuration of the PC station to the configuration of the ES.

6. Configure and download the Station Configuration Editor of the ES.

7. Adapt the hardware configuration of the AS to the specifications and download it.

8. Compile the S7 program and download it to the AS.

9. Configure the S7 connection between the AS and OS and download it.

10. Open the OS Project Editor and set the current resolution.

11. Compile the OS on the S7 connection.

12. Activate OS Runtime and familiarize yourself with the project.
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12.2

Task

Procedure

1.

10.

11.
12.
13.
14.

12-4

Configure an OS server and simulate it

The single-user project you activated serves as a template for the multi-user project you
will create next. Because the single-user project will be used for configuring graphics
later in the course, make a copy of it and use the copy to create the server/client
configuration.

Create a folder 'PlantOx' (x = group name) on drive D: or E: of the ES, set the rights with
SimaticRights and share the folder with Everyone.

Use Save As to copy the single-user project to the newly created folder.

Create a folder ServerOx (x = group name) on drive D: or E: of the OS, set the rights
with SimaticRights and share the folder with Everyone.

Adapt the properties of the PC station and its hardware configuration to the
configuration of the OS server PC station.

Set the destination path of the OS.

Reconfigure the OS project as a multi-user project.
Do not delete the startup list.

Insert another PC station in the project of the OS server PC station and configure it as
an ES. Delete the created OS; the WinCC application is sufficient.

Configure and download the ES PC station.
Configure and download the OS server PC station.

Configure two S7 connections named ASOx from the OS server PC station to the AS
and the ES PC station to the AS and download them.

Open the OS Project Editor and set the current resolution of the OS server.
Compile the OS server on the S7 connection ASOx.
Download the OS server and test it in Runtime.

Test the OS server with the Start 0S simulation function on the ES.
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12.3 Configure an OS client and configure its standard server

Task

Procedure

1.

w

© © N o 0 bk

Optional task

In this exercise, you configure two OS clients. The described procedure refers to an
individual client. You use the same procedure to configure the second client. The task is
complete when it is possible to perform operator control and monitoring of the process
with two OS clients.

Create a folder C1ient0x (X = group name) on drive D: or E: of the OS client, set the
rights with SimaticRights and share the folder with Everyone. The folder of the second
clientis named Clientlx. .

Insert a PC station for the OS client in the user project of the PC stations.

Adapt the properties of the PC station and its hardware configuration to the
configuration of the OS client PC station.

Set the destination path of the OS.

Update the server data of the OS server.

Assign the server data of the OS server to the OS client.

Set the layout of the clientto Serverview.

Configure the standard server for the split screen manager and the alarms.
Download the OS client

Start the OS server and OS client and test the functionality.

Configure an OS client on the ES and replace one of the previously configured OS
clients as a referenced client.
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12.4 Configure a redundant OS server pair

Task

In this exercise, you configure the redundancy partner of the OS server. For this, you
use the PC of one of the clients or, if present, the PC of the referenced client. The task
is complete when all OS stations work together in Runtime and the redundancy case
has been successfully tested.

Procedure

1. Create a folder 0SSStby0x (x = group name) on drive D: or E: of the OS server (Stby),
set the rights with SimaticRights and share the folder with Everyone.

2. Insert a PC station for the OS server (stby) in the user project of the PC stations.

3. Adapt the properties of the PC station and its hardware configuration to the
configuration of the OS server (Sthy) PC station.

4. Set the destination path of the OS.

5. Configure and download the OS server (Stby) PC station.

6. Configure the connection between the PC station of the OS server (Stby) and the AS,
and download it.

7. Assign the OS server (Stby) to the OS server.

8. Update the server data of the OS server.

9. Open the Redundancy editor, assign the redundancy partner, and activate redundancy.

10. Set the preferred server of the ES client to the master server and that of the second
client to the standby server.

11. Download the master server and its standby partner.

12. Start the OS systems and test the redundancy behavior.
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12.5 Configure lifebeat monitoring for all stations

Task

In this exercise, you configure lifebeat monitoring for the AS and the OS clients.

Procedure

1. Open the Lifebeat Monitoring editor on the OS server, and configure the monitoring of
the AS.

2. Insert the OPC channel in the tag management.

3. Configure OPC connections to the OPC servers of all available OS clients.

4. Open the Lifebeat Monitoring editor on the OS clients and update the plant picture.

5. In the system configuration picture of the clients, configure the PCS 7 Redundancy
State Control.

6. Download all OS projects, start Runtime, and test the lifebeat monitoring on all

OS stations.
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12.6

Task

Procedure

1.

a ~ WD

10.
11.
12.

13.

14.

12-8

Synchronize all stations to the time of the master

In this exercise, you configure the time synchronization of your system components.
The master server is used as the time master, and the redundancy partner is configured
as a cooperative time master. Regardless of the CPU used, the AS is synchronized by
means of the CP 443-1 in SIMATIC mode.

First, configure the time synchronization at the AS level. To do this, open the hardware
configuration of the AS.

In the properties of the CP 443-1, activate SIMATIC mode.
In the properties of the CPU, set the behavior as slave.
Compile and download the changed hardware configuration to the AS.

Now, configure the time synchronization of the OS server. To do so, open the project of
the master server and check the settings in the properties.

Open the Time Synchronization editor and configure the synchronization using access
point 1 with the symbolic interface <CP1623(I1SO) (1)>. Access point 1 is configured as
master.

Open the system configuration picture, and visualize the status of the time
synchronization using the corresponding internal tag.

Close the OS server project and open an OS client project.

In the Time Synchronization editor, configure the synchronization on an assigned
server.

Repeat the preceding settings for all available clients, and close all OS projects.
Download and start all OS stations.

In the communications settings of the OS servers, configure the access point
<CP1623(I1SO) (1)> to the interface that connects the OS server to the plant bus.

On the engineering station, configure the DCF77 module for synchronization using the
master server.

Test the synchronization and the displays in the system configuration.
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12.7 Configure groups and users

Task

In this exercise you configure three different users with different profiles. This
configuration is necessary on all OS stations.

Procedure
1. Open the WinCC Configuration Studio and set up the following groups or users. Make
sure that the groups have the same rights as the users.
User group User name Authorization levels
Admin Baum 1,2,3,4,5,6,1100
Maintenance Krebs 2,3,4,5,6,1100
Operator Schmidt 2,4,5
2. Download the OS stations and test the rights of the newly set-up users.
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12.8 Configure users with Simatic Logon

Task

In this exercise, you set up the user administration based on the Windows operating
system. Once this has been configured, the SIMATIC Logon dialog is used for login in

Runtime.
Procedure
1. Set up the following users and user groups in the Windows user administration on all
OS stations and assign the appropriate group to the users.
User group User name
Admin Baum
Maintenance Krebs
Operator Schmidt
2. Also assign the SIMATIC HMI groups and if it exists SIMATIC Net to the users.
3. In the user administration of the OS projects, delete the users Baum, Krebs, and
Schmidt, and select the Simatic Logon option.
4. Download all OS stations and test the access using the SIMATIC Logon dialog.
SIMATIC PCS 7 — Exercise
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12.9 Configure Autostart for all OS stations

Task

All OS stations are to launch PCS 7 OS Runtime automatically after the logon.
Procedure
1. On the OS server, configure Autostart in the communications settings of the PC station.
2. Activate Autostart using the WinCC Autostart tool on the OS clients.
3. Test the Autostart of the stations.
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12.10

Task

Procedure

1.

© ©o N o O

12-12

Expand the button set 1

In this exercise, configure an additional button in button set 1 with which the tag name
can be hidden or unhidden.

Copy the file UserCustomRTButtons.pdl from the template directory of the course into
the directory "Base Data Pool" of your Engineering Station.

C:\Programs (x86) \Siemens\WinCC\Options\PDL\Base Data Pool\

Copy the files @ TagNameGrey.bmp und @TagName.bmp from the directory GraCS
AddOn into the GraCS folder of your OS.

Start the function "Configuration of button sets in runtime"inthe SIMATIC
Manager.

Select the button set 1 and adjust the monitor resolution to the current setting of the OS
server.

Remove the button "Reports" from the button set 1.

Insert the button "PCS 7 tagname" at the position of the "Report" button.
It is no authorization check required.

Check the configuration in the preview.

Transfer the modified button set to the Operator Stations.

Test the function of the new button.

SIMATIC PCS 7 — Exercise
Course folder, V9.0.0, ST-PCS70SE



SIMATIC PCS 7 OS Engineering

12.11 Expand the process tag browser

Task
In this exercise, you configure an additional button in the process tag browser that
displays process tags whose events are hidden.

Procedure

1. Copy the file PCS7_TagStates_Lock.xml from the template directory of the course into
the "ssM" directories of your Operator Stations.
C:\Programs (x86) /Siemens/WinCC/Options/SSM

2. Copy the bitmap AlarmLock from the template directory of the course into "Gracs"
directories of your Operator Stations.

3. Download the Operator Stations and test the process tag browser.
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12.12

Task

Procedure

1.

o g A~ W

12 -14

Define customer specific units

In this exercise, you configure three custom specific units named EBC, FNU and FTU to
display the turbidity of fluids.

Copy the file APLCustomUnits.xml from the template course directory XML AddOn to
the GraCS directory of your OS Server.

Open the file APLCustomUnits.xml with the notepad. The unit EBC (European Brewery
Convention) has already been preconfigured.

Copy the section <Unit> two times and configure the following units:
Unit id 2: NFU Formazine Nephelometric Units
Unit id 3: FTU Formazine Turbidity Unit

Save the file and copy it to the GraCS directory of your OS Clients and the OS StandBy
Server.

Test the new custom specific units in runtime. Open the chart LIA114 and enter test
mode. Parametrize the units 1, 2 and 3 at the input PV_InUnit temporarily.
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12.13

Task

Procedure

1.

a ~ WD

o

10.
11.

Set up an OS Web server and client

You expand the OS client to include the functionality of the Web server. You use
Internet Explorer on the engineering station as the Web client.

Configure the Web server on the ES first. To do this, open the OS client project and
start the Web Publisher.

Publish all pictures, functions, and graphics of the OS client.
Then, publish the OS server using its server data, and close the publisher.
Open the user administration and set up a user group named WebGroup with all rights.

In the WebGroup group, set up a user named WebUser and activate the Web option for
this user. Then select English as the preset language and select the start screen.
Afterwards, close the user administration.

Download the OS client/Web server to the target station.

On the target station, open the OS client project and start the Web Configurator. Specify
the IP address of the interface to the terminal bus and select the default website.
Restart the computer to initialize the IIS.

Use Internet Explorer on the ES as the Web client. Connect to the Web server using its
IP address and log on. Then set the options of IE.

If the Web Navigator client is not yet installed, download and run the Setup program.
Install all plug-ins except for Batch and Route Control.

Use the Process pictures link to open the user interface, and test the operator
control and monitoring via Web.
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12.14

Task

Procedure

10.

12-16

Dynamize the colors of the bar displays

The material tanks are used to store 2 intermediate products and an additive, these
have different colors. The colors of the fill levels from the material tanks through the
reactor R320 to the buffer tanks should change their color depending on the opened
material tank and the mixing ration in the reactor R320. The concentration of the
materials is used as indicator for the mixing ratio. The colors of the materials are defined
as internal tags.

You create a new group named Sitrain in the internal tags.

In this group you create three tags with the following properties:

M110_Color unsigned 32 Bit 16776960 color Cyan

M2130_Color unsigned 32 Bit 65535 color Yellow

In the bars of the material tanks you dynamize the property Bar Color with the
corresponding tags of the group Sitrain.

Repeat this dynamization with the bars found in the material tank overview picture.

The dynamics of the bar in the dose tank D220 is realized with a script. This script uses
the material flow of the process tags FT226, FT 227 and FT228 to calculate the color of
the bar. So you create a C - Action at the property Bar Color of the object Level_D220
in the picture R320.

In the template directory Script AddOn you open the file D220 with the notepad. You
copy the script via clip board into the script of the Bar Color.

The trigger is set to the picture cycle.

The dynamics of the bar in the reactor tank R320 is also realized with scripting. This
script uses the concentration of the materials filled into the reactor tank R320 to
calculate the color of the bar. So you create a C - Action at the property Bar Color of
the object Level_R320 in the picture R320.

In the template directory Script AddOn you open the file D220 with the notepad. You
copy the script via clip board into the script of the Bar Color.
The trigger is set to the picture cycle.
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11. The dynamization of the bars found in the overview picture reactors is realized in the
same way.
12. The bar colors of the buffer tanks also base onto the concentration of the materials.

Therefore you adopt the script R320 to the process tags X414 x and X424 x and
dynamize the bars in buffer tanks B410 and B420 and the bars in the picture buffer
tanks.
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12.15 In the pictures M1xO0 replace the arrow groups with
customized objects

Task
Convert the groups of arrows in the pictures M110, M120 und M130 to customized
objects. Make sure that the function of the picture jumps is retained.

Procedure
The functions for selecting the reactor pictures must be retained.

1. Break up the group of arrows.

2. The individual arrows have C scripts for picture selection on a mouse click. Copy these
C actions for later use to the Windows editor.

3. Select the 4 arrows and create the customized object.

4. Rename the topic userdefined2 as Colors.

5. Add the background colors of the arrows as a multiple connection in the properties of
the customized object.

6. Add the Mouse Press left event of the 4 arrows in the topic events.

7. Copy the C actions for picture selection from the Windows notepad to the Mouse Press
left events.

8. Test the function of the arrows.
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12.16

Task

Procedure
1.
2.

10.

11.

12.
13.

14.
15.

Create a block icon of the type VIVL/Extended_2

From the block icon VIvL/2 generally the block icon VIVL/Extended_2 and expand this by
two status displays. The first signals that the operating hours high limit has been
exceeded and the second that the switching cycle high limit has been exceeded.

Since the block icon can only be connected with tags of the block type VIVL, the limit
value statuses need to be transferred by the CntOhSc block to the UserStatus input
parameter of the VIVL block.

Insert the converter block Bo_By in chart V311.

Interconnect the limit value statuses HrsHiLlAct / HrsHiL2Act and CntHiLlAct /
CntHiL2Act of the CntOhSc block with bits 1 — 4 of the Bo_By block.

Interconnect the Out output of Bo_ By with the Userstatus input of the valve Valve.

Generate the picture @PCS7TypicalsSitrain and open the picture
@PCS7TypicalsAPLVS.

Copy the block icon "VIVL/2 to the picture @PCS7TypicalsSitrain.

Insert 2 "status displays expanded" in picture @PCS7TypicalsSitrain and rename these
OpHours and SCounter.

Copy the bitmaps Sc_AH, Sc_ WH, Oh_AH and Oh_WH to the GraCS directory of your
OsS.

Configure the bit selection of the status displays OpHours and SCounter based on the
assignment to the UserStatus tag and disable the collected value.

For the 4 possible indexes of the status displays OpHours and SCounter configure the
previously copied bitmaps. For the limit value 1 use the AH graphics and for limit value 2
the WH graphics. Make sure that AH is displayed when both limit values are active.

Edit the blog icon, change the height of the "Polylinelcon” to 48 and move the objects
Forced and Block back to the left or right bottom corner.

Place the status display OpHours at the left margin above the Forced object and the
status display SCounter at the right margin above the Lock object.

Select all objects and complete editing.

Open the configuration dialog, insert the configured status words of the status displays
OpHours and SCounter in the topic on the left as a multiple connection.

Relaying the property as StatusOhSc and complete editing.

Open the properties dialog and make the property StatusOhSc dynamic with the
UserStatus tag.
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16. Change the static value of the Type property to @VIVL/Extended_2.
17. In the Valve block of chart V311 enter the block icon variant Extended_2.
18. Update the block icons and test the new block icon.
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12.17  Optional: Configure the messages for the block CntOhSc

Task
The block CntOhSc is itself not capable of messages. To be able to send violations of
limits 1 via the message system nevertheless, interconnect the relevant outputs of the
CntOhSc block with the ExtMsg inputs of the VIvl block. You expand the message
configuration of the valve block and test the configuration.

Procedure

1. Open chart V311 and interconnect the outputs HrsHiL1Act and CntHiL1Act of the
CntOhSc block with the inputs ExtMsg1 and ExtMsg2 of the valve block.

2. Open the message configuration of the valve and configure the event texts of the
external messages 1 and 2.

3. Compile and download the S7 program, compile the OS and test the message

configuration.
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12.18

Task

Procedure

1.

12 - 22

Configure a non rotating valve icon

The new valve of the variant Extended_2 was configured throughout the project in the
CFC charts and the block icon VIVL/Extended_2 was inserted in the corresponding
pictures.

Your client however decides against the rotating valve, the statuses closed / open
should simply be visualized by the color.

You could use the valve of variant 3, are however worried that the block icons could
lose their position when replaced. For this reason, you decide to change the valve of the
variant Extended_2 with project-specific graphics so that the valve does not rotate.
Make sure that the new graphics are only effective for this variant of the valve.

Open the block icon VIvL/Extended_2 and open the configuration dialog of the Icon
oject.

Determine the names of the horizontal valve graphics (number 3) and complete editing.
In the GraCS directory of the OS, create a new directory with the name VIvExtended_2.

Copy the 90 degree versions of the previously determined graphics from the GraCS
directory to the VIvExtended_2 directory.

Rename the graphics with the names of the horizontal versions.

Open the properties dialog of the block icon. And change the static value of the property
Configurations/PictureDirectory to VIvL/Extended 2.

Update the block icons and test the configuration.
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12.19  Create the faceplate of the type VIVEXxt

Task
Create the faceplate of the type VIVExt as a copy of the faceplate VIVL. Also create a
new, initially empty maintenance view that can be called up using a new toolbar button.
Procedure
1. Copy the file Counter.emf from the directory GraCS AddOn to the GraCS directory of
your OS.
2. Copy all faceplate pictures belonging to the VIvL block type and adapt their names to
the block type VIVEXxt.
3. You open the faceplate @PG_VIVExt.pdl and set the picture height to 310.
4. Set the property Firstview of the object @Faceplate to @PG_VIVExt_Standard.pdl.
5. Set the property BlockType of the object @ObjCollection to VIVEXt.
6. Set the property Picturename of the object ToolbarWindow to the picture
@PG_VIVExt_ViewToolbar.pdl.
7. Reset the picture height to 1.
8. Open the @PG_VIVExt_ViewToolbar.pdl picture, and set the height to 85.
9. Then select the visible buttons and move them far enough toward the bottom that the
second level is visible.
10. Select the first unused button (2nd from the right) and open the properties dialog.
11. Change the following properties:
e Miscellaneous / Operator-Control Enable - Yes
e Miscellaneous / Tooltip text > Maintenenace
e Pictures / PictureStatusOn - Counter.emf
o Pictures/ PictureStatusOff > Counter.emf
12. Rename the button Maintenance and bring this to the back with the toolbar button
Object in the background.
13. Adapt the two scripts that control the visibility of the levels.
14. Push the upper row upwards again and set the picture height to 42 again.
15. Save the picture and close it.
16. Copy the view @PG_VIVExt_Parameter.pdl and rename it to

@PG_VIVExt_Maintenance.pdl.
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17. Open the view and empty it except for the objects Levell-5, stUser and
rect_selectionBorder.

18. Change the height of the picture to 300 and close the picture.

19. Open the properties of the block icon VIVL/Extended_2 and change the static value of

the Servername property to PCS7 VIVExt Control.

20. Save the picture, update the block icons and test the functionality.
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12.20  Configure the analog displays for Oh and Sc

Task

You configure the analog displays for outputting time values, days, hours minutes and

the counter. Unfortunately the parameters Minutes and Seconds cannot be set or
monitored. For this reason change the attribute S7_m_c for these two parameters.

Procedure

1. In the block CntOhSc you make the parameters Minutes and Seconds settable and
monitorable, synchronize the block types and compile the OS.

2. You open the picture @PCS7ElementsAPL and copy the object
APL_ANALOG_OP_DISPLAY?2 to the maintenance view.

3. Rename the analog display as csolOAnaHours and change the following properties:

o Geometry/Left

e Geometry/Top

e Left/AnalogValue
e Left/Unit

o Left/LeftHandText
e Left/LinkTag3

4, Repeat these steps for the hours, minutes, seconds and the counter Cnt.

5. Test the analog displays.
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12.21

Task

Procedure

1.

12 - 26

Configure the buttons for resetting the counters

You configure 2 buttons for resetting the operating time and the switching cycle counter.
The corresponding parameters ResetOh and ResetCnt cannot be set or monitored.

In the block CntOhSc you make the parameters ResetOh and ResetSc settable and
monitorable, synchronize the block types and compile the OS.

Open the @PCS7ElementsAPL picture and copy the APL_OP_BUTTON object to the
maintenance view.

Rename the button as csoBtnResetOh and change the following properties:

Permission/PermissionTag
Permission/BinPermBitindex1
Links/OKOption
Links/OpAreaPicture
Links/Caption

Links/BinLink1
Links/BinAuthorizationLevell
Links/BinText1
Links/OpAreaHeading

>

N2 20 2B N N N\ Z

_OhSc.0S_PermLog

6

1
@PG_APL_OA_Binary103.pdl
Reset

_OhSc.ResetOp
_OhSc.ResetOp#0Op_Level
Reset

Reset

Repeat these steps for the switching cycle counter.

Test your configuration.
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12.22  Optional: Configure an object for displaying the time

Task
Your client wants a display of the operating hours in the standard view. Since there is no
room for the 4 analog displays, create a user object that represents days, hours,
minutes and seconds in one analog output.
Procedure
1. You open a new picture and insert an analog display expanded. Rename
the object Seconds.
2. Set the following properties:
o Geometry/width -> 23
e Geometry/height > 19
e Colors/background fill pattern (OK) > 7
e Colors/Font Color (OK) -> black
e Styles/Line Weight > 0
o Font/Font Size > 14
e Font/X-Alignment > Centered
e Font/Y-Alignment -> Centered
o Font/Format > ##00
3. Copy the Seconds object twice and and rename these copies Minutes and Hours.
4. Copy the Seconds object and and rename this copy Days. Change the following
properties:
o Geometry/width > 36
e Font/Format > ##00
5. You insert a static text box and rename it Tz1. Change the following properties:
o Geometry/width > 7
o Geometry/height > 19
e Styles/Fill Pattern > 7
e Styles/Line Weight > 0
o Font/Text >
e Font/Font Size > 14
e Font/X-Alignment > Centered
6. Copy the Tz1 object twice and and rename these copies Tz2 and Tz3.
7. Place all objects next to each other in the following order from left to right:

e Days - Tzl - Hours - Tz2 - Minutes - Tz3 - Seconds
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10.
11.

12.
13.
14.

15.

16.

17.

18.

12 - 28

Push the objects together so that they have a total width of 114.
Place a rectangle around the objects with a size of 116/21
Set the line color to the APL palette 5, index 296

Insert a static text box and rename it Labeling. Change the following properties:

e Geometry/width > 92

e Geometry/height > 19

e Colors/Background Color > transparent

e Font/Text > Operating time
¢ Font/Font Size > 14

e Font/X-Alignment > left

e Font/Y-Alignment > centered

Place the Labeling to the left of the time output and add a line as an underscore.
Now select all objects and create a customized object.

In the configuration dialog, generate the topic Configuration and insert the labeling text
as a property. Rename this Labeling.

In the configuration dialog, generate the topic Time and insert the values of the time
analog displays as properties. Rename these according to their time value. Close the
configuration dialog.

Interconnect the properties of the time information with the attributes _OhScDays,
_OhScHours, _OhScMinutes, _OhScSeconds.

Delete the object for displaying the auxiliary values in the picture
@PG_VIVExt_Standard.pdl and insert the object for displaying the time.

Test the display of the time.
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12.23  Optional: Another expansion of the process tag browser

Task
The process tag browser has to be extended by 2 additional buttons. These buttons list
all valves with active limit violation for the operating hours respectively switching cycle.

Procedure

1. Create a new configuration file PCS7_TagStates_Sitrain.xml.

2. Define 2 states OH_Counter and S_Counter. Assign the bitmaps SCounter.bmp
respectively OHours.bmp to these states.

3. Assign the UserStatus tag to the block type VIVL.

4. Assign the new states to the corresponding bits in the UserStatus tag.

5. Copy the configuration file PCS7_TagStates_Sitrain.xml into the "ssM" directories of
your OS installation, and the bitmaps into the "Gracs" directories of the OS projects..
C:\Programs (x86) /Siemens/WinCC/Options/SSM

6. Download the OS.

7. Test the expansion of the process tag browser.
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12.24

Task

Procedure

o1
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11.

12.
13.
14.
15.
16.

17.

12 - 30

Visualization of the material levels with the APG

It is mandatory that the material tanks are constantly filled with educts to ensure
uninterrupted production. For the operator to easily recognize the levels and their
position relative to the desired working range, configure three bar graphs and connect
the levels with a polyline.

You copy the HMIpConn block from the APG to the master data library of your project.

Insert one instance each of the HMIpConn block type into the LIA1x4 charts and
rename them LIA1x4HMIpConn.

Interconnect the PV_Grad outputs of the MonAnalog blocks with the ReadPointer
inputs of the LIA1x4HMIpConn blocks.

Set the inputs Blocktype, ViewMode and ViewRange to the value 1.

Set the low limits of the PV_OL_Lim working range to 5% of the minimum volume and
the high limits to 95% of the maximum volume.

Compile the program and download it to the AS.
Compile the OS.
Open the pictures Signalbox and @Template_APG.

Copy three objects of the type APG_HMIpConn/3 to the Signalbox picture and arrange
them next to each other at the same height.

Rename the three bar graphs to LIA1x4ConnAPG.

Using the Dynamic wizard "Connect faceplate to process tag", connect the three bar
graphs to the LIA1x4ConnAPG structures.

Shorten the tag names to the chart names.

Insert a polyline with three turning points on the bar graph.

Rename the polyline to PolyLine.

Set the name PolyLine for the PolylineObjectName attributes of the bar graphs.

Set the PolylineObjectindex attributes of the bar graphs from left to right to the values
1,2 and 3.

Copy three objects of the type APG_MonAnl/2 to the Signalbox picture and arrange
them so that they cover the bar graphs.
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18.
19.

20.

Rename the APG_MonAnl/2 objects to LIA1x4ConnAPL.

Using the Dynamic wizard "Connect faceplate to process tag", connect the three APL
projects to the LIA1x4 structures.

Start your OS Runtime and test the visualization of the levels.
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12.25

Task

Procedure

1.

© 0o N O

11.

12.

12 - 32

Optional: Visualization of the product concentrations in a
spider chart

The concentrations of materials in the end product are to be visualized in a spider chart.
This makes it easier for the operator to recognize whether the concentrations are within
the specified working range.

Insert one instance each of the HMIpConn block type into the X414 x or X424 x charts
and rename them X414 xHMIpConn or X424 _xHMIpConn.

Interconnect the PV_Grad outputs of the MonAnalog blocks with the ReadPointer
inputs of the X414 _xHMIpConn or X414 xHMIpConn blocks.

Set the inputs Blocktype, ViewMode and ViewRange to the value 1.

At the process tags X414 _1 and X424_1, set the input parameter Pv_OL Limto 39 and
the input parameter PV_OH_Lim to 41.

At the remaining process tags, set the input parameters PV_0OL Lim to 29 and the input
parameters PV_OH Limto 31.

Compile the program and download it to the AS.
Compile the OS.
Open the pictures "Signalbox" and "@Template_ APG".

Copy the SpiderGraphChart and the process tag object (SpiderGraphTag) to the
Signalbox picture.

Rename the SpiderGraphChart to "Mat-Concentration" and set the attribute
ValuePointCount to 6.

Configure the graphic attributes as follows:

e OQuterRadius 150
e OH_Radius 130
e OL_Radius 100
¢ InnerRadius 20

Rename the process tag object to X414 1 and set the SpiderChartValuelndex to 6.
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13.

14.

15.
16.

17.

Copy the process tag object five times and configure the copies as follows:

Object name X414 2 SpiderChartValuelndex 1
Object name X414 3 SpiderChartValuelndex 2
Object name X424 1 SpiderChartValuelndex 5
Object name X424 2 SpiderChartValuelndex 4
Object name X424 3 SpiderChartValuelndex 3

Use the Dynamic wizard Connect faceplate to process tag to connect the process tag
objects according to the object names to the process tags X414 xHMIpConn (x = 1...3)
or X424 xHMIpConn (x = 1...3).

Abbreviate the tag name of the process tag objects to the chart name.

From the "@Template_APG" picture, copy the button of the Normalize type to the
Signalbox picture and rename it NormalizeSpider. Copy this name to the clipboard.

Select the six process tag objects and copy the clipboard to the attribute
SetOperationRangeObject.

Save the "Signalbox" picture and test the configuration in Runtime.
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